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AR 604-5

SECTION I

GENERAL

1. Purpose. This regulation prescribes the pol-
icy and establishes tho procedures for the grant-
ing, denial, suspension, or revocation of security
clearances to Department of the Army personnel
for access to classified defense information includ-
ing RESTRICTED DATA and cryptographic in-
formation.

2. Relation to other regulations. While this
regulation covers the general procedure for the
granting, denial, suspension or revocation of se-
curity clearances, AR 381-130 and CPU-12 are
closely associated with this regulation and must bo
consulted for complete information concerning re-
quests for and scope of personnel security investi-
gations incident to clearance for access to classi-
fied defense information,

3. Applicability. This regulation is applicable
to personnel of tho Department of the Army, in-
cluding Army Reserve personnel not on active
duty, and to persons employed by, hired on an indi-
vidual contractual basis, or serving in an advisory
capacity to the Department of the Army whether
on a permanent, temporary, or part-time basis and
whether or not they are compensated for their serv-
ices from appropriated or nonappropriated funds.
This includes citizens of the United States, aliens
in the United States with or without immigration
visa for permanent residence and aliens employed
in oversea areas. This regulation is also applica-
ble in those cases where clearance is requested for
members and employees of tho Army National
Guard.

4. Explanation of terms, a. Department of
the Army. Defined in AR 320-5.

0. Classified defense information. Official infor-
mation which requires protection in tho interests
of national defense and which is classified for such
purpose by appropriate classifying authority in
accordance with AR 380-5.

c. Cryptographic information. Knowledge or
facts pertaining to cryptographic and crypto-
analytic processes, methods, equipment, crypto-
systems, cryptopublications and related material.

d. National security. The protection and preser-
vation of the military, economic and productive
strength of the United States, including the se-
curity of the Government in domestic and foreign

affairs, against or from espionage, sabotage, and
subversion, and any and all other acts designed to
weaken or destroy the United States.

e. Sensitive position. Any position within tho
Department of the Army the occupant of which
could bring about by virtue of the nature of the
position a material adverse effect on the national
security. Such positions including the following:

(1) Any position, the duties or responsibility
of which require access to defense infor-
mation classified under AR 380-5 as TOP
SECRET, SECRET or CONFIDEN-
TIAL.

- (2) Positions filled by commissioned officers
or warrant officers.

(3) Personnel engaged in troop information
or troop education activities.

(4) Any other position so designated by tlie
Secretary of the Army or by any of the
officials listed in paragraph 6.

/, Sensitive position (critical). A position that
in addition to meeting the criteria set forth in e
above involves responsibility for the development
of war plans; development or approval of plans or
particulars of future major special operations of
war; development or approval of critical and ex-
tremely important items of \var; development or
approval of policies and programs which affect the
overall operations of the Department of tho Army,
the Department of Defense, or the other military
departments; or as a member of a security screen-
ing, hearing, or review board regardless of the
degree of clearance required. Sec CPR 12.

ff. Ultra-Sensitive Positions (USP). A position
which affords the incumbent continuing access to.
TOP SECRET information of the highest level
of sensitivity requiring special handling and pro-
tection. Such positions will be designated in writ-
ing ^7 the officials listed in paragraph Get. Care
•will be exercised to restrict the USF designation
to positions which are genuinely tho most sensitive.
Included in this category are—

(1) High-level sensitive-critical positions.
(2) Positions whose incumbents have nuclear

weapon stockpile data as noted in AR
380-157.

(3) Positions whose incumbents have author-
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All 604-5

ity to make decisions or influence policies
which could significantly affect the na-
tional defense posture.

h. Commander. For the purpose of this regula-
tion, the term "commander" includes persons oc-
cupying the positions listed in paragraph 6a and
all others to whom authority.to grant, cleanmces
has been properly delegated.

i. Alien. Any person not a citizen or national
of the United States.

j. Immigrant alien. Any alien lawful ly admit-
ted into the "United States under-an immigration
visa for permanent residence.

k. National of the United States. .
( 1 ) A citizen, of the United States, or
(2) A person who, though not a citizen of' the

United States, owes permanent allegiance
to the United States.

I. Foreign national-. A national of a foreign
country who is not also a citizen of (lie United
States.

m. Limited access authorisation. Limited ac-
cess authorization as used herein means the formal
.authority granted in accordance with (.his regula-
tion for aliens, or immigrant aliens, upon whom
some aspects of a background investigation may
not be possible of achievement because of geo-
graphical or political limitations, to have access to
specifically prescribed classified defense informa-
tion for a specified period not to exceed 1 year.

n. Polygraph, examination. For the purpose of
this regulation, a polygraph examination is an ex-
amination of un .Individual on a voluntary basis
conducted by qualified operators using the Lie De-
tecting Set AN/USS-2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. Tho examination, as a mini-
mum, w i l l consist of verification of questionable
and critical information contained in the State-
ment of Personal History (DD Form 398) or
.Immigrant Alien Questionnaire (DD Form 49).
The polygraph may ho used to verify otlior perti-
ncnt information available or to provide leads for
further investigations.

o. Derogatory in format ion. In formation of
such nature as to constitute a possible basis for
denial or revocation of security clearance, rejec-
tion for or separation from service or employment
with the Department of the Army. It includes—

(1) Adverse loyalty information. Informa-
tion which reflects unfavorably upon ihc.

loyalty of an individual to tho United
States.

(2) Adverse suitability information. In-
formation which, though not reflecting

• on an individual's loyalty to the United
States, casts doubt upon his good charac-
ter, trustworthiness, or reliability and
hence raises a doubt that access to classi-
fied information would be clearly consist-
ent with national security or which might;
serve :is a bar to any favorable personnel
action. Examples of adverse suitability
information are contained in paragraphs

• 17 a (16) through (21). .
;;. Suspension of a security clearance,. The tem-

porary withdrawal of an individual's authorized
access to classified defense information when in-
formation becomes known which indicates the in-
dividual may be a security risk. Following
appropriate inquiry or investigation and adjudica-
tion of the results, the individual's security clear-
ance will either be reinstated or revoked.

g. Revocation of sectvrity clearance. The per-
manent withdrawal and cancellation of an. indi-
vidual's security clearance for cause (para. 17&).

5. Policy, a. No person is entitled to knowl-
edge of. possession of, or access to classified
defense information,solely by virtue of his office,
position, grade, or security clearance. Such infor-
mation may be entrusted only to those individuals
whose official military or other governmental
duties require such knowledge or possession and
who have been investigated as required and cleared
for access in accordance with the minimum stand-
ards prescribed by this regulation. Clearances
serve to indicate that the persons concerned are
eligible for access (o classified defense i n f o r m a l ion
should their official duties so require.

1>. N"o parson will be granted a security clear-
ance unless it is affirmatively determined; as pre-
sorilmd herein, that such clearance is clearly con-
sistent w i th the interests of national security.

c. No person.will be granted an inter im security
ck-a ranee, or an access pending authorization un-
der Mio provisions of this regulation until such
time, ;IP iho cl<v,\nug authovily Uus initiated the
action necessary for final clearance. The granting
of interim clearances shall be kept to the absolute
m i n i m u m required To f u l f i l l the mission of tho
U.S. A r n i v .

McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM



d. Aliens, other than immigrant aliens, and for-
eign nationals are not eligible for security clear-
ances but may in exceptional cases be granted
limited access authorizations for access to classified
defense information under the provisions of
paragraph. 16.

e. An immigrant alien may be granted a filial
security clearance upon completion of a Back-
ground Investigation, as outlined in appendix II,
AR 381-130, provided that it discloses no deroga-
tory information indicating that such access -would
not be clearly consistent with the interests of na-
tional security. The use of the polygraph is au-
thorized when it is necessary to verify informa-
tion furnished by the individual which cannot be
verified through the use of normal investigative
methods, provided the individual consents in
writing. Interim clearance for TOP SECRET
and SECRET is not authorized. Interim clear-
ance for CONFIDENTIAL is authorized after
completion, of a National Agency Check which
reveals no derogatory information and after initia-
tion of a background investigation.

/. The minimum investigative requirements pre-
scribed herein may be raised in any particular case
or category of cases, if deemed essential from a se-
curity standpoint by the authorities listed in
paragraph Ga. The U.S.. Army Intelligence Com-
mand (USAINTC) and oversea commands func-
tioning as control offices for the conduct of investi-
gations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in this regulation unless sufficient justifi-
cation is furnished with the request.

g. To assist commanders and supervisors in their
obligation to be knowledgeable of a subordinate's
continued suitability for access to highly sensitive
information, those individuals selected for assign-
ment, to positions designated Ultra-Sensitive
(para. 4<?) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on a background investigation more than 5 years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be re-
evaluated 5 years from the date of their last secu-
rity investigation. The revaluation will be based
on tho results of a current reinvestigation under
the provision of AR 381-130, a review of the indi-
vidual's personnel and medical records, and a per-
sonal interview by the command/supervisor
authorizing access. During tho interview, the in-
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dividual will be questioned concerning his physi-
cal, mental, and emotional health, and reminded
of the serious nature of his security responsibili-
ties. His motivation towards his assignment will
also bo ascertained. '

k. Reinvestigations directed in the preceding
paragraph, of individuals in the Ultra-Sensitive
category will not routinely be conducted on per-
sons in positions of a lesser degree of sensitivity.
Commanders will request reinvestigation at any
time credible derogatory information concerning
a cleared individual is received. See paragraph
m.

6. Clearance authority, a. The Secretary of
the Army hereby delegates authority to the follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant Sec-
retaries, and Special Assistants to the Secretary
of the Army; Chief of Staff of the Army; Heads
of Department of the Army General and Special
Staff agencies; Commanders in Chief, U.S. Strike
Command, U.S. European Command, U.S. South-
ern Command; Commanding Generals, US. Army
Air Defense Command, U.S. Army Combat De-
velopment Command, U.S. Army Materiel Com-
mand, U.S. Army Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinental Army Command, U.S. Army Intelligence
Command (USAINTC); major oversea com-
mands, Army components of unified commands,
ZI armies, Military District of Washington, U.S.
Army: and Commandant, National War College.
These officials may redelegrate security clearance
authority to commanders of subordinate field ele-
ments in. order to expedite personnel security clear-
ance actions. Notwithstanding such delegation,
the persons holding the aforementioned positions
continue to be responsible for all security clear-
ance actions taken within their respective juris-
diction.

l>. Each person authorized to grant clearanuw
must himself have been appropriately cleared for
:u:ress to TOP SECRET defense information.

c. Clearance certificates on "commanders" to
whom (he Secretary of the Army has delegated au-
thority to grant clearances in a above may be exe-
cuted within their own headquarters provided the
requirements of b above arc met. Further, these
"commanders" may appoint a staff officer to act
for them in the execution of clearance cor t i f icn ies
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AR 604-5

on personnel within their respective commands,
agencies, .or activities and "on subordinate "com-
manders" to whom they further delegate author-
ity to grant clearance. Each "commander" is re-
sponsible to insure that his staff officer who is act-
ing for him in tliis capacity is himself cleared for
TOP SECRET and is qualified by training and
experience to make valid security clearance deter-
minations.

d. Each commander will, before authorizing ac-
cess to defense information,' insure that the indi-
vidual is familiar with the provisions of AR 380-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who have access to classified
information. Whenever a valid reason exists for
believing that an individual's conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance and to effect his immediate reassignment
to duties not requiring access to classified informa-
tion. Appropriate actions under pertinent per-
sonnel regulations will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances, a. It is highly desirable
that responsible authorities within the Armed
Services and other agencies of the Department of
Defense accept from each other on a mutual and
reciprocal basis the results of previous investiga-
tions and previous clearances which have been
based on investigative requirements which are in
consonance with current standards. Such recipro-
cation wiil avoid the repetitious filing of personal
history statements, and the time and expense of
multiple investigations and multiple clearances.
This, however, applies only where a prior inves-
tigation by an investigative agencj- of the Govern-
ment mceLs Uio standards prescribed herein. If tho
proper investigation does not meet such standards,
supplemental or additional investigation will bo
conducted.

&. Notwithstanding a above, the clearance of an
individual by an appropriate authority of one
service, agency, or command is not binding on an-
other service, agency, or command. Within the
Department of the Army, the ultimate authority
in any case rests with the Secretary of the Army.
Commanders and heads of Headquarters, Depart-

6

ment of the Army Staff agencies to whom clearance
authority has been delegated have authority to
grant or deny clearances to individuals under their
jurisdiction or to grant or deny access to informa-
tion for which they have responsibility. This au-
thority includes the rights to review the investiga-
tive and personnel files pertaining to the case in
question, and, if deemed necessary, to request addi-
tional investigation before granting clearance.
Requests for additional investigation will be pre-
cise and describe specifically what additional in-
vestigation is deemed necessary. In any case,
whether or not the investigative file is reviewed,
the clearance certificate will be validated in ac-
cordance with instructions contained in para-
graph 22.

8. Granting of access to classified informa-
tion by Department of the Army to individuals
of other services and agencies, a. Personnel not
previously cleared or in need of a high degree
of clearance. Whenever it becomes necessary for
the Department of the Army to authorize access to
classified information in its custody to a member
of another service or agency who has not been
granted the required clearance, the parent, service
or agency will be requested to conduct the neces-
sary investigation. Upon completion of the inves-
tigation, the parent service or agency will grant or
deny the clearance and will notify the Army re-
quester of the action taken. Records of the secu-
rity clearance or certificate of access authorization
granted by the parent service or agency will bo
maintained in accordance with the administrative
procedures of that service or agency. Interim
clearances may be granted to members or person-
nel of other services or agencies who are detailed or
assigned to the Department of the Army providing1

tho ind iv idua l s meet the interim.clearance require-
ments outlined in paragraph 12 and provided tho
parent service or agency has been requested to
process the individuals for a clearance of the same
degree.

b. Department of the Army personnel assigned
or detailed to duty with another service or agency.
Whenever Department of the Army personnel or
members are assigned or detailed for duty with
another service or agency it is Department of the
Army responsibility to advise the using service or
agency of any adverse information coining to its
attention which relates to the individual's con-
tinued eligibility for access to classified defense
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information. Should the using service or agency
determine that the individual cannot have access to
classified defense information in its custody, it
may reassign the individual to other duties within
its own organization, or, if so desired, revoke the
detail or assignment and request Chief of Person-
nel Operations, ATTN": EPD, DA, to furnish reas-
signment orders. The responsibility to suspend
or revoke a security clearance and initiate secu-
rity proceeding on Department of the Army mem-
bers or personnel rests with the Department of the
Army.

9. Security clearance of separated Depart-
ment of the Army personnel, a. Clearances
granted under this regulation become invalid upon
termination of the individual's service with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Retired general oflicer personnel may partici-
pate in classified conferences, or a particular activ-
ity or project, under the supervision and at the

AR 604-5

request of one of the oflieials designated in para-
graph Ga provided clearances in effect at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by tlie Assistant Chief of Staff for
Intelligence, Department of the Army.

10. Implementation of class II installations
and activities. The heads of Headquarters, De-
partment, of the Army Staff agencies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Department of the Army arc responsible
for the implementation of this regulation at class
II insUillalions and activities under their re-
spective jurisdictions.

11. Combat operations. Under combat condi-
tions or other military exigencies, authorities
listed In paragraph Go may waive such provisions
of this regulation as are warranted by the circum-
stances.
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AR 60-1-5

SECTION'n
INVESTIGATIONS

12. Types, of investigations required for ac-
cess, a. The types of personnel security investi-
gations normally utilized incident to granting ac-
cess to classified defense information are listed be-
low. The definition for and' th'e component parts
of each of these investigations are contained in
AR 381-130.

(1) National Agency Check ('NAC).
(2) National Agency Check,,plus written in-

quiries (NACI).
(3) Background Investigation (BI).

&. As indicated in paragraph 13, the type in-
vestigation required in any instance will depend
on the defense classification of the information to
whicli a clearance for access is required, the mili-
tary or civilian status of the individual concerned,
and' his- ci tizenship. status.

c. Additional investigation is not required for
those individuals granted final security clearances
under procedures in effect prior to the date of this
regulation.

13. Types of investigations required for ac-
cess to each category of classified defense in-
formation, a. General. Except for aliens and
foreign nationals, or immigrant aliens on whom a
full' Background Investigation cannot be com-
pleted, Department of the Army personnel may be
declared eligible for access to classified defense in-
foiination and granted a security clearance under
the minimum requirements set forth below for
each category of defense information, provided
that no adverse information of. a loyalty or suit-
ability nature is developed which is of sufficient
gravity to jus t i fy an overall commonsense deter-
mination that the clearance, of the individual is
not consistent with the interests of national secu-
rity. Requirements for the various classifications
of^defensc information are set forth in 5 through
d below.

?>. TOP SECRET.
(1) Final clearance,

(a) Civilian personnel—V^S. citizens.
Background Investigation.

(b) Military personnel—U.S. citizens.
1\ Background Investigation, or
#. National Agency Check, plus

(a) Continuous honorable active duty

as a member of the Armed Forces,
or a combination of such active
duty, and civilian employment in
the Federal Government service on
a continuous basis, with no break
greater than 6 months, for a mini-
mum of 15 consecutive years im-
mediately preceding, the date of
the current investigation, or cur-
rent need for clearance, plus

(b) Check of the military field 201 file,
local intelligence files, provost
marshal" files, and medical records.

(c) Immigrant aliens (civilian or mili-
tary} . Background Investigation.

(2). Interim clearance.
(a.) Civilian personnel—U.S'. citizens. Na-

tional Agency Check. Except that only
in tho case of emergency may an interim
clearance be granted to employees oc-
cupying sensitive positions (critical).

(b) Military personnel—U.S. citizens. Na-
tional Agency Check.

{'<?)' Immigrant' aliens (civilian or -mili-
tary}. No interim clearance author-
ized.

c. SECRET.
(1) Final clearance.

(a) Civilian personnel—-U.S.- citizens.
1. National Agency Check, plus wriueu

..inquiries to appropriate local hiw en-
forcement agencies, former em ploy el's
and supervisors, references, and
schools attended, except that the wr i t -
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continu-
ously employed for a period of o
years (with.no break greater than C
months) immediately preceding the
date of the current investigation, or
current need for clearance.

#. A Background Investigation is re-
quired for employees occupying sen-
sitive positions (critical).

(?>) Military personnel—U.S. citizen*.
./. National Agency Check.

TAfiO 2!>2 9
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AK 604-5

2. Check of the military field 201 file, lo-
cal intelligence files, provost marshal
files, and medical records.

(c) Immigrant aliens (civilian or mili-
tary) . Background Investigation,

(d) Nonappropriated fund employees of
the Army and the National Guard, U.S.
citizens. National Agency Check only
is required.

(2) Interim clearance.
(a) Civilian personnel—U.S. citizens.

.?. National Agency Check.
#. In' case of emergency, interim clear-

ance for access to SECRET may be
granted for a limited period provided
a National Agency Check has been
initiated and tho Secretary of the
Army or an authority listed in para-
graph 6 finds that such action is neces-
sary in the interests of national se-
curity and makes a record of such
findings. In every case, this action
\vill be based upon a check of avail-
able, records to include those listed in
paragraph 20a.

(b) Military Personnel—U.S. citizens.
Continuous honorable active duty as a
member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the date of the
current investigation, plus a check of
the military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with less than 2 years service—

./. A check of files required above, plus
5. A check of the Federal Bureau of In-

vestigation Investigative, and Identi-
f ication Files.

(fj) f-min> grant aliens (civilian or mili-
tary). No interim clearance author-
ized.

d-. CONFIDKNTIAL. '
(1) Final clearance.

(rt) Civilian personnel—U.S. citiz-ens. Na-
tional Agency Check, plus written in-
quiries to appropriate local law en-
forcement agencies, former employers
and supervisors, references, and schools
attended, except that the writ ten in-
qui r ies portion of the invo?t iopt ion mav

be dispensed with for employees who
have been continuously employed for a
period of 5 years (with no break greater
than 6 months) immediately preceding
the date of the current investigation.

(b) Military personnel-—UJS. citizens. A
check of the military field 201 file, local
intelligence files, provost marshal files,
and medical records.

(c) Immigrant aliens (civilian of mili-
tary). Background Investigation.

(2) Interim clearance.
(a) Givilmn personnel—U.S. citizens.

./. National Agency Check.
9j. In case of emergency, interim clear-

ance may be granted for a limited
period provided a National Agency
Check has been initiated and an au-
thority listed in paragraph 6 finds
that such action is necessary in the
i n I crests of national security and
makes a record of such finding. In
every case this action will be based
upon a check of available records to
include those listed in paragraph 20<z.

(&) Military personnel—UJS. citizens. In-
terim clearance not authorized.

(c) Immigrant aliens (civilian or mili-
tary}. National Agency Check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation of
a ful l Background Investigation.

e. TOP SECRET and SECRET clearances
granted prior to 0 February 1963 (wherein serv-
ice performed in active U.S. Army Reserve and
Army National Guard units was counted as "ac-
tive duty" time in computing the number of con-
secutive years of continuous active duty) remain
in effect.

14. Access pending clearance requirements—
U.S. citizens, a. When immediate access to clas-
sified defense information is required in an emer-
gency in order Cor the individual concerned to
carry out his assigned task and, because of excep-
tional circumstances, tho delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph 6
may authorize such access to U.S. citizens, based
ou a favorable check of the individual's military
Hold '201. file or c i v i l i a n personnel record, local in-
telligence, medical and provost marshal files.
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McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM

McFaddenKM



All 604-5

6. This authority will be exercised only in ex-
ceptional circumstances. In each such caso of
granting emergency immediate access, a record of
the authorization will be made and the commander,
or responsible authority concerned, will immedi-
ately institute the procedures necessary to satisfy
final clearance requirements. A letter report of
such action will be transmitted promptly through
command channels to the Assistant Chief of Staff
for Intelligence, ATTN: DSP, Department of the
Army, Washington, D.C., 20310.

c. Persons occupying positions defined in para-
graphs 4/ and g will not be granted access pend-
ing clearances.

15. Acceptance of investigations conducted
by other governmental agencies for clearance
purposes, a. Prior investigation. Whenever a
prior investigation by any investigative agency of
the Federal Government Is equal in scope and meets
the standards prescribed in. AR 381-130, clearance
may be granted upon review of the prior investiga-
tion provided that service with tho Federal Gov-
emment has been continuous with no break in
service longer than 6 consecutive months since
completion of this prior investigation, and an in-
quiry of tho agency of prior employment discloses
no reason why clearance should not be granted. If
the prior investigation does not meet the require-
ments of AR 381-130, supplemental or additional
investigation will be conducted.

&. Acceptance of investigations conducted for
civilian employment.

(1) The following investigations may be ac-
cepted for clearance purposes within tho
Department of the Army provided tho
person has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
longer than ? months since the completion
of the investigation, and an inquiry to the
agency of prior employment discloses no
reason why clearance should not be
granted. However, a new National
Agency Check will be completed in cases
wherein tho previous investigation, was
completed 5 years prior to date of current
clearance requirement.

(a) National Agency Check including FBI
fingerprint check conducted by a U.S.
Government agency pursuant to Ex-
ecutive Order 10450, may be accepted

TAGO 292A

as the equivalent of a National Agency
Check.

[(6) A "Full Field Investigation" conducted
pursuant to Executive Order 10450 by
a U.S. governmental agency may be ac-
cepted, provided it is determined upon
review of tho investigative report that
it meets the scope prescribed in appen-
dix II, AH 381-130 for a Background
Investigation.

(c) A National Agency Check with written
inquiries conducted by the Civil Service
Commission, provided—

1. Review of the employee's official per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under "Sec-
tion 3(a), Executive Order 10450";
or

%. Certification is received from the Civil
Service Commission on CSC Form
715 (Report of Clearly Favorable
Results in DOD NACI Case) that
their investigation disclosed no de-
rogatory information. Upon com-
pletion of clearance action or action
required under part III of DA Form
873 (Certificate of Clearance and/or
Security Determination Under !EO
10450) the requesting command will
forward the CSC Form 715 to the
U.S. Army Counterintelligence Rec-
ords Facility, Fort Holabird, Md.,

: 21219, for inclusion in the individ-
ual's USACRF dossier.

(2) Where a Background Investigation of a
civilian employee is required under the
provisions of this regulation, the National
Agency Check component of tho Back-
ground Investigation need not be dupli-
cated if it is determined that a U.S. Gov-
ernment agency is conducting or has com-
pleted a National Agency Check that
meets the scope prescribed in appendix I,
AR 381-130, and providing that service
with the Federal Government has been
continuous with no break in service longer
than 6 consecutive months since comple-
tion of the National Agency Check.

16. Access by aliens, immigrant aliens, and
11
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foreign nationals. Aliens, immigrant aliens on
whom the completion of a background investiga-
tion is not possible because of geographic, political,
or other considerations, and'foreign nationals are
not eligible for security clearances. Such person-
nel may be granted limited access authorization
but only under the conditions and procedures set
forth in a through c below. A limited access au-
thorization is not to be considered a security clear-
ance. For the purpose of brevity, the term
"alien" is used throughout this paragraph to cover
all categories of aliens mentioned above. See
paragraph 5e for security clearance policy con-
cerning immigrant aliens on whom full completion
of a background investigation is possible.

a. Policy. Appropriate authority as denned in
c below may grant an alien a limited access author-
ization when it is determined that the employment
of an alien in duties requiring access to certain
classified defense information is necessary in the
interests of national security. The classified mis-
sion of the command, agency, or installation is
secondary to the interest of national security in
establishing authorization. It is therefore essen-
tial (hat strict limitations be placed on the type of
positions in which aliens may be utilized and the
type of information which may be disclosed. In.
no cose will a limited access authorization be
granted if the investigation discloses information
which raises a reasonable doubt concerning the
character, integrity, or trustworthiness of the in-
dividual or if investigation reveals possible disaf-
fection for the United States or the ..intentional
withholding oreoacedment of pertinent, informa-
tion per ta in ing to the individual's personal his-
tory.

l>. Invf-f-'tii/iil-ioii. The. m i n i m u m .scope of in-
vestigation to he conducted for the purpose of
granting ;t. l imi ted access authorization under the
provisions of this regulation is as follows:

(1) Such components of a Background In-
vestigation (AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence, Agency,
plus

(2) A polygraph examination to cover that
portion of tho individual's l ife which can-
not be investigated because of geographi-
cal, political, or other considerations.

• G1., Autiioi'isaf.fon. , Authorization-to grant ac-
cess as provided in th is paragraph is delegated as
follows:

• (1) TOP SECRF/r— Secretary of the Army
and (he. Under Secretary ,of the Army
only.

(-2) SECRET—Authorities listed in para-
graph (Jc/.

(;}) CONFIDENTIAL—Authorities listed
in paragraph Ga or their designees.

d. Interim limited access autJwrisation. There
is no authority for the granting of an interim lim-
ited access authorization.

e. Authorization. The appropriate authority
indicated in c above upon granting a limited access
authorization will execute DA Form 3028-R
(Limited Access Authorization (Aliens, Immi-
grant Aliens, Foreign Nationals)) (fig. 1). Each
DA Form 3028-Ii will include a statement specify-
ing in detail the specific type of classified informa-
tion to which the individual is authorized access
and that such access is necessary in the interests of
national security. A job description will be added
as an inclosuro to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or recission will he directed to the Command-
ing Officer, USACRF, Fort Holabird, Md.. 2121!».
for inclusion in the individual's USACRF dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation wil l bo accomplished every 3 years
during the period of authorization but need not
include an additional polygraph examination un-
less security considerations present in an i n d i -
v idual case warrant such re.examinat.ion (io... i n d i -
viduals wi th rein lives residing in Communist or
Sovicjt-Moe conn(.ries). DA Form 3028-R w i l l be
reproduced locally on 8- by 10^-inch paper. The
form w i l l Lie prepared in triplicate and di^tnl iHl"; . !
as f o l l o w s :

( I ) The original w i l l be forwarded to the
01-i.l ' iiiiization to which the subject individ-
ual is assigned for inclusion in his field
mil i ta ry 201 file, or civilian personnel
folder.

TACJO 202 A
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(2) One signed copy retained by the issuing
commanders or official while the author-
ization is in force.

(3) One signed copy will be forwarded
through intelligence channels to the Com-

AR 604-5

ma-nding Officer, U.S. Army Counterin-
telligenco Records Facility, Fort Hola-
bird, Md., 21219, for inclusion in the
USACRF dossier.
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AR 604-5

EBCTED .ACCESS AUTHORISATION
(Aliens, Jircriigrant Aliens, Foreign Nationals]

(AR 60^5)

Originating Headquarters Date

This is to verify that the following named .individual has been investigated
under tha provisions of AR -381-130 and he is hereby authorised access only to
the type of classified .information described .below in. the course of his official
duties. Employment of this .individual .in the duties described in .inclosure 1
hereto is^necessary .in the .interests of national -security.

.Name (Last - First - Middle)

Grade .SN or SSAN

Date of Birth Place of Bir1

Description, of type and degree of classified

Dossier No.

h

information to which access .is authorized

Bate authorization expires

Component Parts of Background Investigation
Conmand -which conducted investigation and polygraph examination

Date polygraph examination. Name of polyj
completed

"lyped name, grade-and title of officer
granting authorisation.

ajraph operator

Signature

.DA FOHM -3G2&-R, 1 Aug 65

14 TAGO 292A.
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SECTION III

CRITERIA

17. Criteria for application of policy, a. The
ultimate determination of whether the granting of
a clearance is clearly consistent with the interests
of national security must be an overall common-
sense determination based upon all available in-
formation, both favorable and unfavorable. The
granting, denial, or revocation of a security clear-
ance may be a matter of far-reaching consequences
to the Department of the Army as well as to the
individual concerned. Therefore, arbitary and
perfunctory decisions must be avoided. The ac-
tivities and associations listed below, "whether cur-
rent or past, may, depending upon the degree of
seriousness, be the basis for denial of access to
classified defense information, or revocation of
clearance.

(1) Commission of any act of sabotage, es-
pionage, treason, or sedition, or attempts
thereat or preparation therefor; or con-
spiring with or aiding or abetting another
to commit or attempt to commit any act of
sabot-age, espionage, treason, or sedition.

(2) Establishing or continuing a sympathetic
association with a saboteur, spy, traitor,
scditionist, anarchist, or revolutionist, or
with an espionage or other secret agent or
representative of a foreign nation, or any
representative of a foreign nation whose
interests are inimical to the interests of
tho "United States, or with any person who
advocates the use of force or violence to
overthrow the Government of the United
States or the alteration of the form of
Government of the United States by un-
constitutional means.

(3) Advocacy of use of force or violence to
overthrow the Government of the United
States or of alteration of the form of
Government of tho United States by un-
constitutional means.

(4) Membership in, or affiliation or sympa-
thetic association with, any foreign or
domestic organization, association, move-
ment, group or combination of persons
which is totalitarian, Fascist, Communist,
or subversive, or which has adopted, or
shows, a policy of advocating or approv-

ing the commission of acts of force or
violence to deny other persons their rights
under the Constitution of the United
States, or which seeks to alter the form
of Government of the United States by
unconstitutional means. (An organiza-
tion movement, or group, officially des-
ignated by the Attorney General of the
United States to be totalitarian, Fascist,
Communist, or subversive, to advocate or
approve forcible or violent denial of con-
stitutional rights or to seek alteration of
the form of Government of the United
States by unconstitutional means, shall be
presumed to be of a character thus des-
ignated until the contrary be established.)

(5) Performing or attempting to perform his
duties, or otherwise acting, so as to serve
the interests of another government in
preference to the interests of the United
States.

(6) Failure or refusal to sign DD Form 93
(Armed Forces Security Questionnaire)
or DA Form 1111 (Statement of Non-
Affiliation with Certain Organizations) ns
applicable, pleading protection of the
Fifth Amendment or of Article 31, Uni-
form Code of Military Justice, in refus-
ing to completely answer questions con-
tained in DD Form 98, DD Form 398,
or DA Form 1111, or otherwise failing or
refusing to answer any pertinent ques-
tion propounded in the course of an ofli-
eAal investigation, interrogation, or exam-
ination, conducted for the purpose of as-
certaining the existence or extent, or both,
of conduct of the nature described in (I)
through (5) above, and (7) through (I?-)
below.

(7) Participation in the activities of an orga-
nization established as a front for an orga-
nisation referred to in (4) above when
his personal views are sympathetic to the
subversive purposes of such organization.

(S) Participation in the activities of an orga-
nization with knowledge that it had been
infiltrated by members of subversive
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groups under circumstances indicating
that the individual was a part of, or
sympathetic to, the infiltrating element
or sympathetic to its purposes.

(9) Participation in the activities of an orga-
nization referred to in (4) above, in a
capacity where he should reasonably have
had knowledge of the subversive aims or
purposes of the organization.

(10) Sympathetic association with a member
or members of an organization referred
to in (4) above or sympathetic interests
in totalitarian, Fascist, Communist., or
similar subversive movements.

(11) Currently maintaining a close continu-
ing association with a person who has
engaged in activities or associations of the
type referred to in (1) through (9) above.
A close continuing association may be
considered to exist if the individual lives
with, frequently visits, or frequently com-
municates with such person.

(12) Close continuing association of the type
described in (11) above, even though later
separated by distance, if the circumstances
indicate that renewal of the association is
probable.

(13) Any facts, other than as set forth in (14)
through (21) below, which furnish reason
to believe that the individual may be sub-
jected to coercion, influence, or pressure
which may cause him to act contrary to
the best interests of national security.
Among matters which should he consid-
ered in this category would be the pres-
ence of relatives or close friends in a na-
tion, a satellite thereof, or an occupied
area thereof, whoso interests are inimical
to tho interests of the United States.

(14) Willful violation or disregard of secu-
rity regulations.

(15) Intentional unauthorized disclosure to
any person of classified information, or
of other information disclosure of which
is prohibited by law.

(1G) Any deliberate misrepresentation^ falsi-
fication, or omission of material fact.

(17) Refusal to take the Oath of Allegiance
or Oath of Service and Obedience.

(18) Any criminal, infamous, dishonest, im-

moral, or disgraceful conduct^ excessive
indebtedness or recurring financial diffi-
culties, unexplainable affluence, habitual
use of intoxicants to excess, drug addic-
tion, or sexual perversion.

(19) Acts of a reckless, irresponsible, or wan-
ton nature which indicate such poor judg-
ment and instability as to suggest that the
individual might disclose security infor-
mation to unauthorized persons or other-
wise assist such persons, whether
deliberately or inadevrtently, in activities
inimical to the security of the United
States. • •

(20) All other behavior, activities, or asso-
ciations which tend to show that the
person is not reliable or trustworthy,
including repetitive absence without
leave.

(21) Any illness, including any mental con-
dition, of a nature which in the opinion
of competent medical authority may
cause significant defect in the judgment or
reliability o£ the subject with due regard
to the transient or continuing effect of the
illness and the medical findings in such
case.

5. Commanders and supervisors at all echelons
including company, separate detachment, or equiv-
alent level will take immediate action to suspend an
individual's access to classified information when-
ever credible derogatory information within the
scope of a above is received. In this connection,
full use will be made of medical and.military po-
lice reports. The responsible official withdrawing
access will promptly notify the clearance author-
ity of such action and initiate or request appropri-
ate investigation in order to permit expeditious
restoration of access or to provide a sound basis
upon which to effect revocation of the individual's
security clearance. Upon completion of appro-
priate inquiry or investigation and review of all
pertinent facts, both favorable and unfavorable,
tho commander authorized to grant clearance will
make a positive determination whether to revoke
the clearance or permit it to remain, in force. If
tho decision is to revoke the clearance, the action
described in paragraph 24 will be followed. In
addition, action will bo initiated in accordance
with AR 600-31, AR 604-10, SR 620-220-1, AR
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581-115, AR 250-15, AR 640-08, AR 604-11, The
Uniform Code of Military Justice, CPR-S1, or
other regulations, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delinquent or irrational conduct on the
part of subordinates who have access to classified
information. This is particularly critical in cases
of personnel who occupy Ultra-Sensitive positions.

c. In evaluating information of a suitability na-
ture, consideration should be given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be construed as permanent proof of unreliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by an
appreciation of all the facts bearing on the case.

18. Access to atomic energy information. Ac-
cess to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stat. 021, as amended, 42 U.S.C. 2011 et
seq.) within the Department of the Army will be
governed by the clearance procedures pi-escribed
for final TOP SECRET, SECRET, and CONFI-
DENTIAL data as set forth in paragraph 13.

19. Access to classified cryptographic infor-
mation, a. Authority. Authorities listed in
paragraph 6a, or their designees, are responsible
for determining that an individual has the need-
to-know and meets eligibility requirements prior
to authorizing such individual access to classified
cryptographic information.

1). Determination of eligibility.
(1) U.S. citizen personnel must possess a se-

curity clearance granted in accordance
with this regulation for access to classified
defense information of tho same or higher
classification category as that of the cryp-
tographic information to which access is
required. However, as an exception to
this requirement, to provide a mobiliza-
tion buse of persons elearable for access
to SECRET cryptographic material, a
favorable National Agency Check will bo
completed on members of the Army Na-
tional Guard and Raserve Forces assigned
to'duties requiring access to CONFI-
DENTIAL cryptographic Information.
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(2) Immigrant aliens who have been granted
a final type security clearance based on a
Background Investigation may be author-
ized access to CONFIDENTIAL cryp-
tographic information.. They will not
be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(5) Appointed as cryptographic custo-
dians.

(c) Given access to safes where crypto-
graphic keying material and related
equipment is stored; and

(d) Authorized access to research and de-
velopment information concerning
cryptographic information,

(3) All other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United States
has an agreement may be granted access
to classified cryptographic informa-
tion which has been released to that
government in accordance therewith, pro-
vided the foreign, government certifies
that the individual has an appropriate
clearance and is authorized and desig-
nated to receive the information.

c. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
a above will formally authorize the individual's
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
tho special security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will ho
completed and made a matter of record as pre-
scribed in paragraph 25.

d. Termination of access. When it is deter-
mined that tho individual no longer moots clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will bo accompanied by a debriefing
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which, includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information, and that
he is subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access. To meet operational require-
ments, U.S. citizen personnel whose primary duties
are not cryptographic in nature, but "who may be
required to have access to certain types of crypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers) may be issued

such material without formal authorization for
access to cryptomatorial provided—

(1) They are properly identified;
(2) They have security clearances for access

to the classification category equal to or
higher than that of the material to be
released;

(3) They are thoroughly instructed hi the
proper-handling and safeguarding of the
cryptographic information concerned j
and

(4) The Director, National Security Agency
has designated the cryptomaterial as ex-
empt from the formal authorization
requirement.

18 I'AGO 292A
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SECTION IV

ADMINISTRATION

20. Request for investigation, a. Submission.
A commanding officer, his representative, or higher
authority, upon determining that a personnel se-
curity investigation is required in conjunction with
a security clearance action, will request such in-
vestigation in accordance with AR 381-130. (Ci-
vilian employee preappointment and preassign-
ment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with Civilian Personnel Regulation CPR 12.) A
separate request will be submitted for each investi-
gation specifying the type investigation denied
and the highest classification of the informa-
tion and material to which the individual will
bo allowed access. It will be accompanied
by the appropriate forms prescribed in AR381-
130. In addition, the requestor will indicate
tho results of a check of the following local
files: Field Military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical records are
available on civilian personnel they will be
checked). Local file checks will not be conducted
when requesting a routine National Agency Check
on nonprior service Regular Army personnel and
inductees undergoing basic training. If tho re-
sults of the local file check reveal information con-
corning the individual which obviously disquali-
fies him for a security clearance, an investigation
for tho purpose of granting access to classified in-
formation will not be initiated. If appropriate,
however, command action under other regulations
will be taken. When this check indicates that a
cose has been processed on an individual under the
provisions of AR 604-10 or SR 620-220-1, no ac-
tion will be taken to grant interim or final clear-
ance until a complete review of the USACRF
dossier has been accomplished and a detcrmination
made that such clearance is clearly consistent with
tho interests of national security. In no instance
will an interim clearance action be taken on an
individual or a request for investigation necessary
to satisfy final clearance requirements be for-
warded when information obtained from tho indi-
vidual's DD Form 398, medical record, or other
record or source indicates tho existence, current
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or past, of any mental or nervous disorder, or emo-
tional instability unless competent medical au-
thority certifies that the disorder or instability has
been overcome or is of such a nature that it does
not impair the subject's judgment or reliability.
Such certifications, if made, will accompany the
request for investigation and will become an inte-
gral part of the USACRF dossier of the individual
concerned.

b. Retention of request for investigation. A file
copy of DA Form 2784 (Request for and Results
of Personnel Security Action) and/or a copy of
DA Form 3027 (U.S. Army Request for National
Agency check) will be maintained in the indi-
vidual's field military 201 file or official civilian
personnel folder. These copies will be removed
and destroyed when the investigation has been
completed and a positive determination has been
made as to whether the subject of the investigation
will be granted or denied a security clearance.
The original copies of these forms will be anno-
tated by the clearance authority to reflect the na-
ture of the clearance action taken and forwarded
to USACRF.

c. C ancellat-ion of investigation. When the need
for a Background Investigation previously re-
quested no longer exists because of such reasons as
discharge, separation, death or in those cases where
the subject of the investigation has a history of
mental disorder, nervous'disorder, or emotional
instability which competent medical authority is
unable to certify as having been overcome or is
curront.lv of such nature as not to impair subject's
judgment or reliability, tho control office will be
notified promptly in order that the investigation
may be canceled. Requests for NAC's already sub-
mitted will not be canceled. In the event a change
of assignment, within Department of the Army is
effected during the course of any investigation, the
control office will be notified so that the results of
tho investigation may bo forwarded by the con-
trol oflice to the gaining command.

d. Preliminary report. A preliminary report
will bo furnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed either during tho course of
any investigation or by the National Agency Check
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portion of a Background Investigation. Follow-
ing submission of a preliminary report, the inves-
tigation will be continued, except that investiga-
tions of military personnel, and DA civilians which
develop the existence, current or past, of any
mental disorder, nervous disorder or emotional in-
stability will be suspended. The suspension will
remain in effect until the requester furnishes the
control office certification from competent medical
authority that the disorder has been overcome or is
of such a nature that it does not impair subject's
judgment or reliability. Preliminary reports con-
cerning contractor personnel will be submitted to
the Defense Industrial Security Clearance Office
(DISCO) but the investigation on such per-
sonnel will not be suspended regardless of the
nature of the information developed. Command-
ers receiving preliminary reports containing de-
rogatory information will take appropriate ac-
tion to insure the security of their commands
pending receipt of final reports.

e. Receipt of reports after oliange in status.
Should the requester receive a report of investiga-
tion subsequent to the subject's reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through in-
telligence channels as follows:

(1) If the subject of investigation has been
reassigned and a completely favorable re-
port is received by the requester, the re-
port will be forwarded directly to the
subject's new installation or activity.
However, unfavorable reports will be
forwarded through the appropriate com-
mand Headquarters to the now command.

(2) If the pei-son lias been released from ac-
tive duty or his employment terminated,
and he is a member of the Army Reserve,
report will be forwarded for appropriate
action to the ZI army, MDW, or major
commander in whose area the person's
home of record is located.

(3) If tho person has boon released from ac-
tive military duty, or his employment
terminated, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area in which the

State, district, or territory National
Guard is located.

(4) If the person is deceased, if he has been
discharged from military service with no
Army Reserve commitment, or if em-
ployment has been terminated and he has
no Army Reserve affiliation, report will be
forwarded to the U.S. Army Counterin-
telligence Kecords Facility in accordance
with AR 381^5.

(5) If the case specified in (1), (2), and (3)
above the commander to whom the report
of investigation is forwarded for appro-
priate action will, after completion of
such action thereon, if any, forward the
report to USACRF in accordance with
AR 381-15.

/. National Guard requests. The granting of
security clearances for access to TOP SECRET
and SECRET classified defense information to
members of tho Army National Guard is the re-
sponsibility of commanders specified in e(3) above.
The granting of security clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests
for investigation of National Guard personnel not
on active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by tho ZI army, MDW, or oversea
command, major commanders will accept
for processing requests for personnel se-
curity investigations submitted by tho re-
spective adjutants general of the States,
territories, and the District of Columbia,
in order to insure that achievement of
operational readiness by National Guard
unite will not be handicapped because of
a lack of security clearance. However,
clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with tho request:

(a) All gcnor!i] officers of divisions and
brigades.

(6) General and special staff officers of di-
visions and brigades.

(a) Commanding officers of separate units
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as deemed necessary by the respective
S tate adj utants general.

(d) Adj utants general or commanding gen-
erals of troops of the respective
States, territories, and the District of
Columbia.

(&) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants general
of the States, territories, and the District
of Columbia. If an adverse determina-
tion is rendered by the major commander,
the case file, together with the major com-
mander's determination will be forwarded
to tho Chief, National Guard Bureau, for
his determination for appointment or re-
tention in the National Guard.

g. Reports of investigation to the Civil Service
Commission. In order to comply with section
9(b) , Executive Order 10450, when the investiga-
tive agencies of the Department of the Army con-
duct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will prepare Standard Form
79 (Notice of Security Investigation) and will
submit if. (o the Civil Service Commission on the
same day the investigation is initiated.

h. Regit-ests for investigation of personnel se-
lected for assignment to another installation.
When a commander requests a personnel security
investigation on an individual in order to fulfill
a projected assignment prerequisite for another
command or agency, the requesting command will
enter l-hc name and address of the gaining com-
mand in the "Action Agency" block of the DA
Form 278'1: or item 18 of copies 1 and 6 of DA
Form 3027 and will immediately notify the gain-
ing command of tho action taken. The inves-
tigative control office will forward the results of
invivsl.igal.ion directly to the gaining command.
The requesting command wil l insure that a Tile
copy of (he DA Form 2784 or the DA Form 3027
is placed in the individuals personnel file to indi-
cate that an investigation has been initiated.

21. Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111).

a. Military personnel. Prior to the initiation of a
request for a personnel security investigation upon
which to base a clearance action, or prior to the
granting of a security clearance when investigation
is not required, the command having custody of the
unit personnel records of the individual concerned
will ascertain whether a DD Form 98 has been
accomplished. Whenever examination of the in-
dividual's unit personnel record reveals that a DD
Form 98, up to date as of the current enlistment
or tour of duty, has been accomplished, and no ac-
tion under AR 604-10 is pending or contemplated,
a request for clearance action may be initiated.
Whenever examination of the unit personnel rec-
ords reveals that an up-to-date DD Form 98 has
not been accomplished, the commander having cus-
tody of the individual's records will direct that
the form be accompli shed and will take the follow-
ing action:

(1) If the DD Form 98 is completed without
qualification, investigative or clearance
action may be initiated. The DD Form
98 will be filed in the individual's field
military 201 file.

(2) If'tho individual refuses to execute the
form in its entirety, or makes an entry
therein indicating that information with-
in the criteria outlined in paragraph 14,
Ali 604-10, may exist, action will be taken
in accordance with the provisions of ATI
604-10.

1}. Civilian personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the current
period of employment and no action under SR
G20-220-1 is pending or contemplated, a request
for clearance action may be initiated. Whenever
the record reveals that an up-to-date DA Form
1111. haw nul; been accomplished, the commander
w i l l d i roef , t h a i , the .form be accomplished and wi l l
l ake , hu; fo l lowing action:

( 1 ) IT tho DA Form 1 HI is completed with-
out, qualif icat ions, investigative or clear-
ance acl-lon nuv he initiated. The DA
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Form 1111 will be filed as prescribed in
CPR Rl.

(2) If the individual refuses to execute the
form in its entirety or makes an entry
thereon, indicating that information
within the criteria outlined in paragraph
17, SR 620-220-1, may exist, action will
bo taken in accordance with SR 620-
220-1.

(3) Failure or refusal to execute and submit
DA Form 1111 is a basic disqualification
for employment and clearance will not be
granted.

22. Validation of DA Form 873 (Certi6cate
of Clearance and/or Security Determination
Under EO 10450). a. When a gaining command,
or agency, accepts a previous security clearance is-
sued by another command, agency, or activity, and
a review of the individual's USACRF investiga-
tive dossier has not been made, part VI of the DA
Form 873 contained in the individual's military
field 201 file or civilian personnel folder will be
validated as follows:

"Validated in accordance with paragraph 22a,
AR 604r-5, by (validating headquarters) on (date
of validation) by (signature, typed name, grade,
title of validating authority)."

6. When a gaining command or agency accepts
a previous security clearance issued by another
command, agency, or activity, and a review of tho
individual's USACRF investigative dossier has
been made, part VI of the DA Form 873 contained
in tho individual's field military 201 file or civilian
personnel folder will bo validated as follows:

"Validated in accordance with paragraph 225,
AR 604^5 by (validating headquarters) on (date
of validation) by (signature, typed or stamped
name, rank, title of validating authority)."

c. Prior to validating a previous clearance, the
following local files will be reviewed:

(1) Field Military 201 file or civilian person-
nel folder.

(2) Medical records (when medical records
of civilian personnel are available, they
will be checked).

d. The provisions of a above do not apply when
validating the clearance of an individual selected
for assignment to an Ultra-Sensitive position.
Tho USACRF dossier as well as tho files listed
in c above will be reviewed in each such case.

23. Record of security clearance, a. Interim
and filial security clearances granted under this
regulation will be made a matter of record and a
copy of the most recently issued final clearance
(DA Form 873) will become a permanent part of
the individual's USACRF file and a semiperma-
nent part of his field military 201 file or official
civilian personnel folder, as appropriate. In tho
case of military personnel, entries must also be
made on DA Form 66 (Officer Qualification
Record) or DA Form 20 (Enlisted Qualification
Record) in accordance with AR 611-103 and AR
GOO-200.

&. An unclassified DA Form 873 will be exe-
cuted on all interim and final security clearances
for access to TOP SECRET, SECRET, and
CONFIDENTIAL information unless an appro-
priate certificate of final clearance, based upon cur-
rent investigative standards, is already posted in
tho field military 201 file or civilian personnel
folder (except that CONFIDENTIAL clearance
granted military personnel need only be recorded
on tho DA Form 66 or DA Form 20 in accord-
ance with a above.) All copies will be signed by
authority of the commander authorized to grant
•clearance. Final clearance certificates once
granted remain valid unless revoked for cogent
reason (s) or become invalid by reason of upgrad-
ing tho degree of security clearance (e.g., SE-
CRET to TOP SECRET), discharge, resignation,
or retirement. Tho distribution of certificates of
clearance will be as follows:

(1) Interim clearance certificates. One copy
will be placed within the field military
201 file or official civilian personnel
folder until removed for cause or re-
placed by a certificate granting final
clearance.

(2) Final clearance certificates.
(a) Tho original will be placed in the indi-

vidual's field military 201 file or official
civilian personnel folder and main-
tained as a permanent record.

(?>) Ono copy will be forwarded to the
Commanding Officer, U.S. Army
Countorintelligence Records Facility
(USACRF), Fort Holabird, Md., for
inclusion in tho individual's USACRF
dossier.

(c) In the case of civilian employees who
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are also members of the Army Na-
tional Guard or Army Reserve, addi-
tional distribution bearing a notation
thereon of tho military status of the
individual will be made as follows:

1. One copy to the Adjutant General of
the appropriate State, Common-
wealth of Puerto Rico, or the Dis-
trict of Columbia in the case of Na-
tional Guard personnel.

8. One copy to the Reserve unit concerned
in the case of USAR personnel.

c. Where necessary under exceptional circum-
stances, additional distribution to other agencies
within tho Department of Defense is authorized
provided a record of distribution is maintained on
the certificate of clearance.

d. Execution, maintenance, and filing of clear-
ance certificates except as provided above is pro-
hibited,

24. Denial or revocation of security clear-
ances, a. Security clearances will remain effec-
tive as stated in paragraph 23&. They are not to
be revoked merely to reflect a change in an in-
dividual's assignment to duties that do not require
access to the same or lower degree of classified
information.

b. Whenever it is proposed to deny or revoke a
security clearance, the commander concerned nor-
mally will so notify tho affected military member
or civilian employee of the Department of tho
Army, explain the reason for the pending action,
and offer the individual every reasonable opportu-
nity to refute or explain the derogatory informa-
tion which is the basis for the action. A final
decision wi l l bo made only after consideration of
such refutation or explanation. Exceptions to this
procedure may bo authorized in specific coses by
the Under Secretary of the Army on a showing
that release of the information (1) is prohibited
by a non-Department of the Army agency which
furnished it, (2) would compromise an investiga-
tion in progress or a confident!;! 1 or family source,
or (3) is otherwise contrary to the national in-
terest. When such an exception is requested by
tho commander, the pertinent facts will he for-
warded through intelligence channels'to the As-
sistant Chief of Staff for Intelligence, ATTN:
ACSI-DSP, Department of the Army, Washing-
ton, D.C.j 20310. In ca-ses where the reasons for

adverse action are withheld to avoid compromise
of an investigation in progress, the individual will
be offered the opportunity of refutation or explana-
tion when the probability of compromise no longer
exists and an adverse security determination is still
considered necessary.

c. As soon as the commander concerned makes
a final decision to deny or revoke a clearance, he
will forward to the Commanding Officer, U.S.
Army Counterintelligence Records Facility
(USACRF), Fort Holabird, Md., 21219, a letter
report marked "FOR OFFICIAL USE ONLY"
or classified in accordance with AR 380-5, which
will—

(1) identify the individual affected, includ-
ing the individual's date and place of
birth;

(2) either affirm that before the final decision
was made, the individual was notified of
the tentative decision to revoke or deny
the security clearance, was furnished an
explanation of the reasons therefor, and
was given an opportunity to refute or ex-
plain the derogatory information which
led to the tentative decision; or affirm that
in accordance with authority received
from the Under Secretary of the Army
the individual was not advised of the
reasons for the tentative den i al or
revocation;

(3) state the reasons for the denial or revoca-
tion, including the commander's conclu-
sion regarding any explanation or refuta-
tion offered by the individual;

(4) advise what disciplinary or further ad-
ministrative action concerning the indi-
vidual has been undertaken or is contem-
plated:

(:**) further advise, if the individual is a com-
missioned or warrant officer, what ac-
tion concerning him has been undertaken
or is contemplated pursuant to AR 60-1—
11 : and

((!) request, if tho decision is to revoke the
clearance, thai the clearance certificate
contained in the individual's USACRF
dossier be voided.

d. When the decision is to revoke the clearance,
tho commander concerned will, in addition to the
procedures pt:ii<;d above, withdraw and destroy
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the DA Form 873 contained in the individual^
field military 201 file or official civilian personnel1
folder, line out entries on the DA Form 66 or DA
Form 20'regarding the clearance, and forward'an
unclassified letter to each agency on distribution
for DA Form 873 (except USACRF), notifying
it of the revocation action and; requesting that all
clearance certificates on1 file concerning the indi-
vidual be destroyed;

e. When the individual concerned is an officer or
•warrant officer, an information copy of the letters
in d. above will be forwarded promptly to the ap-
propriate career management branch, Department
of the Army.

/. Whenever a civilian employee of a class II
installation or activity whose duties'require access
to classified defense information is denied clear-
ance on the basis of adverse suitability informa-
tion and the installation or activity commander
determines that tho individual" will' not be sepa-
rated^ the case will be forwarded to tho head of
the appropriate Department of the Army agency
having command responsibility to determine
whether personnel action? in accordance with CPR
Si is appropriate.

[AOSI]

25, DA Form 2545 (Cryptographic Access
Authorization, Briefing Certificates), a. Parts
I and: II of. DA Form 2545 will be: accomplished
for all personnel requiring access to classified
cryptographic: information by the command au-
thorizing access: (except under conditions stated
in para.lOe). The forms will be-attached to the
DA Form 873-filed: in, the individual's field mili-
tary 201 file or official civilian personnel folder.
DA Form 2545 will be retained as a semi-perma-
nent part of the individual's field 201 file unless
it is removed for cause under 6 below.

&.. If an individual's security .clearance, is. re-
voked, for causey each DA Form 2545>iivthe indi-
vidual's field file, if any, will be forwarded as an
inclosure to the letter report forwarded to- the
USACKF as required by paragraph 24c.

c. If for any reason an individual no'longer re-
quires-access to classified, cryptographic informa-
tion to perform his official duties, an appropriate
entry- indicating that debriefing was accomplished
in accordance with AR 380-5 and the.date will.be
made under Part III "Remarks" of DA Form
2545. If debriefing cannot.be accomplished; rea-
sons' therefor wilV be entered; in-part III.

TAGO 292A
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By Order of the Secretary of the Army:

Official:
J. C. LAMBERT,
Major General^ United States Army,
The Adjutant General.

HAROLD K. JOHNSON,
General, United State* Army,
Chief of Staff.

Distribution:
Active Army, NG., and VSAR: To be distributed in accordance with DA Form 12-9 requirements

for Military Personnel, General—A.

TACO L'ill'A
.3. f iOVEHSMEHI fH IHTINS O F M C E i U f l
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