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This change contains modified criteria for the acceptance, for clearance
purposes, of invegtigations conducted by investigative agencies of the
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\ *AR 604-5
ARMY REGULATION HEADQUARTERS
// Z DEPARTMENT OF THE ARMY
No. 604-5 N WASHINGTON, DC, 29 December 1969

PERSONNEL SECURITY CLEARANCE

CLEARANCENOF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE
INFORMATION AND MATERIAL

Effective 1 March 1970

This is a complete revisign of AR 604-5 and changes are made throughout pertaining to the
policy and procedures govgrning the granting, denial, and revocation of personnel security
clearances. Local limited sbpplementation of this regulation is permitted but is not required.
If supplements are issued, Axmy Staff agencies and major Army commands will furnish one
copy of each to the Assistant Chief of Staff for Intelligence, ATTN: ACSI-CISP; other com-
mands will furnish one copy to the next higher headgquarters.
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20 December 1969

AR 604-5

CHAPTER 1
GENERAL

1-1, Purpose. This regulation prescribes the
policy and establishes the procedures for the grant-
ing, denial; and revocation of security clearances
of Department of the Army personnel for access
to classified defense information including RE-
STRICTED DATA and cryptographic informa-
tion, and for the suspension of such access.

1-2, Relation to other regulations. While this
regulation covers the procedures for the granting.
denial, and revocation of security clearances, AR
381-130 and CPR 12 are closely associated with
this regulation and must be consulted for complete
information concerning requests for and scope of

counterintelligenco  investigations incident to
clearance for access to classified defense
information.

1-3. Applicability. This regulation is applicable
to personnel of the Department of the Army, in-
cluding TI.S. Army Reserve personnel not on ac-
tive duty, and to persons employed by, hired on an
individual contract basis, or serving in an advisory
capacity to the Department of the Army whether
on a permanent, temporary, or part-time hasis ancd
whether or not they are compensated for their
services from appropriated or nonappropriated
funds. This ineludes citizens of the United States,
aliens in the United States with or without. immi-
gration visa for permanent residence and aliens
employed in oversen areas. This regulation is also
applicable in those cases where clearance is re-
quested for members and employvees of the Army
National Guard.

1-4. Explanation of terms. a. Department of the
Army. Defined in AR 310-25.

b. Classified defense information. Official infor-
mation which requires protection in the interests
of national defense and which is classified for such
purpose by appropriate classifving authority in
accordance with AR 380-5.

¢. Cryptographic information. Knowledge or
facts pertaining to cryptographic and crypto-
analytic processes, methods, equipment, erypto-
svstems, cryptopublications, and related material.

d. National security. The protoction and preser-
vation of the military, cconomic, and productive

TAGO 4R2A

strength of the United States, including the secu-
rity of the Government in domestic and foreign
affairs, against or from espionage, and subversion,
and any and all other acts designed to weaken or
destroy the United States.

e. Commander. For the purpose of this regula-
tion, the term “cornmander” includes persons oceu-
pying positions listed in paragraph 1-6a and all
others to whom authority to grant clearance has
been properly delegated. _

f. Alien. Any person not a eitizen or national
of the United States.

g. Immigrant alien. Any alien lawfully ad-
mitted tuto the United States under an immigra-
tion vise for permanent residence,

h. National of the United States. A citizen of
the United States, or a person who, thongh not &
citizen of the United States, owes permanent alle-
giance to the United States, The provisions of this
regulation applicable to U.S, citizens are equally
applicable to nationals of the United States.

t. Foreign national. A national of a foreign
country who is not also a citizen of the United
States.

j. Limitcd access authorization. Limited nccess
authorization as used herein is the formal author-
ity granted in accordance with this regulation for
aliens, or immigrant aliens, upon whom some as-
pects of a background investigation may not be
possible of achievement hecanse of geographical or
political limitations, to have access to specifically
preseribed classified defense information for a
specified period nol. to exceed one year.

k. Polygraph eramination. For the purpose of
this regulation, a polygraph exunination is an ex-
amination of an individual on u voluntary basis
conducted by qualified examiners using the Lie
Detecting Set AN/USS-2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. The examination, as 2 mini-
mum, will consist of verification of questionable
and critica]l information contnined in the State-
ment of Persona! Iistory (DD Form 398) or
other personnel security questionnaires as set
forth in AR 881-130 and Do) 5220.22R (Indus-

1-1
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trial Security Regulation). The polygraph may be
used to verify other pertinent information avail-
able or to provide Jeads for further investigation,
The provisions of AR 180-32 apply.

t. Derogatory information. Information of such
nature as to constitute a possible basis for denial
or revocation of a security clearance, rejection for
or separation from service or employvinent with
the Department of the Army. It includes—

(1) Adwerse loyalty information. Informa-
tion which reflects unfavorably upon the loyalty
of an individual to the United States.

(2) Adwverse suitability information. Infor-
mation which, though not reflecting on an individ-
ual’s Joyalty to the United States, casts doubt
upon his good character, intogrity, trustworthi-
ness, or reliability and hence raises a doubt that
aceoss to classified information would be clearly
consistent with national security or which might
serve as a bar to favorable personnel actions. Ex-
amples of adverse suitability information are
contained in paragraphs 3-le(168) through (21)
and (23).

m. Access to classified defense information. De-
fined in AR 310-25.

n. Suspension of access. The temporary with-
drawal of an individual's access to classified
defense information when information becomes
known which indicales the individual may be a
security risk. Following appropriate inquiry or
investigation and adjudication of the results
thereof, the individual’s access will be immediately
restored or revocation proceedings instituted,

0. Critical sensittve or
positions. See AR 690-1.

P. Revocation of seourity clearance. The with-
drawal and cancellation of an individual’s secu-
rity clearance for cause (para 4-3).

q. Denial of security clearance, The refusal to
grant a security clearance, or the refusal to grant
a higher degree of clearance to one who possesses
a clearance of a lower degree.

1-5. Policy. a. No person is entiiled to knowledge
of, possession of, or access to classified defense
information solely by virtue of his office, position,
srade, or security clearance, Such information will
be entrusted only to those individuals whose offi-
cial military or other governmental duties require
such knowledge or possession and who have been
investignted and cleared for access in accordance

noncritical  sensitire
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with the minimum standards prescribed by this
regulation. Clearances indicate that the persons
concerned are eligible for access to classified in-
formation should their official duties so require.

b. No person will be granted a security clear-
ance unless it has been affirmatively determined,
as prescribed herein, that such clearance is clearly
consistent with the interests of national security.

¢. No person will be granted an interim security
clearance or an access pending authorization un-
der the provisions of this regulation until such
time as the clearing authority has initiated the
necessary action for final clearance. The granting
of inferim clearances will be kept to the absolute
minimum {o fulfill the mission of the U.S. Army.
Interim clearances will be terminated immediately
following the receipt and adjudication of the re-
sults of the counterintelligence investigations
conducted in conjunction therewith,

d. Aliens, other than immigrant aliens, and for-
eign nationals are not eligible for security clear-
ances but may, in exceptional circumstances, be
eranted limited access authorizations for access to
classified defense information under the provisions
of paragraph 2-5.

¢. An immigrant alien may be granted a final
seeurity clearance based on a complete buckground
investigation as outlined in appendix II, AR 381-
130, provided there is no derogatory information
indicading that such access would not be clearly
consistent. with the interests of national security.
The use of the polygraph is authorized when it is
necessary to verify information furnished by the
individual which eannot be verified through the
use of normal investigative methods, provided the
individual consents in writing. Interim clearance
for 'POP SECRET and SECRET is not au-
thorized. Interim clearance for CONFIDENTIAL
is authorized after completion of a National
Agency Check (NAC) which reveals no deroga-
tory information and after initiation of a buack-
ground investigation, In those instances where
some aspects of the background investigation may
not be possible of achievement because of geo-
graphical or political limitations, a limited access
authorization may be granted in accordance with
paragraph 2-5.

f. Final security clearance certificates will not be
invalidated merely because an individual has been
assigmed to duties that do not require aceess to tha
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same or lower degree of classified information
or because an individual’s permanent station
has been changed to a station outside the juris-
diction of the original clearance authority. Such
certificates should be invalidated or reissued
only when the clearance has been revoked in
accordance with paragraph 4-5 or becomes
invalid by reason of upgrading the degree of
clearance (e.g.,, SECRET to TOP SECRET),
discharge, resignation, or retirement.

¢. The minimum investigative requirements
prescribed in this regulation will be adhered to;
however, clearance authorities are authorized to
request counterintelligence investigations at any
time deemed essentijal in the interest of national
security.

h. Any person selected for duties in connec-
tion with programs involving the education and
orientation of military personne) will have been
the subject of a favorable NAC or Bl in accord-
ance with the provisions of AR 604-20 prior to
his assignment,

1. Any person selected to serve with a board,
committee, or other group responsible for ad-
judicating personne! security cases will have
been the subject of a favorable background in-
vestigation prior to his assignment. This re-
quirement applies to boards which pass upon
alleged disloyal, subversive, or disaffected civil-
ian and military personnel.

7. Authority for granting, denying, and re-
voking security clearances pertaining to civilian
and military members of the Department of the
Army who are assigned or detailed to other
services or agencies is limited to the Depart-
ment of the Army.

k. Review of a general officer’s US Army In-
vestigative Records Repository (USAIRR) dos-
sier, when required pursuant to this regulation,
will be conducted at the US Army Intelligence
Command, Reguests for such review may be
submitied only by the clearance authorities
specifically listed in paragraph 1-6. Such re-
quests will be made in writing to the Command-
ing General, US Army Intelligence Command,
ATTN: Chief, USAPSG, Fort Holabird, MD
21219, and will contain the general officer’s full
name, date and place of birth, and specific rea-

C 2, AR 6045

son for dossier review. This policy does not
preclude the review of a general officer’s
USAIRR dossier by a superior officer. Requests
for this purpose will be addressed as above and
will be authenticated by the intended reviewer.
Paragraph 5a(5), AR 381-50 applies.

% 1-6. Clearance authority. a. The Secretary of
the Army hereby delegates authority to the
following to clear personnel within their specific
areas of jurisdiction for access to classified
defense information:
Assistant Secretaries, and Special Assistants
to the Secretary of the Army; the Director of
Civil Defense; Chief of Staff of the Army;
Heads of Department of the Army General and
Special Staff agencies; Commanding Generals,
US Army Air Defense Command, US Army
Combat Developments Command, US Army
Materiel Command, US Army Security Agency,
US Army Strategic Communications Command,
US Continental
Armies, US Army Military District of Wash-
ington, US Army Intelligence Command, US
Army Recruiting Command, Military Traffic
Management and Terminal Service, DA, US
Army Computer Systems Command, major
oversea commands, Army component command-
ers and chiefs of Army elements of unified and
specified commands,
War College, and Commandant, Industrial Col-
lege of the Armed Forces. These officials may
redelegate security clearance authority to com-
manders of subordinate field elements in order
to expedite security clearance actions. Such re-
delegation will not normally be made to echelons
below that at which the Military Personnel
Records Jacket and Civilian Official Personnel
Folders are maintained. Notwithstanding such
delegation, the persons holding the aforemen-
tioned positions continue to be responsible for
all security clearance actions taken within their
respective jurisdiction.

The Under Secretary,

Army Command, CONUS

Commandant, National

b. Each person authorized to grant security

clearances must possess a final TOP SECRET

clearance based on a favorable background
investigation.
¢. Clearance certificates on ‘“comnmanders” to

whom the Secretary of the Army has delegated
authority to grant clearances in o above may e

1!
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C 2, AR 6045

executed within their own headquarters pro-
vided the requirements of b above are met.
Further, these commanders may appoint a staff
officer to act for them in the execution of clear-
ance certificates on personne] within their re-
spective commands, agencies, or activities and
on subordinate commanders to whom they fur-
ther delegate authority to grant clearance. Each
commander is responsible for insuring that
any staff officer acting for him in this capacity
possesses a final TOP SECRET clearance and
is qualified by training and experience to make
valid security clearance determinations.

d. Each commander will, before authorizing
access to classified defense information, insure
that the individual is familiar with the pro-
visions of AR 380-5, and AR 381-12,

e. Upon granting security clearances, the
commander is responsible for continuing close
supervision and observation of the activities and
behavior of personnel who have access to class-
ified information. Whenever a valid reason
exists for believing that an individual’s conduct,
activities, or attitude may jeopardize security,
prompt action will be taken to suspend access
or revoke his security clearance and to effect
his immediate reassignment to duties not re-
quiring access to classified information. Ap-
propriate actions under pertinent personnel
regulations will be undertaken immediately.

I-7. Reciprocal acceptance of previous investi-
gations and clearances, n. Army clearance au-
thorities are encouraged to accept from other
commands, services, and agencies, on a8 mutual
and reciprocal basis the results of previous
investigations and previous clearances which
have been granted by appropriate authority,
provided the previous clearances have been
based on investigative requirements which are
in consonance with current standards and pro-
vided the investigative files are available for
review by clearance authorities or Department
of Army investigative agencies. Such reciproca-
tion will avoid repetitious filing of personal his-
tory statements, the time and expense of mul-
tiple investigations and multiple clearances.
However, this only applies where a prior in-
vestigation by an investigative agency of the

1-4
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Government meets the standards prescribed
herein. If the prior investigation does not meet
such standards, supplemental or additional in-
vestigation will be conducted.

b. Generally, the validity of a clearance of an
individual granted by another service or agency
will not be questioned. However, clearance au-
thorities have the right to review investigative
and personnel files pertaining to the individual
in question. When deemed necessary, additional
investigation may be requested before authoriz-
ing the individual's access to classified defense
information. Requests for additional investiga-
tion will be precise and describe specifically
what additional investigation is deemed neces-
sary.

1-8. Granting access to classified information
to individuals of another service or agency. a.
Whenever it becomes necessary for the Depart-
ment of the Army to authorize access to classi-
fied information in its custody to a member of
another service or agency who has not prev-
iously been cleared or is in need of a higher
degree of clearance, the parent service or agen-
¢y will be requested to conduct the necessary
investigation and grant or deny the desired
clearance. Records of the security clearance or
certificate of access authorization granted by
the parent service or agency will be maintained
in accordance with the administrative proce-
dures of that service or agency.

b. Should it be determined that it would not
be in the best interests of the national security
to permit the individual to have access to classi-
fied defense information in Army custody, or if
the individual has been denied the required
security clearance, the commander will reassign
the individual to nonsensitive duties within his
organization or, if appropriate, revoke the de-
tail or assignment, and advise the parent service
or agency of the reasons therefor. The respon-
sibility to initiate security proceedings and to
deny or revoke a security clearance rests with
the parent service or agency.

¢. Whenever Department of the Army person-
nel or members are assigned or detailed for
duty with another service or agency, it is a
Department of the Army responsibility to ad-
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vise the using service or agency of any adverse
information coming to its attention which re-
lates to the individual's continued eligibility
for access to classified defense information.
Should the using agency or service determine
that the individual cannot have access to classi-
fied defense information in its custody after
receipt of such information from the Depart-
ment of the Army or its own sources, the agency
will assign the individual to other duties within
its own organization or, if desired, revoke the
detail or assignment and request the Chief of
Personnel Operations, Department of the Army,
Washington, DC 20310, to furnish reassignment
orders. If a decision is made to request reassign-
ment instructions, the using service or agency
will notify the Commanding General, US Army
Intelligence Command, ATTN: Chief,
USAPSG, Fort Holabird, MD 21219 of this
action, including the reasons therefor. Upon
receipt of reassignment orders by the using
service or agency, the Commanding General,
US Army Intelligence Command, ATTN: Chief,
USAPSG, will be furnished a copy of such
orders. The responsibility to initiate security
proceedings and to deny or revoke a security
clearance pertaining to Army personnel rests
with the Department of the Army.

d. Responsibility for granting security clear-
ances to Army members who are assigned or de-
tailed to other services, DOD agencies, and uni-
fied and specified commands follows:

(1) The US Army Intelligence Command,
Fort Holabird, Maryland, is designated the De-
partment of the Army element for granting and
denving personnel security clearance pertaining
to Army members who are assigned or detailed
to other services, the Joint Chiefs of Stafl, the
Office of the Secretary of Defense, and other
Department of Defense agencies.

w(2) Army component commanders and

C 2, AR 6045

chiefs of Armv elements of unified and specified
commands are responsible for granting, vali-
dating, and denying personnel security clear-
ances pertaining to Army members assigned or
detailed to their commands.

1-9. Security clearances of separated Depart-
ment of the Army personnel. a. Clearances
granted under this regulation become invalid
upon termination of the individual's service
with the Army by reason of discharge, resigna-
tion or retirement.

b. Retired general officers may participate in
classified conferences, or a particular activity
or project, under the supervision and at the
request of one of the officials designated in para-
graph 1-6¢g, provided clearances in effect at the
time of retirement would be adequate for the
particular conference, activity, or project. Such
clearances remain valid for this purpose unless
terminated bv the Assistant Chief of Staff for
Intelligence, Department of the Army.

1-10. Implementation at class II installations
and activities. The heads of Headquarters, De-
partment of the Army Staff agencies having
command responsibilities and the commanders
of separate commands directly subordinate to
Headquarters, Department of the Army, are
responsible for the implementation of this regu-
lation at class Il installations and activities
under their respective jurisdictionc.

1-11. Combat operations. Under combat condi-
tions, or similar military exigencies, authorities
listed in paragraph 1-6a may waive such provi-
sions of this regulation as are operationally
necessary and warranted by the circumstances.
In all such cases, the communder instituting the
waiver will insure that the investigative or
other prerequisites waived are complied with
as soon as circumstances permit.
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CHAPTER 2
INVESTIGATIONS

2-1. Types of investigations required for ac-
cess. a. The types of personnel security investi-
gations normally required as a basis for grant-
ing clearances for access to classified defense
information are listed below. The definition of
each of these investigations is contained in AR
381-130.

(1) National Agency Check (NAC).

{(2) Entrance National Agency Check
(ENTNAC).

(3) National Agency Check plus written
inguiries (NACI).

(4) Background Investigation (BI).

b. As indicaled in paragraph 2-2, the type of
investigation required in any instance will de-
pend on the defense classification of the infor-
mation to which a clearance for access is re-
quired, the military eor civilian status of the
individual concerned, and citizenship status.

2-2. Type of investigation required for access
to classified defense information. a. General.
Department of the Army military members
and civilian personnel may be declared eligible
for access to classified defense information and
granted a personnel security clearance under
the minimum requirements set forth below for
each category of defense information, provided
that no derogatory information based upon the
criteria outlined in paragraph 3-1 is developed
which is of sufficient gravity te justifv an over-
all commonsense determination that the clear-
ance of the individual is not consistent with the
interests of national security. Requirements for
the various classifications of defense informa-
tion are set forth in b through d below.

b. TOP SECRET.
(1) Final clearance.

(a) Civilian personnel—US
Background Investigation.

citizens.

() Military personnel-—US citizens.
Background Investigation.

(¢) Immigrant aliens (civilian or mili-
tary). Background Investigation.

(2) Interim clenrance.

(@) Civilian personnel—US citizens, Na-
tional Agency Check. Only in case of emergency
will an interim clearance be granted to em-
ployees occupying, or persons being considered
for assignment to, critical sensitive positions.
Approval for granting such clearances must be
given by the Secretary of the Army or his
designee and must be made 2 matter of record,
and a National Agency Check with satisfactory
results must have been completed.

(b) Military personnel—US citizens.
National Agency Check or Entrance National
Agency Check.

(¢) Immigrant aliens (civilian or mili-
tary). No interim clearance authorized.

e. SECRET

(1) Final clearance.

(a) Civilian personnel—US citizens.

% 1. National Agency Check plus written
inquiries fo appropriate local law enforcement
agencies, former employers and supervisors,
and schools attended, except that the written
inquiries portion of the investigation may be
dispensed with for employees who have been
continuously employed by the Federal Govern-
ment for a period of 5 years (with no break
greater than 12 months) immediately preceding
the date of the current investigation or current
need for clearance.

2. A Background Investigation is re-
quired for employees occupying critical sensi-
tive positions.

(b} Military personnei—US citizens,
National Agency Check or an Entrance Nation-
al Agency Check.

21
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() Immigrant aliens (civilian or mili-
tary). Background Investigation.

(d) Nonappropriated fund employees
and employees of the Army National Guard—
US citizens. National Agency Check.

(2} Interim clearance.

() Civilian personnel-—US citizens.

Z. National Agency Check.

2. In case of an emergency, interim
clearance for access to SECRET may be grant-
ed for a limited period providing a National
Agency Check has been initiated and the Secre-
tary of the Army or an authority listed in para-
graph 1-6 finds that such action is necessary
in the interests of national security and makes
a record of such findings. In every case, this
action will be based upon a check of records
listed in paragraph 4-1a.

(d) Military personnel—US citizens.
Continuous honorable active duty as a member
of the Armed Forces for 2 minimum of 2 con-
gecutive years immediately preceding the date
of the current investigation, plus a check of the
Military Personnel Records Jacket, local intel-
ligence files, provost marshal files, and medical
records.

(¢} Immigrant aliens (civilian or mili-
taryv). No interim clearance authorized.

d. CONFIDENTIAL,

(1) Final clearance.

% (a)} Civilian personnel—US citizens.
National Agency Check plus written inquiries.
The written inquiries portion of the investiga-
tion may be dispensed with for employvees who
have been continuously employed by the Fed-
eral Government for a period of 5 years (with
no break greater than 12 months) immediately
preceding the date of the current investigation.

(b) Military personnel—US citizens. A
check of the Military Personnel Records Jacket,
local intelligence files, provost marshal files, and
medical records.

(¢) Immigrant aliens (civilian or mili-
tary). Background Investigation.

(2) Interim clearance.
{a) Civilian personnel—US citizens.
1. National Agency Check.
2. In case of emergency, interim clear-
ance may be granted for a limited period pro-

2-2
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vided a National Agency Check has been in-
itiated and an authority listed in paragraph
1-6 finds such action necessary in the interest
of the national security and makes a record of
such finding. In every case this action will be
based upon a check of records listed in para-
¢graph 4-la.

{(b) Militarv personnel—US citizens, In-
terim clearance is not authorized.

(¢) Immigrant aliens (civilian or mili-
tary). National Agency Check to include a check
of the files of the Central Intelligence Agency
plus initiation of a full Background Investiga-
tion.

e. Standards. Authorities listed in paragraph
1-6a wilt insure that all new security clearances
issued subsequent to the date of this regulation
are based on the investigative standards con-
tained herein.

f. Previous clearances. Final security clear-
ances previously granied under less stringent
standards than those set forth herein will re-
main in effect; however, at the time of valida-
tion, a new NAC may be initiated when the
current ENTNAC, NAC, or Bl is more than
5 years old. All requests for National Agency
Checks under this provision, including requests
submitted by authorized requesters of the
Army National Guard and US Army Reserve,
will be processed. When an NAC has been com-
pleted pursuant to this subparagraph, and the
previous investigation was a background or
full fieid investigation, the results of the NAC
will be recorded in Part [II, Remarks of the
DA Form 873 (Certificate of Clearance and/or
Security Determination). In those instances
where the previous investigation was an NAC
or an ENTNAC, a new DA Form 873 will be
issued based on the new NAC.

2-3. Access pending clearance requirements—
US citizens. . When immediate access to classi-
fied defense information is required in an emer-
gency in order for the individual concerned to
carry out his assigned tasks and, because of ex-
ceptional circumstances, the delay caused by
awaiting interim clearance would be harmful
to the national interest, authorities listed in
paragraph 1-6a may authorize such access to
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US citizens based on a favorable check of the
individual's Military Personnel Records Jacket
or Civilian Official Personnel Folder, local in-
telligence, provost marshal, and medical files.

b. Immediate access to classified defense in-
formation will be granted only under emer-
gency conditions where failure to take such
action may jeopardize the accomplishment of
the mission of the organization authorizing
the access. In each case of granting emergency
immediate access, a record of the authorization
will be made and the clearance authority will
have initiated the action necessarv for final
clearance.

w2-4. Acceptance of prior investigations con-
ducted by Federal governmental agencies for
clearance purposes. a. Prior investigation.
Whenever a prior investigation by any investi-
gative agency of the Federal Government meets
the criteria set forth in paragraph 2-2 and in
AR 381-130, clearance may be granted upon
review of the previous investigation provided
that service with the Federal Government or a
Federal Government contractor (e.g., person-
nel employed in the Industrial Security Pro-
gram) has been continuous with no break in
service longer than 12 months since completion
of the prior investigation, and an inquiry of
the agency of prior employment discloses no
reason why clearance should not be granted.
If the prior investigation does not meet the
current Department of the Army criteria, sup-
plemental or additional investigation will be
conducted.

b. Acceptance of investigations conducted for
civilian employment.

(1) The following investigations may be
accepted for clearance purposes within the
Department of the Army subject to the condi-
tions outlined in a above,

(a) National Agency Check including
FBI technical fingerprint search conducted by
a US Goverument agency pursuant to Executive
Order 10450.

(b) A “Full Field Investigation” con-

C 2, AR 604-5

vestigative report that it meets the standards
prescribed in AR 381-130 for a Background
Investigation.

(¢} A National Agency Check with
written inquiries conducted by the Civil Service
Commission, provided—

1. Review of employee’s Civilian Of-
ficial Personnel Folder reveals that his Applica-
tion for Federal Employment bears a nofation
indjcating that the application was processed
under “Section 8(a), Executive Order 10450”;
or

2. Certification is received from the
Civil Service Commission on CSC Form 715
(Report of Clearly Favorable Results in DOD
NACI Case) that their investigation disclosed
no derogatory information. Upon completion of
clearance or other administrative action, the
requesting command will forward the CSC
Form 715 to the US Army Investigative Rec-
ords Repository, Fort Holabird, MD 21219, for
appropriate disposition.

¥ (2) Where a Background Investigation of
a civilian employee is required under the pro-
visions of this regulation, the National Agency
Check component of the Background Investi-
gation need not be duplicated if it is deter-
mined thut a US Government agency is con-
ducting or has, within the past 12 months,
completed a National Agency Check that meets
the scope prescribed in appendix I, AR 381-130.

2-5. Access by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
a security clearance. (See paragraph 1-5e for
policy concerning immigrant aliens.) Such per-
sonnel may be granted limited access authoriza-
tions but only under the conditions and pro-
cedures set forth in ¢ through ¢ below. A lim-
ited access authorization is not to be considered
as a security clearance. (The term “alien” used
throughout this paragraph refers to both aliens
and foreign nationals.)

a. Policy. Appropriate authority as defined
in ¢ below may grant an alien a limited access
authorization when it is determined that the

emplovment of an alien in duties requiring
access to certain classified defense information
is necessary in the interests of national secur-

ducted pursuant to Executive Order 10450 by a
US Government agency may be accepted, pro-
vided it is determined upon review of the in-

2="


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


C 2, AR 604-5

ity. The classified mission of the command,
agency, or installation is secondary to the in-
terest of national security in establishing au-
thorization. It is therefore essential that strict
limitations be placed on the type of positions
in which aliens may be utilized and the type
of information which may be disclosed. The
commander granting access must insure that
access is strictly controlled. In no case will a
limited access guthorization be granted if the
investigation discloses information which raises
a reasonable doubt concerning the character,
integrity, or trustworthiness of the individual
or if investigation reveals possible disaffection
for the United States or the intentional with-
holding or concealment of pertinent information
pertaining to the individual’s personal history,

b. Investigation. The minimum scope of in-
vestigation to be conducted for the purpose of
granting a limited access authorization under
the provisions of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 881-130) as are possible of
achievement, plus a check of the files of the
Central Intelligence Agency, plus

(2) A polygraph examination to cover
that portion of the individual’s life which can-
not be investigated because of geographical,
political or other considerations, provided the
individual consents in writing. Individuals who
refuse to be polygraphed will not be granted
limited access authorizations.

c. Authorization. Authorization to grant ac-
cess as provided in this paragraph has been
delegated as follows:

(1) TOP SECRET—Secretary of the
Army.

(2) SECRET—Authorities listed in para-
graph 1-6aq.

(3) CONFIDENTIAL—Authorities listed
in paragraph 1-6a or their designees.

d, Interim Umited access authorization. There
is no authority for the granting of an interim
limited access authorization.

e. Use and disposition of DA Form 3028-R.

11 August 1971

The appropriate authority, as indicated in ¢
above, upon granting a limited access authoriza-
tion will execute DA Form 3028-R (Limited
Access Authorization) (fig. 2-1). Each DA
Form 3028-R will include a statement specify-
ing in detail the specific type of classified infor-
mation to which the individual is authorized
access and that such assess is necessary in the
interests of national security. A job description
will be added as an inclosure to each DA Form
3028-R. This authorization will remain in effect
for 1 year unless sooner revoked or rescinded
by reason of change of duties, termination of
employment, or similar circumstances. If re-
voked or rescinded, a letter reporting the cir-
cumstances of the revocation or rescission will
be directed to the Director, US Army Investiga-
tive Records Repository (USAIRR), Fort Hola-
bird, MD 21219, for inclusion in the individual's
dossier. Renewal requests will be processed
through the channels provided for original re-
quests. Reinvestigation wil! be accomplished
every 3 vears (minimum) during the period of
authorization but need not include an addition-
al polygraph examination unless security con-
siderations present in an individual case war-
rant such re-examination (e.g., individuals
with relatives residing in Communist or Soviet-
bloc countries or other areas where the Depart-
ment of the Army has no investigative capa-
bility). DA Form 3028-R will be reproduced
locally on 8- by 1014-inch paper (image size,
7 inches by 9V, inches). The form will be pre-
pared in triplicate and distributed as follows:

(1) The original will be forwarded to the
organization to which the individual is assigned
for inclusion in his Military Personnel Records
Jacket or Civilian Official Personnel Folder, as
appropriate.

(2) One signed copy will be retained by
the issuing authority while the authorization is
in force.

(83) One signed copy will be forwarded
through intelligence channels to the Director,
US Army Investigative Records Reposifory,
Fort Holabird, MD 21219 for inclusion in the
USAIRR dossier.
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AR 604-5

LIMITED ACCESS AUTHORIZATION
(Aliens, Immigrant Aliens, Foreign Nationals)

For use of this form, see AR 604-5; the proponent agency s Office of ‘Assistant Chief of Staff for Intelligence,

Originating Headquarters

Date

‘This is to verify that the following named individual has been investigated under

the provisions of AR 381-130 and he is hereby authorized access only to the type

of classified information described below in the course of his official duties. Em-
ployment of this individual-in the duties described in inclosure 1 hersto iz necessary
in‘the interests of national security.

Name (Last - First - Middle)
Grade SSAN Dossier No.
Date of Birth Place of Birth

Description of type and degree of classified information to which access is authorized

Date authorization expites

Date Background Investigation required by paragraph 2-5, AR 604-5 was completed

Command. which conducted investigation and polygraph examination

Date polygraph examiration completed

Name of polygraph examiner

authorization

‘Typed name, grade and title of officer granting Signature

DA FORM 3028-R, 1 Dec 69

TAGO 4824

Replaces edition ¢of 1 Feb 66, which is obsolete.
(Paper size, 8" x 10/4”; image.size, 7' x 94")

Figure 2-1
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CHAPTER 3
CRITERIA

3-1. Criteria for application of policy. a. The
nltimate determination of whether the granting
of a clearance is clearly consistent. with the inter-
ests of national security must be an overall com-
monsense determination based upon all available
information, both faverable and unfavorable, The
granting, denial, or revoeation of a security clear-
ance may be a matter of far-reaching consequences
to-the Department of the Army as well as to the
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avolded. The activi-
ties and associations listed below, whether current
or past, may, depending upon the degree of seri-
ousness, be the basis for denial or access to classi-
fied defense information, or revocation of
clearance.

- (1) Commiission of any act of sabotage, espio-
nage, treason, or sedition, or attempts thereat or
preparation therefor: or conspiring with or aid-
ing or abetting another to conunit or attempt to
commit any aet of sabotaye, espionage, trenson, or
sedition.

(2) Iostablishing ov coutinuing a sympathetic

association with a saboteur, spy, traitor, sedition-
ist, anarchist, or revolutlonist, or with an espio-
nage or other seeret agent or representative of a
foreign nation, or any representative of a foreign
nation whose interests are inimical to the interests
of the Unifted Stafes, or with any person who ad-
vocates the use of force or violence to overthrow
the Governweit of the United States or the altera-
tion of the form of Government of the United
States by nnconstitutional means,

{3) Advocacy of use of force or vielence to
overthrow the Government of the United States
or of alterution of the form of Government of the
Tinited Srates by unconstitutional means.

Jr (4) Membership in, ov afiiliation or sympa-
thetic association with, any foreign or domestic
organization, asseciation, movement, grou) or comt-
hination of persons which is totalitarian, Fascist,
Communist, or subversive, or which has adopted,
or shows, a policy of advocating or-approving the
commission of acts of force or violence to deny
other persons their rights under the Constitution of
the United States, or which secks tn alter the form

TAGO GIA

of Government of the United States by unconsti-
tutional means. (An organization, moventent, or
group, oficially designated by the Attorney Gen-
eral of the United States to be totalitarian, Fascist,
Conmnunist, or subversive; to advocate or approve
forcible or violent denial of constitutional rights;
or to secl alteration of the form of Goveérnment of
the United States by unconstitutionial means, shall
be presumed to be of a character thus designated
until the contrary be established.)

(3} Performing or attempting to perform his
duties, or otherwise acting, so as to serve the in-
terests of another government in preference to the
interests of the Unifed States. -

(6) Failure or refusal to sign DD Form 98
(Armed Forces Security Questionngire) or DA
Form 1111 (Statement of Non-Affilintion With
Certain Organizations), ss applicable; pleading
protection of the Fifth Amendment to the Con-
stitution of the United States or of Article 31,
Uniform Code of Military Justice, in refusing to
completely answer questions contained in DI
Form 98, DD Form 398, or DA Form 11115 ov
otherwise failing or refusing to answer any perti-
nent question propounded in the course of an of-
ficlal investigation, interrogation, or examination,
conducted for the purpose of ascertaining the exist-
ence or extent, or hoth, of conduct of the nature
deseribed in (1) through (5) above and (7)
through (13) below.

(7) Parficipation in the activities of an orga-
nization established as a front for an erganization
referred to in (4) above when his personal views
ave sympathetic to the subversive purposes of such
organizations.

(8) Participation in the aciivities of an orga-
nization with knowledge that it had been nfil-
trated by members of subversive groups under
cireumstances indicating that the individual was
a part of, or sympathetic to, the infiltrating ele-
ment or sympathetic to its purposes.

(9} Participation in the activities of an orga-
nization referred to in (4) above, in a capacity
where he should reasonably have had knowledge
of the subversive aims or purposes of the
organization,

o
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(10) Sympathetic association with aamember-

or members of an organization referved toin ()
above or sympathetic interests in totalitav-
ian, Facist, Communists, or similar subversive
movements.

{11) Currently maintaining a close continu-
ing assoctation with a person whe has engaged in
activities or associations of the type referred to in
(1) through (9) above. A close continuing asso-
cintion may be congidered to exist. if the individual
lives with, frequently visits, or frequently com-
munelates with such person.

{12) Close continuing association of the type
deseribed in (11) above, even though later sepn-
rated by distance, if the eircumstances indicate
that venewal of the association is probahle,

(13) Any facts other than agset forth in {14)
throngh (19) below which furnish reason to be-
lieve that the individual may be subject to coer-
cton, influence, ov pressave which may enuse him
to-act contrary to the best interests of national
secnrity, Among matters which should be comsid-
ered in this eategory wonld be the presence of a
sponse, pavent, brotler, sister, ov offspring in a
nation, a satellite thercof, or an occupied arca
thereof, whose interests are inimieal to the inter-
ests of the United States.

(14) Willful vielation o disregard of secu-
rity regulations. :

{15) Tnfentional unanthorized disclosure to
any perzon of clagsified information, or of other
mformation disclosure of which is prohibited by
any law. '

(16) Any deliberate misrepresentation, falsi-
fication, or omission of material fact.

{17) Any  criminal, nfanous,  didhionest,
immoral, oy notoriously  disgracetul  conduet:
habitwal use of intoxicants to exeossg; drug addic-
tion 1 or sexunl perversion,

{18} Acts of a veckless, irvezponzible, or wan-
ton nature which indicate such poor judgment and
instability as to suggest that the individual might
disclose security information to nnanthorized per-
sons or otherwise assist such persons, whether de-
liberately or inndvertently, in activities inimical
to the seeurity of the United States,

(19) All other beliavior, activitics, or asso-
ciations which tend to show that the perzon is not
reliable or trustworthy.

16 April 1976

(20 Any illness, including any mental- con-
dition, of a nature which in the opinion of com-
petent medieal authority may cause significant
defect. in the judgment or reliability of the indi-
vidaal, with due regard to the transient or con-
tinuing eflect of the illness and the medical
findings in such case.

(21} Any excessive indebtedness, recurring
financial diffieulties, wiexplained affluence or re-
petitive ahsences without leave which furnish rea-
son to helieve that the individual may act contrary
to the hest interests of national seenrity,

22) Refusal to take the Oath of Allegiance
or Outh of Serviee and Qbedience.

(23) Repeated acts of earelessness 1cn('ii11g to
inadvertent loss ov campromise of classified
material,

b, Commanders and supervisors at all echelons
including company, sepavate detachment, or equiv-
alent Jevel will take immediate action to suspend
an tudividual’s access to classified information
whenever eredible derogatory information within
the scope of @ above is received. This immediate
action will ineInde notification of the clearance
aithority by the most expeditions means avail-
able, The clearance authority will determine
whether suspension of aceess is veasonable and war-
ranted. Conenrrent with suspension action, an in-
qutry or investigation will be initiated or re-
guested 1n order to permit expeditious restoration
of aceess or to provide a sonnd basis for revocation
of the individual’s sccurity clearance. If any case
is not Anally resolved within 3 months of the date
access s snspended, 4 veport of that fact will he
submitted to the Office of the Assistant Chief of
Statl for Intelfigence, AN CISP, Department
of the Army, This report wilb'contain the nane of
the ndividual involved ; yrade and social seenrity
acconnt number (SSAN) or, n the case of civil-
inn employees, grade, position title, and SHAN ; o
brief staterent of the busis for suspension of ac-
cessy date of suspension; reagons for nonresoin-
tion ; and estimated date sufficient information for
final resolution will be available, Tn those instances
whete the aforemientioned report is submitted,
terminal report will be rendered when the case has
been rezolved. Upon completion of the appropriate
inquiry or investigation and review of all pertinent

TAGO GHlA
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*facts, both favorable and unfavorable, the
commander authorized to grant clearance will
make a determination whether to permit the
clearance to remain in force or to take action in
accordance with paragraph 4-5. Additional ac-
tion, if appropriate, may be initiated in accord-
ance with AR 600-31, AR 604-10, AR 690-1,
AR 381-115, AR 230-15, AR 640-98, AR 604—
11, The Uniform Code of Military Justice, CPR
S1, or other pertinent directives. Commanders
and supervisors must be continuously alert in
order to promptly detect delinquent, irrespon-
sible or irrational conduct on the part of sub-
ordinates cleared for access to classified in-
formation.

c. In evaluating information of a suitability
nature, consideration should be given to the
gravity of the information in derogation, the
age of the individual at the time the incident
occurred, and his subsequent behavior and per-
formance of duty. An isolated instance of youth-
ful indiscretion must not be construed as per-
manent proof of unreliability or lack of
character. Any determination involving such in-
formation must be tempered by an appreciation
of all the facts bearing on the case.

d. When an NAC or ENTNAC develops un-
favorable information, any additional investiga-
tion required to resolve the case will be con-
ducted by USAINTC. When the NAC was
conducted as a basis for granting a security
clearance, the commander concerned must make
a security determination under the provisions
of this regulation. When any counterintelligence
investigation conducted for purposes other than
clearance develops derogatory information
which does not warrant unfavorable personnel
action, the individual's DA Form 66 (Officer
Qualification Record) or DA Form 20 (Enlisted
Qualification Record), as applicable, will be
annotated “Paragraph 3-1d, AR 604-5, ap-
plies.” (See AR 611-103 or AR 600-200, as
appropriate.} The fact that this notation was
accomplished will be noted on the original copy
of the DD Form 1584 (National Agency Check
Request) or DA Form 2784 (Request for and
Results of Personnel Security Action), as ap-
propriate, which will be forwarded with the
case file to the USAIRR, Fort Holabird, MD

C 2, AR 604-5

21219. In the instances of newly commissgioned
officers being ordered to active duty for whom
& DA Form 66 has not yet been established,
the individual's orders to active duty will
reflect the type and date of completion of the
investigation, agency that conducted it, and
contain the statement “‘Paragraph 3-1d, AR
604-5 applies.” The commander of the indi-
vidual’s first duty station will insure that the
information is entered on the DA Form 66
when prepared. In the event of a subsequent
need for a security clearance by a member
whose records are so annotated, the commander
concerned will obtain and review the individ-
ual's USAIRR investigative dossier. Based on
all the information available, both favorable
and unfavorable, he will either—

(1) Issue a security clearance and grant
access to classified information as required;

{2) Take action to deny security clearance
as outlined in paragraph 4-5; or

(3) Request additional investigation upon
which to base definitive action under (1) or
(2) above.

3-2, Access to atomic energy information. Ac-
cess to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAL, inciuding RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stat. 921, as amended 42 U.S.C. 2011
et seq.) within the Department of the Army
will be governed by the clearance procedures
prescribed for TOP SECRET, SECRET, and
CONFIDENTIAL defense information as set
forth in paragraph 2-2 of this regulation, AR
50-8 and AR 380--150.

3-3. Access to classified cryptographic infor-
mation. a. General. Authorities listed in para-
graph 1-6a, or their designees, are responsible
for determining that an individual has the need-
to-know and meets eligibility requirements
prior to authorizing such individual access to
classified crytographic information.

b. Determination of eligibility.
(1) US citizens must possess a security

clearance granted in accordance with this reg-
ulation for access to classified defense informa-

33
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tion of the same or higher classification cate-
gory as that of the eryptographic information
to which access is required. However, as an ad-
ditional requirement, a favorable XNational
Agency Check will have been completed for
those individuals who as members of the Na-
tional Guard or Reserve forces require access
to CONFIDENTIAL cryvptographic informa-
tion in connection with short periods of active
duty or for training purposes while not on ac-
tive duty.

(2) Immigrant aliens who have been
granted a final type security clearance based
on a background investigation may be auth-
orized access to CONFIDENTIAL crvpto-
graphic information. They will not be—

(a) Authorized access to cryvptographic
information classified TOP SECRET or SE-
CRET.

(b} Appointed as cryptographic cus-
todians or as cryptographic security officers.

(¢) Given access to safes where crypto-
graphic keying material and related equipment
are stored.

(d)} Authorized access to research and
development information concerning crypto-
graphic information.

(3) All other aliens are ineligible for ac-
cess to classified information except that repre-
sentatives of a foreign government with which
the United States has an agreement may be
granted access to classified cryptographic in-
formation which has been released to that
governmen: in accordance therewith, provided
the foreign government certifies that the in-
dividual has an appropriate clearance and is
authorized and designated to receive the infor-
mation. (See AR 380-10.)

c. Authorization for access. Following the de-
termination that the individual has a need-to-
know and is eligible for access to classified
cryptographic information, appropriate au-
thority referred to in a above will formally
authorize the individual’s access. The authori-
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zation for access will include as indoctrination
concerning the unique nature of cryptographic
information, its unusual sensitivity, the special
security regulations governing its handling and
protection, and the penalties prescribed for the
willful or inadvertent disclosure of such infor-
mation. The authorization for access will be
completed and made a matter of record as pre-
scribed in paragraph 4-6.

d. Termination of access. When it is deter-
mined that an individual no longer meets clear-
ance requirements, or the need-to-know no
longer exists, authorization for access to classi-
fied cryptographic information will be with-
drawn. Such withdrawal will be accompanied
by a debriefing which includes instructions and
reminders that the safeguarding of classified
ceryptographic information is important to the
national security, that the individual is bound
by all security regulations pertaining to crypto-
graphic information, and that he is subject to
penalties prescribed for its willful or inadvert-
ent disclesure. Termination of access will be ac-
complished and made a matter of record as pre-
scribed in paragraph 4-6.

e. Limited access. To meet operational re-
quirements, US citizens whose primary duties
are not cryptographic in nature, but who may
be required to have access to certain tvpes of
cryptographic material (e.g., operation codes,
authentication systems, call sign ciphers), may
be issued such material without formal authori-
zation for access to cryptomaterial provided—

(1) They are properly identified;

(2) They have securily clearances for ac-
cess to the classification category equal to or
higher than that of the material to be released:

(3) They are thoroughly instructed in the
proper handling and safeguarding of the eryp-
tographic information concerned;

(4) The Director, National Security
Agency has designated the crypiomaterial as
exempt from the formal authorization require-
ment.
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CHAPTER 4
ADMINISTRATION

4-1. Request for investigation. ¢. Sulimission. A
commanding officer, his representative, or higher
authority, upon determining that a counterintelli-
gence investigation is required in conjunction with
a security clearance action, will request such in-
vestigation n accordance with AT 381-130, (Ci-
vilian preappointment and preassignment NAC
requests will be processed directly from the em-
ploying installations to the appropriate Civil Serv-
ice Commiscion office in accordunce with CPI 12.)
A separate requd® will be submitted for eacl: in-
vestigation specifving the tvpe of investization
desired and the highest elassification of the infor-
mation and material to which the individual will
he allowed access. Tt will he accompanied b the
appropriate forms prescribed in AR 281-150. In
addition, the requester will indicate the results of
a check of the following local files: Military Per-
sonnel Records Jacket or Civilian Official Person-
nel Folder, intelligence files, provost marchal files,
medical records (when medical records pertaining
to civilians are available, thev will be checked). 1f
the resnlts of the loeal fites check reveal Informa-
tion concerning the individual which oebviously
disgualifies him for a securit v clearance, an investi-
wation for the purpose of granting access to classi-
fied information will not be initiated. 1f appro-
priate, however, command action under other vegu-
lations will be taken. When this check indicates
that a case has been processed on an individual
under the provisions of AR 604 10 or AR G490 -1,
no action will be taken to grant an nteritn or final
clearance until a complete review of the individ-
ual’s USAIRR dossier has been accomplished and
a determination made that sueh clearance is clearly
consistent with the interests of national security.
Tn no instance will an interim clearance action be
taken on an individual or a request for mvestiga-
tion to satisfy final clearance requirements be for-
warded when information obtained from the in-
dividual’s DD Form 398, medical record or other
source indicates the existence, current or past, of
any mental or nervous disorder, or emotional in-
stability unless competent medical authority cer-
tifies the disorder or instability huas been overcome
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or is of such a nature that it dees not impair the
individual’s judgment or reliability. Such certifi-
cutions, if made, will accompany the request for
investigation and will become un integral parct of
the USATRR dossicr of the individual concerned.
Local file checks are not required when requesting
routine Entrance National Agency Checks or Ne-
tional Agency Checks on nonprior service Regular
Army personnel and inductees undergoing basic
tratning. Flowever. in all cases. local files will be
checked prior to the granting of a security
lenrance,

b. Retention of request for investigation. A file
copy of DA Form 2784 and/or a file copy of DD
Form 1584 will be maintained in the individual’s
Military Personnel Records Jucket or Civilian Of-
ficinl Personnel Folder, as appropriate. These file
copies will be removed and destroved when the re-
silts of investigations are received and a deter-
mination has beeis made as to whether the subject
of the investigation will be granted or dened &
security clearance.

(1) When a determination is made to deny a
securily clearance, action will be taken in accord-
ace with paragraph 4-5.

{(2) When a clearance is granted on the basis
of a favorable Background Tnvestigation, the
original copy of DA Form 2784 will be annotated
by the clenruance authority to reflect the nature of
the cleargnce action taken and forwarded to tle
USAIRR.

(3) When a clearance is granted based solely
on the results of a fuvorable NAC or ENTNAC,
the original copy of D) Form 1584 will be de-
stroved inasmuch a~ the USAIRR does not main-
tain a dossier in such cases.

e. Cancellation of investigation. When the need
for a Background Investization no longer exists,
the control office will be notified promptly by elec-
trica] transmission in order that the investigation
may be canceled. Messages will be addressed to
Commanding General, U.S. Army Intelligence
Command, ATTN : ICDI, Fort Holabird, Mary-
land. Requests for NAC's already submitted will
1ot be canceled. In the event the subject of an in-
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vestigation is reassigned within the Department of
the Army during the course of any investigation,
the control office will be notified so that the results
of the investigation may be forwerded to the gain-
ing command.

d. Preliminary report. A preluninary report
will be furnished the requester whenever unfavor-
able information which might warrant a denial of
a clearance is developed either during the course of
any investigation or by the National Agency
Check portion of a Background Investigation. Fol-
lowing submission of a preliminary report, the
investigation will be continued, except that investi-
gations of military personnel and DA civilians
which develop the existence, current or past, of
any mental disorder, nervous disorder, or emo-
tional instability will be suspended. The suspen-
sion will remain in effect until the requester
furnishes the control office certification from com-
petent medical suthority that thedisorder has heen
overcome or is of such a nature that it does not
Impair subject’s judgment or reliability. Com-
masrders receiving prelimingry reports containing
derogatory information will take appropriate ac-
tion to insure the security of their commands
pending veceipt of final reports.

e. Receipt of reports after change in stalus,
Should the requester receive a report of investiga-
tion subsequent to the subject’s reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through in-
telligence channels as follows:

(1) If the subject of investigation has been
reassigned and a completely favorable report is
received by the requester, the report will be for-
warded directly to the subject’s new installation or
activity. However, unfavorable reporis will be for-
warded through the appropriate command head-
quarters to the new command.

(2) If the person has been released from
active duty or his employment terminated, and he
is a member of the U.S. Army Reserve, report will
be forwarded for appropriate action to the
CONUS Army, MDW, or major commander in
whose area the person’s home of record is located.

(3) If the person has been released from ac-
tive military duty, or his employment terminated,
and he is a member of the Army National Guard,
report will be forwarded to the major commander
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having jurisdiction over the areas in which the
Army National Guard uvnit is located.

(4) If the person is deceased, if he has been
discharged from military service with no U.S,
Army Reserve commitment, or if employment has
been terminated and he has no U.S. Army Reserve
affiliation, report will be forwarded to the
TUSAIRR in accordance with AR 381-45,

{5) In the instances specified in (1), (2), and
(8) above the commander to whom the report of
investigation is forwarded for appropriate action
will, after completion of such action, if any,
forward the report to the USAIRR in accordance
with AR 381-45.

f. National Guard requests. The granting of
security clearances for access to TOP SECRET
and SECRET classified defense information to
members of the Army National Guard is the re-
sponsibility of the commanders of appropriate
CONUS Armies, MDW, snd oversea commands.
The granting of security clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of the state Adjutants Gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests for
investigation of Nutional GGuard personnel not on
active duty will be processed as follows:

(1) Inaccordance with procedures established
by the appropriate CONUS Army, MDW, or
oversea command, major commanders will accept
for processing, requests for personnel security in-
vestigations submitted by the Adjutants General
of the states, the District of Columbia, and the
Commonwealth of Puerto Rico, in order to insure
that achievement of operational readiness by Na-
tional Guard units will not be handicapped be-
cause of a lack of security clearances, However,
clearances for access to TOP SECRET informa-
tion will be limited to the following unless cogent
reasons are furnished with the request.:

(a) All general officers of divisions and
brigades.

(b) General and special staff offiecrs of
divisions and brigades,

(¢} Commanding officers of separate units
as deemed necessary by the respective state
Adjutants General.

(@) Adjutants General or commanding
generals of troops of the respective states, the
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District of Columbia, and the Commonweslth of
Puerto Rico.

{e) Individuals whose duties require access
to nuclear weapons or critical RECTRICTED
DATA,

(2) Under no circwnstances will copies of re-
ports of investigation or specific detalls thereof be
furnished adjutants general of the States, the Dis-
triet of Columbia, or the Commonwealth of Puerto
Rico. If an adverse determination is made by the
major commander, the caze file, together with the
nmnjor commander's determination, will be for-
warded to the Chief, National Guard Bureau. for
his determination for appointment or retention in
the National Guard.

(3) National Guard personnel serving in Air
Defense Task organizations in CONTS who re-
quire immediate access pending fulfillment of
clearance requirements will be granted such access
by the Commanding General, T1.S. Army Air De-
fense Command (ARADCOM). Prior to granting
imnediate access, ARADCOM will insure that the
appropriate investigative action has heen re-
quested. In addition, ARADCOM will advise the
CONUS Army having security clearance responsi-
bility of each access authorization granted. Tn the
event the CONUS Army concerned receives infor-
mation sufficiently derogatory to constitute a basis
for denial of a security clearance, Commanding
General, ARADCOM  will  bLe informed
immediately.

g. Reports of investigation to the Civil Service
(Commission. Refer to AR 604-305 and AR 630-1
for specific guidance pertaining {0 mandatory re-
porting procedures by Control Offices and employ-
ing installations/activities.

L. Forwarding results. The reqnesting command
will indicate the estimated reporting date on in-
vestigative requests when the requests are for-
warded to a gaining command for action. If, upon
receipt of such results, the gaining command can-
not locate the subject of an investigation within 14
dayvs of hiis estimated reporting date, the investiga-
tive results will be returned to the original re-
quester. The original requester will locate the in-
dividual concerned and forward the investigative
results to the correct address. The investigative re-
sults will not be forwarded to the GSAIRR for
action.

4-2, Recording of security clearances. Ja. In-
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terim and final security c'earances granted under
the provisions of this regulation will be made a
matter of record on DA Form 873 except that
CONFIDENTIAL clearances granted military
personnel need only be recorded on DA Form 66
or DA Form 20, as appropriate, in accordance
with ¢ below. All copies of DA Form 873 will be
signed by authority of the commander authorized
to grant clearance. (Faceimile signatures on DA
Forms 873 arve not acceptable.) When a valid DA
Form 873 is alreacly filed in the Military Person-
nel Records Jacket or Official Civilian Personnel
Folder, clearance authorities may continue to per-
mit access to classified information, if required,
subject to the provisions of paragraph 4-5, The
distribution of certificates of clearance will be as
follows:
(1) Imterim clearance certificates,

(@) Military persoanel. One copy will be
filed in the Military Personnel Records Jacket
unti] removed for cause or veplaced by a certificate
of final clearance. If interim certificate i3 removed
for cnuse, paragraph 4 -5 applies.

(&) Civilian personnel. One copy will be
filed on the right side of the Official Civilian Per-
sonnel Folder until replaced by a certificate of
final clearance. If interim certificate is removed
for cause, paragraph 4-5 applies.

(2) Final clearance certificates,

(@) For military personnel the original
will be placed in the military history section of the
individual’s Military Personnet Records Jaclket.
Only current certificates of security clearance will
be retained in the jacket. Previously issued cer-
tificates will be removed and destroyved. Upon dis-
charge or relief from active duty, the last
certificate issued will be retained in the Military
Personnel Records Jacket as a permanent
document.

() For civilian personnel the original
will be filed on the right side of the Official Civil-
ian Personnel Folder.

(¢) In the case of officers and warrant of-
ficers on active duty, one copy will be forwarded to
The Adjutant General, Department of the Army,
ATTN: Personnel Records Division, Washing-
ton, DC 20315 for inclusion in the officer’s Official
Military Personnel Folder. Only the last certifi-
cate issued will be retained in this file.

w(d) In the case of enlisted personnel on
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active duty, one copy will be forwarded to the
Commanding Officer, United States Army En-
listed Personnel Support Center, Fort ‘Benjamin
Harrison, IN 46249 for inclusion in the member’s
Oflicial Military Personnel Folder. Only -the Jast
certificate issned will be retained in this file.

{e} One copy wiil be forwarded to the Ii-
rector, 1.5, Armny Investigative Records Reposi-
tory, Fort Holabird, MDD 21219 for inclusion in the
individual’s USAIRR dossier, Iowever, clear-
ances granted solely on the basis ol a favorable
ENTNAQ, NACG, or NACT will not be forwarded
since Jdossiers are not maintained in such cases,
{The record, in the forin of an index history eard
of the favorable ENTNAC, NAC, or NACL is
maintained by the Defense Central Index of In-
vegtigations {IDCIT).)

{7) In the case of civilinn employees who
are also members of the Army Natlonal Guard or
7.5, Army Reserve, additional distribution beav-
ng a notation thercon of the military statns of
the individual will be made as follows:

7. One copy tothe adjutant generad of the
appropriate State, Dnstrict of Columbia, o1 the
Commonwealth of Puerto Rico in the case of Nu-
tional Guard personnel.

2. Onecapy to the Reserve unit concerned
in the case of unit personnel, or tothe USAR Con-
trol Group to which the individual Is assipned in
the ¢ase of non-unit personnel who are members of
the 1.5, Army Reserve,

(3) Additional distribution, When necessary,
additional distribution to other agencies within
the Department of Defense and the Army Na-
tional -Guard is authovized, provided a record of
distribution is maintained on #il copies of the
certificate of clearance. :

b, Execution, maintenance, and filing of clear-
ance cerfificates oxeept as provided ahove is
prohibited.

2. For military personnel, entrics reflecting in-
vestigation  conducted and seenrity eclearance
granted will be made on DA Form 66 or DA Form
20 in accordance with AR 611-103 or AR 600-200,
as appropriate. Such entries do not constitute a
hasis for-issuing DA Forms 873.

4-3. Yalidation of final security clearances. a.
Clearance authorities'specified in paragraph 1-6a
and their delegated representatives who propose to
continve access to classified information on the

-4
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part of newly assigned military and civilian per-
sonmel on the basis of previeusly granted finnl
TOP SECRET and SECRET clearances will take
the following action:

(1y 70P SECRET.

{a) Checkloeal files specified in paragraph
4-1a and, within 60 days of the-arrival-of the newly
assigned member, conduct & USATRR file check
to dctermine that the type, «date, investigating
agency, dossier nanberyand results of previous in-
vestigation (s) are correctly indicated on thedndi-
vidual’'s DA IForm 873,

() Validate the clenrance by completing
Part V of the DA Form 873, Enterthe date USA
IRR verification check was accomplished in Part
I1T, Remarks.

(2) SECRET.

(a) Check loeal files specifindin puragmapn
d-Ta. (I'ftliis check reveals that the individoal has
heen processed under the provisions.of AR 604-10
or paragraph 3-1d, this yegnlation, the USNIRR
file will be reviewed prior to validation.)

{#) Within 60 days, validate clearance by
completing Part V of the DA Form 873 and enter
the date USATIRR verification was completed in
Part 11T, Temarks, if verdfiecation  was
aceomplished,

h. The requirements in 4(1) and (2) above are
mandatory only if the gaining command proposes
to allow aceess on the hasiz of a previously granted
eJearance. No validation action is required in those
mstances where the individnal is to he assigned to
duties which do not reqnire aceess to elassified
information. . '

e. Seenrity clearanees issued or-validated by
cleavnnee authorities listed in paragraph 1-6, or
their delegated vepresentatives, need not he vali-
dated or 1evalidated due zolely-to transfer of an
individual between units, netivities, or stations
within the jurisdiction of any one of the clearance
aithorities specifically designated in paragrapl
1-6.

4-4. Armed Forces Security Questionnaire (DD
Form 98) and Statement of Nonaffiliation With
Certain Organizations (DA Form 1111). a, A i/i-
tary personnel. Prior to the initiation of a- vequest
for a personnel security investigation predieated
upon need for a security clearance action, or prior
to the granting of a seenrity clearance when inves-
tigation is not required, the command having cus-
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tody of the unit personnel records of the individ-
ual concerned will ascertain whether a DD Form
98 has been accompliched. Whenevefledamination
of the individual’s personnel records .reveals that
a DD Form 98, up-to-date as of the current enlist-
ment or tour of duty, has been acecomplished, and
no action under AR 604-10 is pending or contem-
plated, a request for a clearance action' may be
initiated. Whenever examination of the unit per-
sonnel records reveals that an up-to-date DD Form
98 has not been accomplished, the commander
having custody ‘of the individual’s records will
direct that the form be accomplished and will
take the following action:

(1) .If the DD Form 98 is completed without
qualification, investigative or clearance netion may
be initiated. The DD Form 98 will be filed in the
individual’s Military Personnel Records Jacket,

(2) If the individusal refuses to execute the
form in.its entirety, or makes an entry thereon in-
dicating that information within the criteria out-
lined in chapter 2, AR 604-10 may exist, action will
be taken.in accordance wiih the aforcmentioned
regulation.

b. Civilian personnel. Prior {o the initiation of
a request for a personnel seenrity investigation re-
quired as basis for a clearance action, or prior to
the granting of & security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has lbeen accom-
plished. Whenever the records reveal -that a DA
Yorm 1111 has been completed during the current
period of employment and no action under AR
(901 i3 pending or contemplated, a request for
clearance action may be initiated. Whenever the
records reveal that an up-to-date DA Form 1111
has not been accomplished, the commander - ill di-
rect, that the form be accomplished and will tale
the following action :

(1) If the DA Form 1111 is completed with-
out qualification, investigative or clearance action
may be initiated. The DA Form 1111 will be filed
on the left side of the Civilian Official Persennel
Falder.. i

(2) If the individuat refuscs to execcute the
form in its entirety or makes an entry thereon, in-
dicating that information within the criteria out-
lined in paragraph 13, AR 690-1 may exist, action
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will be taken.in accordance-with -the aforeme~
tioned regulation. .
{3) Failure or refusal to execute and submit

DA Form 1111 is a basic dizqualification for eni-
ployment and clearance will:not be grinted.
4-5. Denial or revocation. of “security. clear-
ances. . Whenever it is proposed to deny or
revoke a security clearancé, the commander con-
cerned will so notify the affected military member
or civilian employee of the Department of the
Army, explain the reasons for the contemplated
action, and offer the individual every reasonable
opportunity to refute or explain the derogatory in-
formation which is the bagis for the contemplated
action. A final decision will be.made only after
consideration of such refutation or explunation.
Notification need not be given'to military person-
nel who have been dropped from the rolls of their
organization for absence without authority or to
individuals who have been convicted of a eriminal
offense by a eivilian comrt, or a court-martial and
incarcerated. Other exceptions to this procedure
may be suthorized in specific cases.by the Under
Secretary of the Army on a showing that release
of the information is probibited by a non-
Department of the Army agency which furnished
it ; would compromise an investigation in progress
or a confidential or family source: ix clenrly con-
trary to the national intervest: or mayv be detyi-
mental to the mental Lealth of the individual
concerned. When snch an exception is requested by
the commander, the detailed pertinent facts and
rationale will be forwarded throngh intelligence
chiannels to the Assistant Chief of Staff for Intel-
ligence, ATTN : ACSI-C'IST, Department of the
Arny, Waghington, DT 20310, Tn easez where
rensons for adverse action arve withheld to avoid
compromise of an investigation in progress, the
individual will be offered the opportunity of ref-
utation or explanation when the probability of
compromise no longer exists and an adverse
secnrity determination is stillconsidered necessary.

0. As soon as the commander concerned mulkes a
final decision to deny or revoke a clearairce, hie wiil
forward a letter report, through channels, fo the
Commanding General, U.S. Army Intelligence
Command, ATTN: ICIRR, Fort Holabird, MD
21219, marked “FFOR OFPICTAL USE ONTY™Y

45
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or classified in accordance. with AR 380-5, The
letter report will be reviewed at the T7.8. Army In-
telligence Command and.if it fails.to meet the
requirements. of this subparagraph, it .will be re-
turned to the command concerned for appropriate
action. The aforementioned report will—

{1) Identify the individual affected, includ-
ing the individual’s date and place of birth.

(2) Either affirm that before the final deci-
sion was made the individual was notified of the
tentative decision to revoke or deny the security
clearance, was furnished an explanation of the
rensons therefor, and was given an opportunity to
refute or explain the derogatory information
which led to the denial or revocation; or affirm
that, in accordance with authority received from
the Under Seerctary of the Army, the individual
was not advised of the reasons for the tentative
dential or revocation.

(3) State the reasons for the denial or revo-
cation, including the conmander’s rationale and
conclusion regarding any explanation or refuta-
tion offered by the individual.

(4) Advise what disciplinary or further ad-
‘ministrative action concerning the-individual has
leen taken or is contemplated.

{5} Request, if the deeision is to revoke the
clearance, that all clearvance certificates contained
in the individual’s USAIRR dossier be voided.

% (6} Ifthe individual wlose clearance is heing
revoked is an officer, warrant officer, civilian or
senior grade enlisted member (¥-T, -8, or E-9),
a statement will be included verifying compliance
with paragraph 4-5d, e, or f, ns appropriate.

Note. The provisions of (2) above and that portion of
{3) above requiring the conmmander’s conchision regard-
ing any explanation of refutation are not applicable to
military personnel dropped from the rolls of their or-
ganization for AWOL or individuals eonvicted and in-
enrcerated for commission of a criminal offense,

¢. When n decision is made to reveke a elear-
ance, the commander concerned will, in addition
to complying with the procedures outlined above,
take the following action:

(1) Military personnel.

(@) Withdraw and destroy the DA Form
873 contained in the individual’s Military Person-
nel Records Jacket.

(1) Linec out the entries on thé DA Form
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66 or DA Form 20, as appropriate. regarding the
clearance,

(¢) Forward ‘an unclassified letter to each
agency .on distribution-for the- DA ‘Form 873 (ex-
cept the USAIRR) advising:of the revocation ac-
tion and. requesting that all clearance certificates
pertaining to the individual be ‘destroyed.

(2) Civilian personnel.

(@) Void all clearance certificates in the in-
dividual’s Official Civilian Personnel Folder, This
will be accomplished by printing or stamping
SREVOKED” on the face of the certificate and
citing the authority therefor,

() Forward an unclassified letter to cach
agency on distribution for the DA Form 873 (ex-
cept the USAIRR) advising.of the revocation ac-
tion and requesting that all clearance certificates
pertaining to the individual be destroyed.

d. When the individual concerned is an officer
or warrant oflicer, an information copy of the let-
ter referred to in ¢(1) (¢} -above will be forwarded
promptly to the Chief of Personnel Operations,
Department of the Army, Washington, DC 20310,
marked for the attention of the appropriafe caveer
branch,

¢. When the individual concerned is a senior
grade enlisted person (-7, E-8, or T-9}, an in-
formation copy of the letter referred to in ¢ (1) (o)
above will be forwarded promptly to the Chief of
Personnel Operations, KPD, Sentor Enlisted Con-
trol Branch, ATTN : EPADS, Department. of the
Army, Washington, IDC 20310,

f. When a sccurity clearance is revoked, the
conmander concerned will insure, whenever pos-
sible, that the individual is debriefed and reqnived
to execute a seeurity termmination statement in ae-
cordance with the provisions of AR 380-5,

4-6. DA Form 2545 (Cryptographic Access Au-
thorization, Briefing Certificates), a. Parts T
and IT of DA Form 2545 will be accomplizshed for
all personnel requiring access to classified crypto-
graphic information by the command authorizing
access (except under conditions stated in para S-
3¢). The completed forms will be filed in the indi-
vidual’s Military Personnel Records Jacket or on
the left side of the Official Civilian Personnel
Folder, as appropriate. The DA Form 2545 will
be retained in the aforementioned files until
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cryptographic access is no longer required within
the command granting access or is removed for
cause under b below,

b. If an individual’s security clearance is re-
voked, the DA Form 2545 in the individual’s file
will be forwarded as an inclosure to the letter re-
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port forwarded to the USAIRR as required by
paragraph 4-de. '

e. If for any reason an individual no longer re-
quires access to classified cryptographic informa-
tion to perform assigned official duties, debriefing
will be accomplished in accordance with AR 380-5.
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The proponent agency of this ragulation is the Office of the Assistant
Chief of $taff for Intelligence. Users are invited to send comments and
suggesled improvements on DA Form 2028 (Recommended Changes to
Publications) o Assistant Chief of Stoff for Intelligence, ATTN: ACSI-CISP,
Department of the Army, Washington, DC 20310.

By Order of the Secretary of the Army:

Ww. C. WESTMORELAND,
General, United States Armny,
Qfficial;

Chief of Staff.
KENNETH G. WICKHAM, :

Major General, United States Army,
The Adjutant General.

Distribution :

Active Ariny, NG, and USAR : To be distributed in accordance with DA Form 12-9 requirements
for AR, Personnel Security Clearance—A (qty rqr block No. 446).
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*AR 604-5
Army RR@ULATION j HEADQUARTERS
¢/ 2, DEPARTMENT OF THE ARMY

No. 6045 WasaincToN, DC, 29 December 1969

- PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE
INFORMATION AND MATERIAL

Effective 1 March 1970

This is a complete rexision of AR 604-5 and changes are made throughout pertaining to the
policy and procedures\governing the granting, denial, and revocation of personnel security
clearances. Local limited supplementation of this regulation is permitted but. is not required.
If supplements are issuedy Army Staff agencies and major Army commands will furnish one
copy of each to the Assistapt Chief of Staff for Intelligence, ATTN: ACSI-CISP; other com-
mands will furnish one copi\to the next higher headquarters.

CrarTER 1. GENERAL Parsgraph  Paga
PUrDOSE e e N e o e e 1-1 1-1

Relation to other regulations\ . . _ . . e meee__. 1-2 1-1
Applicability . N L 1-3 1-1
Explanation oF terma. L N e ememmemeccmmoolo . 1-4 1-1
Poliey o N 1-5 1-2
Clearance authoriby .o oo o N oo e e 1-6 1-3
Reciprocal acceptance of previous inyestigations and elearances ___ .. _________. 1-7 1-4

Granting acecess to elassified information to individuals of another service or agency......_ 1-8 14

Becurity clearance of separated Departient of the Army personnel .o ________ 1-9 1-5

Implementation ot class IT installations And aetivities . .. _______________.___... 1-10 1-5

Combat operations_ ... N e 1-11 1-5
2. INVESTIGATIONS .

Types of investigations required for aeeess . .\ -~ oo s 2-1 2-1

Type of investigation required for access to clagsified defense information ... ..o _____ 2-2 2-1

Access pending clearanee requirements—17.8. eiNzens__ . ___________ 2-3 2-2

Acceptance of investigations conducted by other governinental agencies for clearance

P POSES o e N e mmmmm e 2-4 2-2

Access by aliens and foreign nationals . __ N . neama oL 2-5 2-3
3. CRITERIA

Criteria for application of policy - - oo N el 3-1 3-1

Access to atomie energy information_ Ll N e m e 3-2 3-3

Access to classified eryptographic information - _______ ..\ .. ___ 3-3 - 3-3
4. ADMINISTRATION

Request for investigntion . . . N emmmmmeccoooooo 4-1 4-1

Recording of sceurity elearanees. .. .. N\ oo i . 4-2 4-3

Validation of final security clearanees o il emmnana e 4-3 4-4

Armed Forces Security Questionngire (P Form 98) and Statement of Nonafiiliation

With Certain Organizations (DA Form 1111y .. ________ M. S 44 44
Denial or revocation of seeurity elearances . .. Mool 4-5 4-5
DA Form 2545 {Cryptographic Access Authorization, Bricfing Certificapes) ..o __._ 4-6 41-8

.I"’f‘his regulation supersedes AR 604-5, 28 January' 1966,' including all changes.
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same or lower degree of classified information or
because an individual’s permanent station hag been
changed to a station outside the jurisdiction of the
original clearance. authority. Such -certificates
should be invalidated or reissued only when the
clearance has been revolked in accordance with
paragraph 4-5 or becomes invalid by reason of
upgrading the degree of clearance (e.g., SECRET
to TOP SECRET), discharge, resignation, or
retirement.

g. The minimum investigative requirements
preseribed in this regulation will be adhered to;
however, clearance authorities are authorized to
request counterintelligence investigations at any
time deemed essential in the interest of national
security. o

h. Any person selected for duties in connection
with programs involving the education - and
orientation of military personnel will have been
the subject of a favorable NAC or BI in accord-
ance with the provisions of AR 60420 prior to
‘his assignment.

4. Any person selected to serve with a board,
committes, or other group responsible for ad-
judicating personnel security cases will have been
the subject of a favorable background investiga-
tion prior to his assignment. This requirement ap-
plies to boards which pass upon alleged disloyal,
subversive, or disaflected civilian and military
personnel.

j. Authority for granting, denying, and revok-
ing security clearances pertaining to civilian and
military members of the Department of the Army
who are nssigned or detailed to other services or
agencies is limited to the Department of the Army.

%. Review of a general officer’s U.S. Army In-
vestigative Records Repository (USAIRR) dos-
sler, when required pursuant to this regnlation,
will be conducted at the U.S. Army Intelligence
Command. Requests for such review may be sub’
mitted only by the clearance anthorities specifically
listed in paragraph 1-6. Such requests will be
made in writing to the Commanding General, 7J.5.
Army Intelligence’ Command, ATTN: Chief,
USAPSG, Fort Holabird, MD 21219, and will
contain the general oflicer’s full name, date and
place of birth, and specific reason for dossier Te-
view. This policy does not preclude the review of
i general officer’s USAIRR dossier by a superior
officer. Reguests for this purpose will be addressed

TTAGO 4824
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as above and will be authenticated by the intended
reviewer, Paragraph 5¢(5), AR 381-50.applics.

1-6. Clearance authority. a. The Secretary of the
Army hereby delegates authority to the following
to clear personnel within their specific areas of
jurisdiction for access to classified defense infor-
mation: The Under Secretary, Assistant Secre-
taries, and Special Assistants to the Secretary of
the Army; the Director of Civil Defense; Chief
of Staff of the Army ; Heads of Department of the
Army General and Special Staff agencies; Com-
manding Generals, U.S. Army Air Defense
Command, U.S. Army Combat Developments
Command, U.S. Army Materiel Command, U.8.
Army Security Agency, U.S. Army Sirategic
Communications Command, U.S. Continental
Army Command, CONUS Armies, Military Dis-
trict of Washington, U.S. Army Intelligence Com-
mand, U.S. Army Recruiting Command, Military
Trafic Management and Terminal Service, DA,
U.S. Army Computer Systems Command, major
oversea commands, Army component commanders
of unified and specified commands, and Com-
mandant, National War College. These officials
may redelegate cecurity eclearance authority to
commanders of subordinate field elements in order
to expedite security clearance actions. Such redel-
egation will not normally be made to echelons be-
low that at which the Military Personnel Records
Jacket and Civilian Official Personnel Folders are
maintained, Notwithstunding such delegation, the
persons holding the aforementioned positions con-
tinue to be responsible for all security clearance
actions talken within their respective jurisdiction.

b. Each pérson authorized to grant sccurity
clearances must possess a final TOP SECRET
clearance based on a favorable background
investigation.

e, Clearance certificates on “commanders” to
whom the Secretary of the Army has delegated
anthority to grant clearances in @ above may be
execeuted within their own headquarters provided
the requivements of b above are met. Further, these
commuanders may appoint a staff oflicer to act for
them in the exceution of clearance certificates on
personnel within their respective commands, agen-
cies, or activities and on subordinate commanders
to whom they further delegate authority to grant
clearance. Bach commander is responsible for in-
suring that any staff officer acting for him in this

1-3
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capacity possesses a final TOP SECRET clearance
and is qualified by training and experience to make
valid. security clearance determinations.

d. Each commander will, before authorizing
access to classified defense information, insure that
the individual is familiar with-the provisions of
AR 380-5, and AR 381-12. -

e. Upon granting security cleavances, the com-
mander is responsible for continuing close super-
vision and observation of the -activities and
behavior of personnel who have access to classified
information. Whenever a valid reason exists for
believing that an individual’s conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend access or revoke his secu-
rity clearance and to effect his immediate reassign-

ment to duties not requiring access fo classified .

information. Appropriate actions under. perti-
nent personnel regulations will be undertaken
immediately.

1-7. Reciprocal acceptance of previous investi-
gations and c¢learances. «. Army clearance aun-
thorities are encouraged to accept from other
commands, services, and agencies, on a mutnal and
reciprocal basis the results of previous investiga-
tions and previous cleavances which have been
granted by appropriate authorvity, provided the
previous clearances have been based on investiga-
tive requirements which are in consonance with
current standavds and provided the investigative
files are available for review by clearance authoti-
tics or Department of Army investigative agencies,
Such reciprocation will aveld repetitious filing of
personal history statements, the time and expense
of multiple investigations and multiple clearances,
THowever, thig only applies where a prior investi-
gation by an investigative ageney of the Govern-
ment meets the standards preseribed herein, If the
prior investization does not meet such standards,
gupplemental or additional investigation will be
condneted.

b, Generally, the validiby of a clearance of an
individual granted by another service or agency
will not he questioned. Flowever, clearance authori-
ties have the right- to review investigative and
personnel files pertaining to the individual in ques-
tion. When deemed necessary, additional investi-
sation mny be requested before authorizing the
tndividual’s access to classified defense informa-
“tion, Requests for additional investigation will be

1-4

29 December 1969

precise and deseribe- specifically what additional

. investigation is deemed necessary.

1-8. Granting access to classified information
to individuals of another service or agencey. o
Whenever it becomes necessary for the Department
of the Army to authorize access to classified infor-
mation in its custody to a member of another serv-
ice or agency who has not previously been cleared
or is in need of a higher degree of clearance, the
parent service or agency will be requested to con-
duct the necessary investigation and grant or-deny
the desired clearance. Records of the security clear-
ance or certificate of access authorization granted
by the parent service or agency will be maintained
in accordance with the administrative procedurcs
of that service or agency.

. Should it be determined that it would not
be in the best interests of the national security to
permit the individual to have access to classified
defense information in Army custody, or if the
individual has been denied the required security
clearance, the commander will reassign the indi-
vidual to nonsensitive duties within his organiza-
tion or, 1t appropriate, revoke the detail or
agsignment, and advise the parent service or
agency of the reasons therefor. The responsibility
to initiate security proceedings and to deny or ve-
vole a security clearance rests with the- parent
Service or agency.

e. Whenever Départment of the Army person-
nel or members are assigned or detailed for duty
with another service or agency, it is a Departiment
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing te its attention which relates to the individ-
unl’s continued cligibility for access to classified
defense information. Should the using agency or
service determine that the individual cannot have
access to classified defense information in its
custody after recetpt of such information from the
Department of the Army or its own sources, the
agency will assign the individual to other duties
within its own organization or, it desired, revoke
the detail or assignment and request the Chief of
Persounel Opevations, Department of the Army,
Washington, DC 20310, to furnish reassignment
ovders. If a decision is made to request reassign-
ment instructions, the using service or agency will

- notify the Commanding Generad, U.S. Army In-

telligence Command, ATTN: Chief, USAPSG,

TAGO 482A
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Fort Holabird, MI) 21219 of this action, including
the reasons therefor. Upon receipt of reassignment
orders by the using service or ageney, the Com-
manding General, U.S, Army Intelligence Com-
mand, ATTN : Chief, USAPSG, will be furnished
# copy of such orders, The responsibility to initiate
security proceedings and to deny or revoke a secu-
rity clearance pertaining to Army personncl rests
with the Department of the Avmy.

«. Responsibility for granting security clear-
ances to Ay members who ave assigned or de-
tailed to other services, DOD agencies, and unified
and specified commands follows:

(1) The T.S. Army Intelligence Connnand,
Tort Holabird, Maryvland, is designated the De-
partment of the Army element for granting aud
denying personnel security clearance perfaining
to Army members who are assigned or detatled to
otlier services, the Joint Chiefs of Staff, the Office
of the Seervetary of Defense, and other Department
of Defense agencies. '

(2) Army component commanders of unified
and specified connnands are responsible for grant-
ing, validating, and denying personnel security
clearances pertaining to Army mewbers assipmed
or detailed to their contmnnds,

1.9, Security clearances of separated Depart-
ment of the Army personnel. ¢ Clearances
oranted under this regulation become invalid upon
termination of the individual’s service with the

TAGD 6044
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Avmy by reason of discharge, resignation or
retirement.

b. Retired general officers may participate in
clussified conferences, or a particular activity ov
project, under the supervision and at the request
of one of the offivials designated in paragraph
1-Ge, provided clearances in effect at the time of’
retivement would be adequate for the partienlar
conference, activity, or project. Such clearances re-
main valid for this purpose unless terminated by
the Assistant Chief of Staff for Intelligence, De-
partment of the Army.

1-10. Implementation at class II installations
and activities. The heads of Tlendquarters, De-
pavtment of the Avimy Staff agencies having com-
mand  responsibilities and the commanders of
separate commands direetly subordinate to Head-
quarters, Depavtment of the Army, ave respongible
for the implementation of this regulation at elass
11 installations and activities under their respec-
tive Jurisdictions.

1-11. Combat operations. T'nder combat condi-
tions, or similar military exigencies, authorities
listed in paragraph 1-6¢ may waive such provi-
stons of this regulation as are operationally neces-
sary and warranted by the eivenmstances, In all
such eases, the commander instituting the waiver
will Insure that the investigative or other pre-
requisites waived e complied with us soon as
circnmstanees pernik,
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CHAPTER 2
INVESTIGATIONS

2-1. Types of investigations required for ac-
cess. a. The types of personnel security investiga-
tions normally required as a basis for granting
clearances for access to classified defense informa-
tion are listed below, The definition of each of
these investigations is contained in AR 381-130.

(1) National Agency Check (NAC).

(2) Entrance National Ageney Check
(ENTNACQ).

*{(3) National Agency Check plus written in-
quiries (NACI).

(4) Background Investigation (BI).

b. As indicated in poragraph 2-2, the type of

investigation required in any instance will depend
on the defense classification of the information to
which a clearance for access is required, the mili-
tary or civilian status of the individual concerned,
and citizenship status. '
2-2. Type of investigation required for access
to classified defense information. a. General.
Department of the Army military members and
civilian personnel may be declared eligible for ac-
ces# to classified defense information and granted
a personnel security clearance under the mintmum
requirements set forth below {or each category of
defense information, provided that no derogatory
information based upon the criteria outlined in
paragraph 3-1 is developed which is of sufficient
gravity to justify an overall connnonsense determi-
nation that the clearance of the individual is not
consistent with the interests of national security.
Requirements for the varions classifications of de-
fense information are set forth in & through d
below,

b TOP SECRED.

(1} Final clearance,

(¢) Civillan personnel—T0.8. eitizens,
Baclkground Investigation,
(&) Military personnel—U.8. citizens.

Background Investigation,
w{c) Immigrant alicns (civilian or mili-
tary). Background Investigation.
(2) Imterem clearance,
{a) Civilian personnel—U.S, citizens. Na-
tional Agency Check. Only in case of emergency
will an interim olearance be granted to employees

TAGO G944

occupying, or persons being considered for assigm-
ment to, critical sensitive positions. Approval for
granting such elearances must be given by the Sec-
retary of the Army or his designee and mmust be
made a matter of record, and a National 4 gency
Check with satisfactory results must have been
completed.

() Military personnel—U.S. citizens. Na-
tional A.gency Check or Entrance National A geney
Check,

(¢) Immigrant aliens (civilizn or mili-.
tary). No interim clearance authorized,

e. SECRET
(1Y Final clearance.

{e) Civilian personnel—1U.S, citizens.

1. National Agency Check plus written
inquiries to appropriate local law enforcement
agencies, former employers and supetvisors, and
schools attended, except that the written inquiries
portion of the investigation may be dispensed with
for employees who have been econtinuounsty em-
ployed by the Federal Goevernment for a period of
5 years (with no break greater than 6 months) im-
mediately preceding the date of the current inves-
tigation or current need for clearance.

2. A DPackground Investigation is re-
quired for emplovees oceupying critical sensitive
positions,

(0) Military personnel—U.S. citizens. Na-
tional Agency Check or an Entrance National
Agency Checls

{¢) Immigrant aliens {civilian or mili-
tary). Background Investigation.

(d) Nonappropriated fund employees and
employees of the Army National Guard—17.S,
citizens. National Agency Check.

(2) Interim clearance.

{a) Civilian personnel—U.S. citizens.

1. National Agency Check.

2. In cage of an emergency, interim clear-
ance for access to SECRET may be granted for a
limited period providing a National Agency Check
has been mnitiated and the Seeretary of the Army
or an authority listed in paragraph 1-6 finds that
such action is necessary in the interests of national
sceurity and makes a record of such findings, In

21
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C 1, AR 604-5

every case, this action will be based upon a check
of rccords listed in paragraph 4-1a. _
(b) Military personnel—U.S. citizens, Con::.

16 April 1970

previously granted under less strhlgent stundurds
than those set forth herein will remain in effect;
““howev er, at the time of validation, a new NAC

tinuous honorable active duty as a member of - may be initiated -when- the current - TNTNAC,

the Armed Forces for o minimum of 2 consecutive
years immediately preceding the date of the cur-
rent investigation, plus a_check- of the Military
Personnel Records Jacket, Tocal intelligence files,
provost. marshal files, and’ medical records.

(e} Tromigrant aliens (civilian or mili-
tary). No interim clearance nuthorized.

d. CONFIDENTIAL.
(1Y Final cleavance.

(a} Civilian personnel—17L8, citizens, Na-
tional A\g(,ncy Check plus written inquiries, The
written inquiries povtion of the investigntion may
be dispensed with for employees \\'lm Liave been
continuousty employed Ly the Federal Government
for a period of § years (with no break greater
than 6 months) immediately preceding the date of
the current mvestigation, ]

(b) Military personnel—17.8. citizens. A
check of the Military Personnel Records Jacket,
local intelligence files, provost marshal files, and
medical records.

{¢) Tmmigrant aliens (eivilian or mili-
{ary). Background Investigation.

(2) Tuterim clecrance, ,
(e} Civilinn personnel-—15S. eitizens.
1. Narional Agency Checle,
%, Incase of emergeney, interim elenrance
may be granted for o limited period provided a
National Agency Cleek has been initiated and an
authority listed in paragraph 1-6 finds such action
necessary i the interest of the national security
and makes a record of such finding. In every case
this action will he based upon a check of records
Jisted in 1‘|.11‘:1gh|[!h 4—1((

(b
terim dem.mce is not authmued.

{¢) Tmmigrant aliens {civillan or mili-
tary). National Ageney Check to include a check
of the files of the Central Intelligence Agency plus
mitiation of a full Background Investigation,

¢. Stundards. Anthorities listed in paragraph
1-6a will insure that all new security clearances
isstied subsequent to the date of this regulation are
based on the investigative standards contained
herein,

Fo Provious clearaices, Fioal seeurity clearances

. citizens, In-

l'\ﬂ
i

NAC, ov BI is more than § years old., All requests
for National Agency Checks under this provision,
including reqnests cubmltted by ‘authorized ve-
questers of the Army National Guard and T.S.
Army Reserve; will he processed. When an NAC
has been comp]cted pursuant to.this subparagraplh,
and the previous investigation was a background
or full field 1nvest1gat10n, the results of the NAC
will be recorded in Part ITT, Remarks of the DA
Form 878 {Certificate of Clearzuwe and/or Se-
curity Determination). In those instances where
the previous investigation was an NAC or an
ENTNAC, & new DA Form 873 will-be issued
hased on the new NAC.

2-3. Access pending clearance requirements—
U.S. citizens. «. When immediate access to classi-
fied defense information-is required in-an emer-
“geney in order for the individual  concerned to
carry out-his assigned tasks and, because.of excep-
tional circumstances, the delay caused by awaiting
interim clearance would be harmful to the national
interest, authorities listed in paragraph 1-Ga may
authorize suel access to U8, citizens based on a
favorable check of the individual’s Military Per-
sommel Iecords Jacket or Civilian Official Person-
nel Folder, local intelligence, provost marshal, and
medieal files.

4. Inunediate access to classified defense infor-
mation will be granted only under.emergency con-
ditions where f‘ulure to take such action may
jeopardize the accomiplishment of the mission of
the organization authorizing the access. In each
case of granting emergency immediate access, a
record of the authorization will be made and the
clearance anthority will hiave initiated the action
necessayy for final eleavance,

2—f, Aceeptance of investigations conducted
by other governmental agencies for clearance
purposes. «. Prior investigation. Whenever a
prior investigation by an investigative agency of
the Federnl Govermment teets the criterin sct
forth in paragrapl 2-2 and in AR 38L1-120,
clearunce may be granted upon review of the
prior investigation provided that service with the
Federal Gow:nmcnt has been continuous with no
break longer than 6 consecutive months since

TAGO G4y
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comfpletrion of the prior iuwastigabion and &n in-
quiry of the agency of prior employment discloses
no reason why clearance should not be granted. If
the prior investigation does not meet 'tlhe current
Department of the Army criteria, supplemental or
additional investigation will be conducted.

b. Acceptance of inuvestigations conducted for
civilign employment.

(1) The following investigations may be ac-
cepted for clearance purposes within the Depart-
ment of the Army subject to the conditions
outlined in a above.

(a) National Agency Check including FBI
technical fingerprint search conducted by a U.S,
Government agency pursuant to Executive Order
10450. '

(B) A “Full Field Investigation” con-
ducted pursuant to Executive Order 10450 by a
U.S. Government agency may be accepted, pro-
vided it is determined upon review of the investi-
gatwe report that it meets the standards prescribed
in AR 381-130 for a Background Investigation.

(¢) A National Agency Check with written
mquu ies conducted by the Civil Service Commls—
sion, provided—

1. Review of employee’s Civilian Official
Personnel Folder reveals that his Application for
Federal Employment bears a notation indicating
that the application was processed ~under
“Section 3(a), FExecutive Order 10450"; or

2. Certification is received from the Civil
Service Commission on CSC Form 715 (Report of
Clearly Favorable Results in DoD NACI Case)
that their investigation disclosed no derogatory
information. Upon completion of clearance or
other administrative action, the requesting com-
mand will forward the CSC Formn 715 to the T.S.
Army Investigative Records Repository, Fort
Holabird, MD 21219, for appropriate disposition.

(2} Where a Background Investigation of a
civiblan employee is required under the provisions
of this regulation, the National Agency Check
component of the Background Investigation need
not be duplicated if it is determined that a U.S.
Government agency is conducting or has, within
the past 6 months, completed a National Agency
Check that meets the scope preseribed in appendix
I, AR 581-130, and providing that service with
the Federal Government has been continuous with
no break in service longer than 6 consecutive

TAGO 4824
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months since completion of the National Agency
Check.

2-5. Access by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
a security clearance. (See paragraph 1-5e for
policy coneerning immigrant aliens.) Such person-
nel may be granted limited access authorizations
but only under the conditions and procedures set
forth in @ through ¢ below. A limited access au-
thorization is not to be considered as a security
clearance. (The term “alien” used throughont this
paragraph refers to both aliens and foreign
nationals.)

a. Policy. Appropriate authority as defined in ¢
below may grant an alien a limited aceess author-
ization when it is determined that the employment
of an alien in duties requiring access to certain
classified defense information is necessary in the
interests of national securlty The classified mis-
sion of the command, agency, or installation is
secondary to the interest of national secutity in
establishing authorization. ¥t is' therefore essen-
tial that strict limitations be placed on the type
of positions in which aliens may be utilized and
the type of information which may be disclosed.
The commander granting access must insure that
access is strictly controlled. In no case will a
limited access authorization be granted if the in-
vestigation discloses information which raises a
reasonable doubt concerning the character, integ-
rity, or trustworthiness of the individual or if in-
vestigation reveals possible disaffection for the
United States or the intentional withholding or
concealment of pertinent information pertaining
to the individual’s personal history.

b. Inwestigation. The minimum scope of investi-

gation to be conducted for the purpose of granting
a limited access authorization under the provisions
of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 381-130) as are possible of
achievement, plus a check of the files of the.
Central Intelligence Agency, plus

(2) A polygraph examination to cover that
portion of the individual’s life which cannot be
investigated because of geographical, political or
other considerations, provided the individual con-
sents in writing., Individuals who refuse to bLe
polygraphed will not be granted limited access
authorizations,

2-3
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e. Authorization. Authorization to grant access
as provided in this paragraph has been delegated
as {ollows: _

(1) TOP SECRET—Secretary of the Army.

(2) SECRET—Authorities listed in para-
araph 1-6a.

(3) CONFIDERNTIAL—Authorities
in patagraph 1-6e or their designecs.

listed

d. Iaterim limited acecess authorizotion. There is
no authority for the granting of an interim limited
access authorization.

e. Use and disposition of DA Form 3028-I.
The appropriate authority, as indicated in ¢ above,
upon granting a limited aceess authorization will
execute DA Form 8028-R (Limited Access Au-
thorization) (fig. 2-1)}. Each DA Form 3028-R
will include a statement specifying in detail the
specific type of classified information to which the
individual is authorized access and that such access
1s necessary in the interests of national sceurity. A
job description will be added as an inclosure to
each DA Form 3028-R. This authorization will
remain in effect for 1 year unless sooner: revoked
or rescinded by reason of change of dnties, termi-
nation of employment, or similar circumstances.
If revoked or rescinded, a letter reporting the cir-
cumstances of the revocation or rescission will be
directed to the Director, U.S. Army Investigative
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Técords Tepository (USAIRR), FPort Holakird,
MD 21219, for inclusion in the individual’s dossier.
Renewal requests will, beyprocessed through the
channels provided for original requests. Reinvesti-
gntion will be accomplished every 3.years (mini-
mum) during the period of anthorization but need
not include an additional polygraph examination
uniess sceatrity considerations present in an indi-
vidual case warrant such re-examination (e.g., in-
dividuals with relatives residing in Communist or
Soviet-bloc countries of other areas where the De-
partment of the Army has no investigative capa-
bility), DA Torm 5028-R' will ‘be reproduced
locally on 8- by 10%-inch paper (image size,
7 inches by 914 inches). The form will be prepared
in triplicate and distributed as follows:

(1). The original will be forwarded to the or-
ganization to which the individnal is.assigned for
inclusion in his Military Persennel Records Jacket
or Civilian Official Personnel.:. Folder,. -as
appropriate, '

(2) One signed copy will:be retained by the
issuing authoerity while the -anthorization is in
force.

(#) One signed copy will be forwarded
through intelligence channels to the Director, U.S.
Army Investigative Records Repesitory, Fort
Holabird, MDD 21219 for inclusion in the USAIRR
dossier,

TAGO 4824
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facts, both favorable and unfavorable, the com-

mander authorized to grant clearance will make a
determination whether to permit the clearance to
remain in force or to take action in accordance
with pavagraph 4-5. In addition action will be
initiated in accordance with AR 600-31; AR 604—
10, AR 690-1, AR 381-115, AR 230-15, AR 640-98,
AR 604-11, The Uniform Code of Military Justice,
CPR 81, or other pertinent directives, if appro-
priate. Commanders and supervisors must be ¢on-
tinuously alert in order to promptly ‘detect delin-
quent, irresponsible or irrational conduct on the
part of subordinates cleared for access to classified
information.

¢. In evaluating information of a suitability na-
ture, consideration should be given to the gravity
of the information in derogation. the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be construed as permanent proof of unreliabil-
ity or Iack of character. Any determination involv-
ing such information must be tempered by an
appreciation of all the facts bearing -on the cise.

d. When an NAC or ENTNAC develops unfa-
vorable information, any additional investigation
required to resolve the case will be conducted by
USAINTC. When the NAC was conducted as a
basis for granting a security clearance, the com-
mander concerned must make a security determi-
nation under the provisions of this regulation.
When any counterintelligence investigation con-
ducted for purposes other than clearance develops
devogatory information which does not warrant
unfavorable personnel action, the individual’s DA
Form 66 (Officer Qualification Record) or DA
Torm 20 (Inlisted Qualification Record), as ap-
plicable, will be annotated “Paragraph 3-14, AT
G04-3, applies.”™ (See AR 611-103 or AR 8600-200,
as appropriate.) Fhe fact that this notation was ac-
complished will be noted on the original copy of
the DD Form 1584 (National Agency Check Re-
quest) or DA Tormn 2784 (Request for and Results
of Tersonnel Seccurity Action), as appropriate,
which will be forwarded with the case file to the
USAIRR, Fort Holubied, MD 21219, In the in-
stances of newly commissioned officers being or-
dered to active duty for whom a DA Form 66 has
not yvet been established, the individual’s orders to
ackive duty will reflect the type and date of com-
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pletion of the investigation, agency that condueted
it, and contain the statement “Paragraph 8-1d,
AR 6045 applies.” The commander of the indi-
vidual’s first duty station” will insure that the
information is entered on the DA Form 66 when
prepared. In the event-of a subsequent need for a
security clearance by a member whose records are
so annotated, the commander eoncerned will ob-
tain and review the individual’'s USATRR investi-
eative dossier. Based on all the information avail-
able, both favorable and unfavorable, he will
cither—

(1) Tssuce a-security clearance and grant nc-
cess to clagsified information as required ;

{2) Take action to deny security clearance as
outlined in paragraph 4-5; or

(3} Request additional investigation upon
which to base definitive action undér (1) or (2)
above.

3-2. Access to atomic ehergy information. Ac-
cess to atomic energy information bearing the clas-
sifications TOP SECRET, SECRET, and CON-
FIDENTIAL, including RESTRICTED DATA
as defined in the Atomic Erergy Act-of 1954 (68
Stat. 921, as amended 42 U.S.C. 2011 et seq.)
within the Department of the Army will be gov-
erned by the clearance procedures prescribed for
TOP SECRET, SECRET, and CONFIDEN-
TIAL defense information as'set forth in para-
graph 2-2 of this regnlation, AR 50-5 and AR
320-150.

3-3. Access to classified cryptographic infor-
mation, «. (eneral. Authorities listed in para-
araph 1-Ge, or their designees;are responsible for
determining that an individual has the need-to-
know and meets eligibility requirements prior to
authorizing such individual access to classified
cryvtographic infermation:

b. Determination of eligibility.

{1) U5, citizens must possess a4 security
clearance granted in accordaice with this regula-
tion for access to classified defense information of
the same or higher classification category as that
of the cryptographic information to which access
is required. However, as an additional requirement,
a favorable National Agency Check will have been
completed for those individuals who as members
of the National Guard or Reserve forces require
access to CONTFIDENTIAL cryptographic infor-
mation in connection with short periods of active

o0
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duty or for training purposes while not on-active
duty. .
)(2) Immigrant aliens who have been granted
a final type security clearance based on a back-
ground investigation may ba authorized access to
CONFIDENTIAYL: cryptographic information.
They will not be—

() Authorized access to eryptographic in-
formation classified TOP SECRET or SECRET.

(4) . Appointed as cryptographic custodians
or as cryptographic security officers.

(¢) Given access to safes where crypto-

graphic keying material and related equipment are
stored. :

(d) Authorized access to research and de-
velopment information concerning cryptographic
information. .

(3) All other aliens are ineligible for acecess
to classified information except that representa-
tives of a foreign government with which the
United States has an agreement may be granted
access to classified cryptographic information
which has been relased to that government in ac-
cordance therewith, provided the foreign govern-
ment  certifies that the individual has an
appropriate clearance and is authorized and desig-
nated to receive the information. (See AR 380-10.)

¢, Authorization for access. Following the deter-
mination that the individual has a need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
e above will formally authorize the individual’s
access. The authorization for access will include
an indoctrination concerning the unique nature of
eryptographic information, its unusual sensitivity,
the special security regulations governing its han-
dling and proteetion, and the penalties preseribed

29 .December 1969

for the wiliful or inadvertent-disclosure of such
information. The authorization for access-will be
completed and made a matter of record as pre-
seribed in paragraph 4-6.

d. Termination of access. When it is determined
that an individual no loinger meets clearance re-
quirements, or the need-to-know no‘longer exists,
authorization for access to classified cryptographic
information will be withdrawn. Such withdrawal
will be accompanied by a debriefing which includes
instructions and reminders that the safegnarding
of classified eryptographic information is impor-
tant to the national security, that the individual is
bound by all security regulations pertaining to
cryptographic information, and that he is subject
to penalties prescribed for its willful or inadvert-
ent diselosure. Termination of access will be ac-
complished and made a matter of record as
preseribed in paragraph 4-6,

¢. Limited access. To meet. operational require-
ments, T.S. citizens whose primary duties are not
cryptographic in nature, but who may be required
to have nccess to certain types of cryptographic
material (e.g., operation codes, authentication sys-
tems, call sign ciphers), may be issued such-mate-
rial without formal authorization for access to
cryptomaterial provided— '

(1) They are properly identified;

(2) They have security clearances for access
to the classification category equal to or higher
than that of the material to be released ;

(3) They are thoroughly instructed in the
proper handling and safegnarding of the erypto-
graphic information concerned ; -

(4). The Director, National Security Agency
has designated the cryptomaterial as exempt from
the Tormal authorization requirement.

TAGD 4824
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TFort Holabird, MD 21219,0f this action, to include
the reasons therefor, Upon\receipt of reassignment
orders by the using service or agency, the Com-
manding General, U.S. Agny Intelligence Com-
mand, ATTN : Chief, USARPSG, will be furnished

&. Responsibility for granting security clear-
ances to Army members who ‘are assigned or de-
tailed to other services, DoD ngencies and unified
and specified commands fo]-lowg-\:

(1) The U.S. Army Intelligence Command,
Fort Holabird, Maryland 21219, 'is designated the
Department of the Army element for granting,
validating, and denying personnel security clear-
ance pertaining to Army members who are as-
signed or detailed to other services, the Joint
Chiefs of Staff, the Office of the Secretary of De-
fense and other Department of Defense agencies,

. (2) Army component commanders of unified

. ol

and specified commands are responsible for grant-
ing, validating, and denying personnel sceurity
clearances pertaining to Army membens assigned
or detailed to their commands. \

1-9. Security clearances of separated’ Depart-
ment of the Army personnel. a. Cleara.nces
granted under this regulation become mvahd upon
termination of the 111d1v1dua1’s serviee with the

TAGO 482a
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Army by_ reason of discharge, resignation or
retirement.

b. Retired general officers may participate in
classified conferences, or s particular activity or
project, under the supervision and at the request
of one of the officials designated in paragraph
1-6a, provided clearances in effect at the time of
retirement would be adequate for the particular
conference, activity or project. Such clearances re-
main valid for this purpose unless terminated by
the Assistant Chief of Stafl for Intelligence, De-
partment of the Army.

1-10. Implementation at class II installations
and activities, The heads of Headquarters, De-
partment of the Army Staff agenecies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Department of the Army, are responsible
for the implementation of this regulation at class
II installations and activities under their respec-
tive jurisdictions.

1-11. Combat operations. Under combat condi-
tions, or similar military exigencies, authorities
listed in paragraph 1-6e¢ may waive such provi-
sions of this regnlation ns are operationally neces-
sary and warranted by the circumstances. In all
such cases the commander instituting the waiver
will insure that the investigative or other pre-
requisites waived are complied with as soon as
circumstances permit,

1-5
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Fort Holabird, MDD 21219 of this action, including
the rensons thevefor, Upow receipt of reassigninent
orders by the using service or agency, the Com-
manding General, U.S, Army Intelligence Com-
mand, AT'IN : Chief, USAPSG, will be furnished
a copy of such orders, The responsibibity to initiate
seourity proceedings and to deny or revoke a secu-
rity cleavance pertaining to Army personnel rests
with the Department of the Arvmy.

. Responsibility for granting security clear-
ances to Army members who are assigned or de-
tailed to other services, DOD agencies, and unified
and specified commands follows:

(1) The US. Avmy Intelligence Command,
Fort Holabird, Maryiand, is designated the De-
partment. of the Aviy element for granting and
denying personnel security clearance pertaining
to Army members who are assigned ov detailed to
other services, the Joint Chicefs of Staff, the Office
of the Sccretary of Defense, and other Deprrtnrent
of Defense agencies,

(2} Army component commanders ol unified
and specified commmands are responsible for grant.
g, valideting, and denying personnel seceurity
clearnnees perinining to Arimy menbers assigned
or detailed to their commands.

1-9. Security clearances of separated Depart-
ment of the Army personnel. a. Clearances
grantecd under this regulation become invalild upon
termination of the individuat's serviee with the

TAGO GO4A
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Army by reason of digcharge, resignation or
retivement, _

b. Retired geneval officers may participate in
clussified conferences, or a.particular-activity or
project, under the supervision and at the request
of one of the offivials designated in pavagraph
1-Ga, provided clearances in effect at the time of
retivement wounld be adequate for the partieular
eonference, activity, or project. Such elearances ve-
main valid for this purpese unless terminated by
the Assistant Chief of Staff for Intelligence, Te-
partment of the Army.,

1-10. Implementation at class II installations
and activities. The heads of TMeadquarters, Do-
partment of the Avmy Statl ngencies having eom-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Departinent of the Army, arve vesponsihle
for the implementation of this regulation at elass,
IT installations and activities under theiy respea-
tive jnrisdictions.

1-11. Combat operations. Under combat condi-
tiong, or similar military exigencies, anthorities
tisted in paragraph I-6a may walve such provi-
sions of this regulation as are operationally neces-
sary and warranted by the cireumstances. In all
such eases, the commander instituting the waiver
will insure that the investigative or ather pre-
requisites waived are complied with as soon ns
cireumstances permit,
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CHAPTER 2
INVESTIGATIONS

2-1, Types of investigations required for ac-
cess. a. 'The types of personnel security investiga-
tions normally required as a basis for granting
clearances for access to classified defense informa-
tion are listed below. The definition of each of
these investigations is contained in AR 381-130.

(1) National Agency Check (NAC)

(2) Entrance National Agency Check
(ENTNACQC)

(3) National Agency Check plus written in-
quiries (NACI)

{4) Background Investigation (BI)

b. As indicated in paragraph 2-2, the type of

investigation required in any instance will depend
on the defense classification of the information to
which & clearance for access is required, the mili-
tary or civilian status of the individaal conecerned,
and ecitizenship status.
2-2. Type of investigation required for access
to elassified defense information. a. Generdl.
Department of the Army military members and
civilian personnel may be declared eligible for ac-
cess to classified defense information and granted
a personnel security clearance under the minimum
requirements set forth below for each category of
defense information, provided that no derogatory
information based upon the eriteria outlined in
paragraph 3-1 is developed which is of sufficient
gravity to justify an overall commonsense determi-
nation that the clearance of the individual is not
consistent with the interests of national security.
Requirements for the various classifications of de-
fense information are set forth in & through &
below.

b. TOP SECRET.

(1) Final clearance.

(a) Civilian  persounel—U.S.  citizens.
Background Investigation.
(b) Military  personnel—VU.8. citizens.

Background Investigation.
(2) Interim clearance.

(a) Civilian personnel—IJ.8. citizens. Na-
tional Ageney Check. Only in case of emergency
will an interim clearance be granted to employees
occupying, or persons being considered for assign-

TAGO 1824

ment to, critical sensitive positions. Approval for
granting such clearances must be given by the Sec-
retary of the Army or his designee and must be
made a matter of record, and a National Agency
Check with satisfactory results must have been
completed.

(b) Military personnel-—U.S. citizens. Na-
tional Agency Check or Entrance National Agency
Check.

(¢) Immigrant aliens (civilian or mili-
tary). No interim clearance authorized.

¢. SECRET.
(1) Final clearance.

(¢} Civilian personnel—1J.8. citizens.

1. National Agency Check plus written
inquiries to appropriate local law enforcement
agencies, former employers and supervisors, and
schools attended, except that the written inquiries
portion of the investigation may be dispensed with
for employees who have been continuously em-
ployed by the Federal Government for a period of
5 years (with no break greater than 6 months) im-
mediately preceding the date of the current inves-
tigation or current need for clearance.

2. A Background Investigation is re-
quired for cmmployees occupying critical sensitive
positions. _

(6) Military personnel—U.S. citizens. Na-
tional Agency Check or an Entrance National
Agency Check.’

(¢) Immigrant aliens (eivilian or mili-
tary). Background Investigation,

(d) Nonappropriated fund employees and
cmployees of the Army National Guard—U.S.
citizens. National Agency Check.

(2) Interim clearance.

{e) Civilian personnel—U.S. citizens.

1. National Ageney Check.

2. In case of an emergency, interim clear-
ance for access fo SECRET may be granted for a
limited period providing a National Agency Check
has been initiated and the Secretary of the Army
or an authority listed in paragraph 1-6 finds that
such action is necessary in the interests of national
security and makes a record of such findings. In

2-1
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every case, this action will be based upon & check
.of records listed in paragraph 4-1a.

(3) Military personnel—U.S, citizens,
Continuous honorable active duty as a member of
the Armed Forces for a minimum of 2 consecutive
years immediately preceding the date of the cur-
rent investigation, plus o check of the Military
Personnel Records Jacket, local intelligence files,
provost marshal files, and medical records.

(¢) Immigrant aliens {ecivilian or mili-
tary). No interim clearance authorized.

d. CONFIDENTIAL.

(1) Final clearance.

(a) Civilian personnel—U.S. citizens. Na-
tional Agency Check plus written inquiries. The
written inquiries portion of the investigation may
be dispensed with for employees who have been
continuously employed by the Federal Government
for a period of § years (with no break greater
than 6 months) immediately preceding the date of
the current investigation.

(3) Military personnel—U.S. citizens. A
check of the Military Personnel Records Jacket,
local intelligence files, provost marshal files, and
medical records,

{¢)} Immigrant aliens (civiltan or mili-
tary}. Background Investigation,

(2) Interim clearance.

() Civilian personnel—17.8. citizens,

1. National Agency Checl:

2. In case of emergency, interim clear-
ance may be granted for a limited period provided
a National Agency Check has Leen initiated and
an authority listed in paragrapl 1-¢ finds such
action necessary in the interest of the national se-
curity and malkes a record of such finding. In every
case this action will be hased upon a check of ree-
ords listed in paragraph d-1e.

(2} Military personnel—1U7.S, citizens. In-
terim elearanece is not authorized.

{¢) DImmigrant aliens (eivilian or mili-
tary). National Ageney Check to include a checlk
of the files of the Central Intelligence Agency phus
initiation of a full Background Investigation.

e. Standards. Authorities listed in paragraph
1-6z will insure that all new security clearances
issued subsequent to the date of this regulation are
based on the investigative standards contained
herein.

f. Previous cleargnces, Final security clearances

22
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previously granted under less stringent standards
than those set forth herein will remain in effect;
however, at the time of validation, a new NAC may
be inithated when the current ENTNAC, NAC, or
BI is more than § years old. All requests for Na-
tional Agency Checks under this provision, to
include requests submitted by anthorized re-
questers of the Army National Guard and U.S.
Army Reserve, will be processed, When an NAC
has been completed pursuant to this subparagraph,
and the previous investigation was a background
or full field investigation, the results of the NAC
will be recorded in Part ITI, Remarks of the DA
Form 873 (Certificate of Clearance and/or Se-
curity Determination). In those instances where
the previous investigatlon was an NAC or an
LENTNAC, a new DA Form 873 will e issued
based on the new NAC.

2-3. Access pending clearance requirements—
U.S. citizens. «. When immediafe access to classi-
fied defense information is required in ‘an emer-
gency in order for the individual concerned to
carry out his assigned tasks and, because of excep-
tional circumstances, the delay cansed by awaiting
interim clearance would he harmful to the national
interest, authorities listed in paragraph 1-6« may
authorize such access to U.S. eitizens, based on a
favorable check of the individual’s Military Per-
sonnel Records Jacket or Civilian Official Person-
nel Folder, local intelligence, provost marshal, and
medical files.

b, Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where falluge to take such action may
jeopardize the accomplishment of the mission of
the organization authorizing the access. In each
case of granting emergency .fmmediate access, a
record of the authorization will be made and the
clearance authorvity will have initiated the action
necessary for final clearance.

2-4. Acceptance of investigations conducted by
other governmenial agencies for clearance pur-
poses. a. Prior investigution. Whenever a prior
investigation by an investigative agency of the
Federal Government mecets the criteria set forth in
paragraph 2-2 of this regulation and AT 381-
130, clearance may be granted upon review of the
prior investigation provided that service with the
TFederal Government has been continuous with no
break longer than 6 consecutive months since

TAGO 452A
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CHAPTER 3
CRITERIA

3-1: Criteria for-application of policy.-a. The
ultimate determination of whether the granting

of a clearance is clearly consistent with the inter-

ests of national security must be an overall com-
monsense determination based upon -all available
information, both favorable and unfavorable: The
granting, denial, or revocation of a security clear-

ance-may be a matter of far-reaching consequences -

to the Department of the Army. as well as to the
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avoided. The activi-
ties and associations listed below, whether current
or past, may, depending upon the degree of seri-
ousness, be the basis for denial or access to classi-
fied defense information, or revoecation of
clearance.

. (1) Commission of any act of sabotage, espio-
nage, treason, or sedition, or utfempts thereat or
prepa.ra.tlon therefor; or conspiring with or aid-
ing or abet,tmfr another to commit or attempt to
commit any act of sabotage, espionage, treason, or
sedition,

(2) Establishing or continuing a sympathetic
association with a saboteur, spy, traitor, sedition-
ist, anarchist, or revolutionist, or with an espio-
nage or other secret agent or representative of a
foreign nation, or any representative of a foreign
nation whose inlerests are inimical to the interests
of the United States, or with any person who ad-
vocates the use of force or violence to overthrow
the Government of the United States or the altera-
tion of the form of Government of the United
States by unconstitutional means.

(3) Advocuey of use of force or vielence to
overthrow the Government of the United States
or of alteration of the form of Government of the
United States by unconstitutional means,

{4) Membership in, or aflilintton or sympa-
thetic associntion with, any foreign organization,
association, movement, group or combination of
persons which is totalitarian, Fascist, Communist,
or subversive, or which has adopted, or shows, a
policy of advoecating or approving the commission
of acts of Torce or violence to deny other persons
their vighls under the Constitution of the United

TAGO 482A

States, or which seéks to alter the form of Govern-
ment of the United States by unconstitutional
means. (An organization, movement, or group, of-
ficially designated by the Attorney General of the
United States to be totalitarian, Fascist, Com-
munist, or subversive, to advocate or approve forci-
ble or violent denial of constitutional rights or to
seek alteration of the form of Government of the
United States by unconstitutional means, shall be
presumed to be of a character thus designated
until the contrary be established. )

(5) Performing or attempting to perform lis
duties, or otherwise; acting, so as to serve the in-
terests of another government in preference to the
interests of the United States.

(6) Failure or refusal to sign DD Form 98
(Armed Forces Security Qumrlonnmm) or DA
Form 1111 (Statement of Non-Affiliation’ With
Certain Organizations) as applicable, pleading
protection of the Fifth Amendment to the Con-
stitution of the United States or of Article 21,
Uniform Code of Mﬂ‘f‘uy Justice. 1 ir refusing to
completely answer questions cqnta.med in DD
Form 9§, DD TForm 298, or DA Form 1111, or
otherwise failing or refusing to answer any perti-
nent question propounded in the course of an of-
ficial investigation, interrogation, or examination,
conduected for the purpose of ascertaining the exist-
ence or extent,.or both, of conduct of the natnre
deseribed in (1) through (5) above, and (7)
through (13) below.

{7) Participation in the activities of an orgn.
nization established as a front for an organization
referred to in (4) above when his personal views
are sympathetic to the subversive purposes of such
organizations.

(8) Participation in tlte activities of an orga-
nization with knowledge that it had been infil-
trated by members of subversive groups under
circumstances indicating that the individual was
a part of, or sympathetic to, the infiltrating cle-
ment or sympathetic to its purposes.

(9) Participation in the activities of an orga-
nization referred to in (4) above, in a capacity
where he should reasonably have had knowledge

5-1
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of the subversive alms or purposes of  the
organization.

{(10) Sympathetic association with a member
or members of an organization referred to.in (4)
above or sympathetic interests in totalitar-
ian, Facist, Communists, or slmllar subversive
movements. ' :

(11) Currently maintaining a close continu-
ing assocjation with a person who has engaged in
act1v1tles or associations of the type reéférred to in

(1) through '(9) above. A close continuing asso- -
ciation may be considered to exist if the individual'

lives w1th frequently visits, or flequentlv com-
municates Wlth such person.

(12) Close continuing association of the type
deseribed in (11) above, even though later sepa-
rated by distance, if the circumstances indicate
that renewal of the association is probable.

(18) Any facts other than as set forth in (14)
through (19) below, which furnish veason to be-
lleve that’ the individual may be’ subject to coer-

cion, influence, or pressure which may cause him

to act contrary to the best interests of national
security, Among matters which should be consid-
ered in this category would be the presence of a
spouse, parent, brother, sister, or offspring in a
nation, a satellite theleof or an occupied area
thereof, whose interests are inimical to the inter-
ests of the United States.

(14) Willful violation or disregard of secu-
rity regulations.

(15) Intentional unauthorized disclosure to
any person of classified information, or of other
information disclosure of which is prohibited by
any law,

(16) Any deliberate misrepresentation, falsi-
fication, or omission of material fact,

(17) Any criminal, infamous, dishonest, im-
moral, or notoriousty disgraceful conduct, habitual
use of intoxicants to excess, drug addiction, or
sexual perversion.

(18) Acts of a reckless, irvesponsibie, or wan-
ton nature which indicate such poor judgment and

instability as to snggest that the individual might

disclose security information to unauthorized per-
sons or otherwise assist such persons, whether
deliberately or inadvertently, in activities inimical
to the security of the United States.

(19) All other behavior, activities, or asso-

3-2
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ciations which tend to show that the person is not
reliable or trustworthy.

(20) Any illness, including any mental con-
dition, of a nature which in the opinion of com-
petent medical authority may cause significant
defect in the judgment or reliability of the indi-
vidual, with due .regard to the transient or con-
tinning effect of the illness and the medical
findings in such case.

{21) Any excessive indebtedness, recurring
finaneial difficulties, unexplained affluence or ‘re-
petitive absences without leave which furnish
reason to believe that the individual may act con-
trary to the best interests of national security,

‘99) Refusal to take the Qath of Allegiance
or Oath of Service and Obedience.

{23) Repeated acts of carelessness leading to
inadvertent Joss or compromise ‘of classified
material. -

b. Commanders and supervisors at all echelons
including company, separate detachment, or equiv-
alent level will take immediate action to suspend
an individual’s access to classified information
whenever credible derogatory information within
the scope of a ahove is received. This immediate
action will include notification of the clearance
authority by the most expeditious means avail-
able, The clearance authority will determine
whether suspension of access is reasonable and war-
ranted. Concurrent with suspension action, an in-
quiry or imvestigation will be initiated or re-
quested in order to permit expeditious vestoration
of access or to provide a sound bikis for revocation
of the individnal’s.security clearance. If any case
is not ﬁn'llly resolved within 3 months of the date
access is suspended, a report of that fact will be
submitted to the Office of the Assistant Chief of
Staff for Intelligence, AT'TN : CISP, Department
of the Arimy. This report will contain the name of
the individual involved ; grade and Social Security
Account Number (SSAN) or, in the case of ¢ivil-
ian employees, grade, position title, and SSAN; &
brief. statement of the basis for suspension of ac-
cess; date of suspension; reasons for nonresolu-
tion; and estimated date sufficient information for
final resolution will be available. Int those instances
where the aforementioned report is submitted, a
terminal report will be rendered when the case has
been resolved, Upon completion of the appropriaie
inquiry or investigation and review of all pertinent
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Distriet of Columbia, and the Commonwealth of
Puerto Rico.

() Individuals whose duties require access
to nuclear weapons or critical RESTRICTED
DATA.

(2) Under no circumstances will copies of re-
ports of investigation or specific details thereof be
furnished Adjutants General of the states, the
District of Columbia, or the Commonwealth of
Puerto Rico. If an adverse determination is made
by the major commander, the case file, together
with the major commander’s determination will
be forwarded to the Chief, National Guard Bu-
rean, for his determination for appointment or
retention in the National Guard.

(3) National Guard personnel serving in Air
Defense Task organizations in CONUS who re-
quire immediate access pending fulfillment of
clearance requirements will be granted such access
by the Commanding General, U.S. Army Air De-
fense Command (ARADCOM). Prior to granting
immediate access, ARADCOM will insure that the
appropriate investigative action has been re-
quested. In addition, ARADCOM will advise the
CONTUS Army having security clearance responsi-
bility of each access authorization granted. In the
event the CONUS Army concerned receives infor-
mation sufficiently derogatory to constitute a basis
for denial of a security clearance, Commanding
General, ARADCOM will be informed
immediately.

g. Iteports of investigation to the Civll Service
Commission. Reler to AR 604-305 and AT 690-1
for specific guidance pertaining to mandatory re-
porting procedures by Control Offices and employ-
ing installations/activities,

h. Foroarding results, Il reguesting command
will indicate the estimated reporting date on in-.
vestigative requests when the requests are for-
warded to a gaining command for action. If, upon
receipt of such results, the gaining comnmand can-
not locate the subject of an investigation within 14
days of his estimated reporting date, the Investiga-
tive vesults will be returned to the original re-
quester. The original requestor will locate the
individnal concerned and forward the investiga-
tive results to the correct address. The investiga-
tive results will not be forwarded to the USAIRR
for action,

TAGO 4824
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4-2, Recording of security clearances. gz, .In-
terim and final security clearances granted under
the provisions of this regulation will bé made a
matter of record on DA Form 873 except that
CONFIDENTIAL clearances granted military
personnel need only be recorded on DA Form 66 or
DA Form 20, as appropriate, in accordance with
¢ below. All copies of DA Form 873 will be signed
by authority of the commander authorized to grant
clearance. When a valid DA Form 873 is already
filed in the Military Personnel Records Jacket or
Oflicial Civilian Personnel Folder, clearance au-
thorities may continue to permit access to classified
information, if required, subject to the provisions
of paragraph 4-3. The distribution of certificates
of clearance will be as follows:

(1) Interim clearance certificates.

(@) Military personnel. One copy will be
filed in the Military Personnel Records Jacket un-
til removed for cause or replaced by a certificate
of final clearance, If interim certificate is removed
for cause, paragraph 4-5 applies.

() Civilian personnel. One copy will be filed
on the right side of the Official Civilian Personnel
Tolder until replaced by a certificate of final clear-
ance. If interim certificate is removed for cause,
paragraph 45 applies.

(2) Findal clearance certificates.

(a) For military personnel the original will
be placed in the military history section of the in-
dividual’'s Military Personnel Records Jacket.
Only current. certificates of security clearance will
Le retained in the jacket. Préviously issued cer-
tificates will be removed and destroyed. Upon dis-
charge or relief from active duty, the last
cevtificate issued will be retained in the Military
T'ersennel  Records Jacket "as a  permanent
document.

(0) For civilian personnel the original
will he filed on the right side of the Official Civil-
Ian Personnel Ifolder.

{¢} In the case of officers and warrant of-
ficers an active duty, one copy will be forwarded to
The Adjutant General, Department of the Army,
ATTN: Personnel Records Division, Washing-
ton, DC 20314 for inclusion in the officer’s Official
Military Personnel Folder. Only the last certifi-
cateissued will bo retained in this file.

() In the case of enlisted personnel on
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active duty, one copy will be forwarded to. the
‘Commanding Officer, United States Army Per-
sonnel Services Support Center, Fort Benjamin
Harrison, IN 46249 for inclusion in the member’s
Official Military Personnel Folder. Only the last
certificate issued will be retained in this file.

{e) One copy will be forwarded to the Di-
rector, U.S. Army Investigative Records Reposi-
tory, Fort Holabird, MD 21219 for inclusion in the
individual’s USATRR dossier. However, clear-
ances granted solely on the basis of a favorable
ENTNAC, NAC, or NACI will not be forwarded
since dossiers are not maintained in such cases.
{(The record, in the form of an index history card
of the favorable ENTNAC, NAC, or NACT is
maintained by the Defense Central Index of In-
vestigations (DCII).)

“ (f) In the case of civilian empolyees who
are also members of the Army National Guard or
U.S. Army Reserve, additional distribution bear-
ing a notation thereon of the military status of
the individual will be made as follows:

1. One copy to the adjutant general of the
appropriate State, District of Columbia, or the
Commonwealth of Puerto Rico in the case of Na-
tional Guard personnel.

2. One copy to the Reserve unit concerned
in the case of unit personnel, or to the USAR Con-
trol Group to which the individual is agsigned in
the case of non-unit personnel who are members of
the U.S. Army Reserve,

(3) Additional distribution. When necessary,
additional distribution to other agencies within
the Department of Defense and the Army Na-
tional Guard is authorized, provided a record of
distribution is maintained on all copies of the
certificate of clearance. '

b. Execution, maintenance and filing of clear-
ance certificates except as provided above is
prohibited.

¢. For military personnel, entrics reflecting in-
vestigation conducted and scenrity clearance
granted will be made on DA Torm 66 or DA Form
20 in accordance with AR 611-108 or AR 600-200,
ag appropriate. Such entries do not constitute a
basis for issuing DA Forms 8§73.

4-3. Validation of final security clearances. a.
Clearance anthorities specified in paragraph 1~6a
and their delegated representatives who propose to

-1
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" continue access to classified information on the

part of newly assigned military and civilian per-
sonnel on the basis of previously granted final
TOP SECRET and SECRET clearances will take
the following action :
(1) TOP SECRET.
{a) Check local files specified in paragraph
4-1¢ and, within 60 days of the arrival of the newly

‘assigned member, conduct a USAIRR file check

to determine that the type, date, investigating
agency, dossier number and results of previous in-
vestigation (s) are correctly indicated on the indi-
vidual’s DA ¥orm 873.

(b) Validate the clearance by completing
Part V of the DA Form 873. Enter the date USA
IRR verification check was accomplished in Part
ITI, Remarks.

(2) SECRET.

(@) Check local files specified in paragraph
4-1a. (If this check reveals that the individual has
heen processed under the provisions of AR 604-10
or paragraph 3-1d, this regulation, the USATRR
file will be reviewed prior to validation.)

(b) Within 60 days, validate clearance by
completing Part V of the DA Form 873 and enter
the date USAIRR verification was completed in
Part ITI, Remarks, if verification was accom-
plished.

b. The requirements in ¢ (1) and (2) aboye are
mandatory only if the gaining ecommand proposes
to allow access on the basis of a previously granted
clearance. No validation action is required in those
instances where the individual isto be assigned to
duties which do ngt require access to classified
information.

¢. Security clearances issued or validated by
clearance authoritics listed in paragraph 1-6, or
their delegated representatives, need not be vali-
dated or revalidated due solely to transfer of an
individual between units, activities or stations
within the jurisdiction of any one of the clearance
authorities specifically designated in paragraph
1-6,

4-4. Armed Forces Security Questionnaire (DD
Form 98) and Statement of Nonaffiliation With
Certain Organizations (DA Form 1111). a. M%;-
tary personmel. Prior to the initiation of a request
for a personnel sccurity investigation predicated
upon need for a security clearance action, or prior
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to the-granting of a security clearance when in-
vestigation is not required, the command. having
custody of the unit personnel records of the indi-
vidual concerned will ascertain whether a DD
Form 98 hias been accomplished. When ever exami-
nation of the  individual’s personnel records re-
veals that a DD Form 98, up-to-date as of the
current enlistment or tour of duty, has been accon-
plished, and no action under AR 604-10 is pending
or contemplated, a request for a clearance action
may-be initiated. Whenever examination of the
unit personnel records reveals that an up-to-date

DD Form 98 has not been accomplished, the com-

mander having custody of the individual’s records
will direct that the form be nccomplished and will
“take the following action:

(1) Ifthe DD Form 98 is completed without
qualification, investigative or clearance action may
be initiated, The DD Form 98 will be filed in the
individual’s Military Personnel Records Jacket.

(2) If the individual refuses to execute the
form in its entirety, or makes an entry thereon in-
dicating that information within the criteria out-
lined in chapter 2 AR 604-10 may exist, action
will be taken in accordance with the aforemen-
tioned regulation.

b. Civilian personnel. Prior to the initiation of
a roquest for a personnel security investigation re-
quired as basis for a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the current
period of employment and no action under AR
G90-1 is pending or contemplated, a request for
clearance action may be initinted. Whenever the
records reveal that an up-to-date DA Form 1111
hasg not been accomplished, the commander will di-
rect that the ferm be accomplished and will take
the following action :

(1) If the DA Form 1111 is completed with-
out qualification, investigative or clearance action
may be initiated. The DA Formn 1111 will be filed
on the left side of the Civilian Official Personnel
Folder.

(2) If the individual refuses to exceute the

form in its entirety or makes an entry thereon, in-

dicating that information within the criteria out-

TATEE 482A
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lined in paragraph 13, AR 690-1 may exist, action
will be taken in aceordance with the- aforemen-
tioned regulation.

(3) Failure or refusal to execute and subit
DA Torm 1111 is a basic disqualification for cmn-
ployment and clearance will not be granted.

4-5. Denial or revocation of security clear-
ances, #. Whenever it is proposed to deny or
revoke a security clearance, the commander con-
cerned will so notify the affected military member
or civilian employee of the Department of the
Army, explain the reasons for the contemplated
action, and offer the individual cvery reasonable

“opportunity to refute or explain the derogatory in-

formation which is the basis for the contemplated
action. A final decision will be made only after
consideration of such refutation or explanation.
Notification need not be given to military person-
nel who have been dropped from the rolls of their
organization for absence without authority or to
individuals who have been convicted of a criminal
offense by a civilian court or & conrt-martial and
incarcerated. Other exceptions to this procedure
may be authorized in specific cases by the Under
Seerctary of the Army on a showing that release
of the information is—prohibited by a non-
Department of the Arviny agency which furnished
it; would compromise an investigation in propress
or a confidential or family source; is clearly con-
trary to the national interest; or may be detri-
mental fo the méntal health of the individual
concerned. When such an exception is reguested by
the conmnander, tho detailed pertinent facts and
rationale will be forwarded through intelligence
channels to the Assistant Chief of Staff for Intel-
ligence, ATTN: ACSI-CISP, Department of the
Army, Washington, DC 20310, In cases where
reasons for adverse action are withheld to avoid
compromise 6f an investigation in progress, the
individual will be offered the opportunity of ref-
utation or explanation when the probability of
comproniise no longer exists and an adverse
security determination is still considered hecessa,ry.'

0. As soon as the commander concernced makes a
final decigion to deny or revoke a clearance, he will
forward a letéer veport, through channels, to the
Commanding General, TU.8. Army Intelligence
Command, ATTN: TCIRR, Fort Holabird, MD
21219, marked “FOR OFFICIAT, USE ONLY?”

4-5


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


‘AR ,604-5

or classified in accordance with AR 380-5. The
Jletter report will be reviewed at the U.S. Army In-
telligence Command and if it fails to meet the
requirements of this subparagraph, it will be re-
turned to the command concerned for appropriate
action. The aforementioned report will—

(1) Identify the individual affected, includ-
. ing the individual’s date and place of birth;

(2) Either affirm that before the final deci-
sion was made, the individual was notified of the
tentative decision to revoke or deny the securiby
clearance, was furnished an explanation of the
reasons therefor, and was given gn opportunity to
refute or explain the derogatory information
which led to the denial or revocation; or affirm
that in accordance with authority received from
the Under Sccretary of the Army the individual
was not advised of the reasons for the tentative
denial or revocation;

(8) State the reasons for the denial or revo-
cation, including the commander’s rationale and
conclusion regarding any explanation or refuta-
tion offered by the individual ;

(4) Advise what disciplinary or further ad-
ministrative action concerning the individual has
béen taken or is contemplated;

(5) Request, if the decision is to revoke the
clearance, that all clearance certificates contained
in the individual’s USAIRR dossier be voided.

(6) If the individual whose clearance is being
revoked is an officer, warrant officer, civilian or
senior grade enlisted member (E-7, -8, or E-9),
a statement will be included verifying complianee
with paragraph 24 4, e, or f, as appropriate,

Note. The provisions of (2) above and that portion
of (3) above reqguiring the commander’s conelngion
regarding any cexplanation or refutation are not appli-
calle to military personnel dropped from the rolls of their

organization for AWOIs or individuals convicted and in-
carcerated for commission of a eriminal offense.

¢. When a decision is made to revoke a clear-
ance, the commander concerned will, in addition
to complying with the procedures outlined above,
take the following action :
(1) Military personnel.
(@) Withdraw and destroy the DA Form
873 contained in the individual’s Military Person-
nel Records Jacket.

-6
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, (1) Line out the entries on the DA Form
66 or DA Form 20, as appropriate, regarding the
clearance. .

(¢) Forward an unclasmﬁed letter to each
agency on distribution for the DA Form 873 (ex-
cept the USATRR). advising of the revocation ac-
tion and requesting that all clearance certificates

- pertaining to the individual be destroyed.

(2} Civilian personnel.

(@) Void all clearance certificates in the in-
dividual’s Official Civilian Personnel Folder. This
will be accomplished by printing or stamping
“REVOKED?” on the face of the certificate and
citing the authority therefor.

(b) Forward an unclassified letter to each
agency on distribution for the DA Form 873 (ex-
cept the USATRR) advising of the revocation ac-
tion and requesting that all clearance certificates
pertaining to the individual be destroyed.

d. When the individual concerned is an officer
or warrant officer, an information copy of the letter
referred to in ¢(1)(¢) above will be forwarded
promptly to the Chief of ‘Personnel Operations,
Department of the Army, Washington, DC 20310,
marked for the atfention of the appropriate career
branch.

e. When the individual concerned is a senior
grado enlisted person (E-7, E-8, or E-9), an in-
formation copy of the letter referred to in ¢(1) (¢)
above will be forwarded promptly to the Chief of
Personnel Operations, EPD, Senior Enlisted Con-
trol Branch, ATTN : EPADS, Department of the
Army, Washington, DC 20310,

f. When s security clearance is revoked, the
commander concerned will insuve, whenever pos-
sible, that the individual is debriefed and required
to exccute & security termination statement in ac-
cordance with the provisions of AR 380-5.

4-6. DA Form 2545 (Cryptographic Access Au-
therization, Briefing Certificates). a. Parts I
and XTI of DA Form 2545 will be accomplished for
all personnel requiring access to classified erypto-
graphic information by the command authorizing
access (except under conditions stated in para-
graph 3-3¢). The completed forms will be filed
in the individual's Military Personnel Records
Jacket or on the Jeft side of the QOfficial Civilian
Personnel Folder, as appropriate. The DA Form
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9545 will be retained in the aforementioned files
until cryptographic access is no longer required
within the command granting access or is removed
for cause under b below.

b. If 'an individuals securtty clearance is re-
voked, the DA Form 2545 in the individual’s file
will be forwarded as an inclosure to the letter re-

TAGO 462A

AR 604-5-

port forwarded to the USAIRR as required by
paragraph 45,

e. If for any reason an deIdual no longer
requires access to classified eryptographic infor-
mation to perform assigned official duties, debrief-
ing will be accomplished in accordance with AR
380-5.

4-7


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


T


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


PENTAGON LIBRARY

L

0001070232


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


	CHANGE No. 2
	CHANGE No. 1
	CHAPTER 1. GENERAL
	Purpose.
	Relation to other regulations.
	Applicability.
	Explanation of terms.
	Policy.
	Clearance authority.
	Reciprocal acceptance of previous investigations and clearances.
	Granting access to classified information to individuals of another service or agency.
	Security clearances of separated Department of the Army personnel.
	Implementation at class II installations and activities.
	Combat operations.

	CHAPTER 2. INVESTIGATIONS
	Types of investigations required for access.
	Type of investigation required for access to classified defense information.
	Access pending clearance requirements— US citizens.
	Acceptance of prior investigations conducted by Federal governmental agencies for clearance purposes.
	Figure 2-1
	Access by aliens and foreign nationals.

	CHAPTER 3. CRITERIA
	Criteria for application of policy.
	Access to atomic energy information.
	Access to classified cryptographic information.

	CHAPTER 4. ADMINISTRATION
	Request for investigation.
	Recording of security clearances.
	Validation of final security clearances.
	Armed Forces Security Questionnaire (DD Form 98) and Statement of Nonaffiliation With Certain Organizations (DA Form 1111).
	Denial or revocation of security clearances.
	DA Form 2545 (Cryptographic Access Authorization, Briefing Certificates).




