S‘S DE-Q. ‘Gv | *C 3

HEADQUARTERS
Cua ’mx DEPARTMENT OF THE ARMY
No.3 WasHingroN, D.C., 8 October 1967

PERSONNEL SECURITY CLEARANCE

LEARANCE OF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE
INFORMATION AND MATERIAL

AT 604-5, 28 January 1966, is changed as.follows:

1. Material which has been added or changed is indicated by a bold star.
¢ The following pen-and-ink change will be made:

Page 23, paragraph £4: In line 8, “235" is changed to read “21”.

3. Remove old p }es and insert new pages as indicated be }ﬂv

/ Remove poges— Insert pages—
8 through 12 Frmmmmm e mm——m 3 through 12
15 throtigh 22, l---.._---__--_____-_i: ____________________ 15 through 22.1

4. This transmittal sheet shoula be filed in the front of the publication for
reference purposes. :
[ACSI]
By Order of the Secretary of the Army:
HAROLD K. JOHNSON,
i General, United States Army,
Official: % Chief of Staff.
KENNETH G. WICKHAM, :
Major General, United States Army,
The Adjutant GQeneral. i

Distribution: \‘

Active Army, NG, and USAR: To be dlstmbuted in accordance with DA
Form 12-9 requlrements for Military Personnel; General—A.

EEe— 9
*This change supersedes DA message 820154, 20 June 1967.

H 840A-Oct, 300-468°—867 RETURN TO ARMY UBRARY
ROOM 1 A 518 PENTAGON
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C2
Craxen \ HEADQUARTERS .
N DEPARTMENT OF THE ARMY
No.2 '\\ Wasmineron, D.C., 22 November 1900
\

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSI-
FIED DEFENSE\INFORMATION AND MATERIAL
AT 604-5, 28 January 1\9\66, is changed as follows:

1. Remove old pages nnd-._‘insert new pages as indicated below:
! :

" Remove pfiges— ’){crt pages—
L i \
5 through 8...._.__ N T 5 through 8.
YIland 12, _______ Y _.____: 1land12.
AT and 18 o3 17 and 18.
/21 through 22,1 _____ Y. -..| 21, 22, and 22.1.

A Delete so much of par(wmph 23 as is found on page 23.
3. Former paragraph 21 is now, paragraph 23.
4, Material which has been addéd ov changed is indicated by a star.
5. This transmittal sheet should be filed in. thc front of the publication
for reference purposes. \
[ACST] 4

By Ordér of the Secvetary of the Army:

L HAROLD K..JOHNSON,
i, General, United States Army,
Ofticial : ) ' 7 v Ohief of Staff.
KENNETH G. WICKHAM, \
Major General, United State? Army, y
The Adjutant Geneml

Distribution :
Acttve Army, NG, and USAR: To be dlstubuted i accordance with DA
Form 12-9 1equ11emenfs for Military Personnél, General—A

atuin W A 'f?‘t';

Room 1A522, ¢

TAGO T00A—Nov, 250466 @6
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CraNar HEADQUARTERS
DEPARTMENT OF THE ARMY
No. 1 WasningTon, D.C., 20 June 1966

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSI-
FIED DEFENSE INFORMATION AND MATERIAL

AR 604-5, 28 January 1966, is changed as follows:

1. Make the following changes in pen and ink. Chauge “USACRE” to
“USAIRR” in the following places:
Ja. Page 13, paragraph 16¢(3), lines 3 and 3.
/b. Puge 23, paragraph 24¢, line 8.
e. Page 23, paragraph 24¢(6), line 3.
_/ d. Page 23, paragraph 244, line 9.
i e, Page 24, paragraph 268, line 5.
42, Remofve old pages and insert new pages as ind'icn,ted below:

/nv.movc DO FER— l "{;Mt pages-—

B throvgh 12 e l 8 through 12,
/AT through 22.1,

3. Material which has been added or changed is indicated by a bold star,

4. This transmittal sheet should be filed in the front of the publication for
reference purposes.

TACSI)

By Order of the Secretary of the Armny:

HAROLD K. JOINSON,
Gencral, United States Army,
Official: Chief of Staff.
J. C. LAMBERT,
Major General, United States Armny,
The Adjutant General.

Distribution:
Active Arny, NG, and USAR: 'To be distributed in accordance with DA
Form 12-9 requirements for Military Personnel General—A.

5‘ *This chanpe supersedes the following DA messages: DA 757580, 11 March 1965, DA
752243, 24 February 1966, DA 749435, 3 February 1966, and DA 769237, 10 June 1966.

Y0 1937A—Juna 200-47C"— 8¢
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ARMY REGULATION

No. 6045

*AR 604—5

HEADQUARTERS
DEPARTMENT OF THE ARMY
‘Wasmneron, D.C., 28 January 1966

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE

Section I, GENERAL

!

I1.

ITI.

Iv

INFORMATION AND MATERIAL

Paragraph

PUrPOSe e e e mm— e —me e m e mm— e 1
Relation to other regulations. . 2
ApPHen iy o e e e e me o —m—————mmmm e 3
Explanation of terms. . e —— e ——— 4
Poliey e e 5
Clearance suthority_.______ e et —————— e —— 6
Reciprocal acceptance of previous investigations and clearances_. ____ 7
Granting access to classified information to individuals of apotber

Service OF AGCDCY o oo e 8
Security clearance of separated Departinent of the Army personnel_____ 9
Implementation of class 1T installations and activitles_. .  ______o__ 10
Combat operationS . oo o e mm— e 11
INVESTIGATIONS
Types of investigations required for access____ ... e m—mm—m—m e 12
Types of investigations required for access to each cutegory of ¢lassified

defense information . o e e e—a e - 18
Access pending clearance requirements— US, eltizens_o ______._ .. .. 14
Acceptance of investigations conducted by other governmental agencies

for clenrance PuUrpOSeS_ o o e mrrcc e m e m——— 15
Accesy by allens, hnmigrant aliens, and foreign natlonals, .o . ______ 16
CRITERIA
Criterta for application of policy o oo 17
Access to atomic energy informnation o o e eean 18
Access to classified eryptographic information_ .. ___ 19
ADMINISTRATION
Request for investigation o oo e e 20
Armed Yorces Security Questlonnafre (DD Form 93) and Siztement of

Nonaffilintion with Certain Organizations (DA Form 1111} ________ 21
Validatiou of DA Form 873 (Certificate of Clearance and/or Security

Determinntion Under EQ 10450) oo o oo oo e ad
Record of security clearance . cmmmemmnee 23
Denial or revocation of security clenrances. o o __ e m e 24
DA Form 2543 (Cryptographic Access Authorization, Briefing Certifi-

CREE) e oo e e e e e e m e 23

: i *This regulation supersedes AR 604-5, 6 August 1965.

TAGO 1183A— IP'ch, 200-472°--008

Return to Arn |
Y Lib
Room 1A522 ﬁemargi
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C 3, AR 645

SECTION I
GENERAL

1. Purpose. This regulation prescribes the pol-
icy and establishes the procedures for the grant-
ing, denial, suspension, or revocetion of security
clearances to Department of the Army personnel
for access to classified defense information includ-
ing RESTRICTED IDATA and cryptographicin-
formation.

2. Relation to other regulations. While this
reculation covers the general procedure for the
granting, denial, suspension, or revocation of se-
curity clearances, AR 381-130 and CPPR-12 are
closely associated with this regulation and must be
consulted for complete information concerning re-
quests for and scope of personnel security investi-
gations incident to clearance for access to classi-
fied defense information.

3. Applicability. This regulation is applicable
to personnei of the Department of the Army, in-
cluding U.S. Army Reserve personnel not on ac-
tive duty, and to persons emploved by, hired on an
individual contractual basis, or serving in an ad-
visory capacity to the Department of the Army
whether on a permanent, temporary, or part-time
basis and whether or not they are compensated for
their services from appropriated or nonappro-
priated funds. This includes citizens of the United
States, aliens in the United States with or without
immigration visa for permanent residence and
aliens employed in oversea areas, Thix regulation
1s also applicable in those cases where clearance is
requested for members and emplovees of the Army
National Guard,

4. Explanation of terms. a. Department of
the Avang. Defined in AR 320-5.

b. Classified defense information. Official in-
formation which requires protection in the inter-
ests of national defense and which is classified for
such purpose by appropriate classifying authority
in accordance with AR 380-5.

e, Cryptographic injormation. Knowledge or
facts pertaining to cryptographic and crypto-
analytic processes, methods, equipment, crypto-
systems, cryptopublications, and related material.

d. National sceurity. The protection and pres-
ervation of the military, economie, and productive
strength of the United States, including the se-
curity of the Government in domestic and foreign

TAGO 340A

affairs, against or from espionage, sabotage, and
subversion, and any and all other acts destgned to
weaken or destroy the United States.

Yre. Sensitive position. Any position within the
Department of the Army the occupant of which
could bring about by virtue of the nature of the
position a material adverse effect on the national
security. Scnsitive positions are of the following
IWO categories:

(1) Noncritical scnsitive position. Positions
so designated by the Secretary of the
Army or by any of the officials listed in
paragraph &, involving the following:

{a@) Any position, the duties or responsi-
bilitiee of which require access 1o
SECRET or CONFIDENTIAL de-
fense information or material.

(&) Any position involving education and
orientation of Department of Defense
personnel.

(¢) Any other position so designated by
authority of the Secretary of the Army.

(2) Critical sensitive position. Positions so
desiemated by anthority of the Secretary
of the Army or by the officials listed in
paragraph 6, involving the following:

(a) Access io TOP SECRET defense in-
formation or material.

{6} Development orapproval of war plans,
plans, or particulars of future major
or spectal operations of war, or critical
and extremely important. items of war.

(¢) Development or approval of plans, pol-
icies, or programs which affect the
overall operations of the Department
of Defense or the Department of the
Ariny, ie., policy-making or policy de-
termining positions.

(d) Investigative duties, the issuance of
personnel security clearances, or duty
on personnel security boards.

(e) Fiduciary, public contact, or other du-
tics demmanding the highest degree of
public trust.

(f) Any other position so designated by
authority of the Secretary of the Army.

f. Commander. For the purpose of this regula-
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C 3, AR 604-5

tion, the term “commander” includes persons oc-
cupying the positions listed in paragraph 6a and
all others to whom authority to grant clearances
has been properly delegated.

g. Alien. Any person not a citizen or national
of the United States.

h. Immigrant alien. Any alien lawfully ad-
mitted into the United States under an immigra-
tion visa for permanent residence.

i. National of the United States.

(1) A citizen of the United States, or

(2) A person who, though not a citizen of the
United States, owes permanent allegiance
to the United States.

j- Foreign national. A national of a foreign
country who is not also a. citizen of the United
States. . '

k. Limited access authorization. Limited ac-
cess authorization as used herein means the formal
authority granted in accordance with this regula-
tion for aliens, or immigrant aliens, upon whom
some aspects of a background investigation may
not be possible of achievement lLecause of geo-
graphical or political limitations, to have access to
specifically prescribed classified defense informa-
tion for a specified period not to exceed 1 year.

I Polygraph emamination. For the purpose
of this regulation, a polygraph examination is an
examination of an individnal on a voluntary basis
conducted by qualified operators using the Lie
Detecting Set AN/USS-2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. The examination, as a mini-
mum, will consist of verification of questionable
and eritical information contained in the Siate-
ment of Personal History (DD Form 398) or
Timigrant Alien Questionnnire (DD Form 49).
The polygraph may be used to verify other perti-
nent information available or to provide Jeads for
further investigations.

m. Derogatory information. Information of
such nature as to constitute n possible basis for
denial or revoeation of security clearance, rejec-
tion for or separation from service or employment
with the Department of the Army. It ncludes—

(1} Adverse loyalty information., Informa-
tion which reflects unfavorably upon the
loyalty of an individual to the United
States.

*(2) Adverse suitability information. In-

formation which, though not reflecting on

3 October 1967

an individual’s loyalty to the United
States, casts doubt upon his good char-
acter, trustworthiness, or reliability and
hience raises a doubt that access to clagsi-
fied information would be clearly eon-
sistent with national security or which
might serve as a bar to any favorable
personnel action, Examples of adverse
suitability information are contained in
paragraphs 17e(16) through (21) and
(23). :

+#n. Suspension of access. The temporary with-
drawnl of an individual’s authorized access to
classified defense information 'when information
becomes known which indicates the individual may
be a security risk. Following appropriate inquiry
or investigation and adjudication of the results, the
individual’s access will be restored or his security
clearance will be revoked,

Yro. Eevocation of securily clearance. The per-
manent withdrawal and cancellation of an in-
dividual’s security cleavance for cause (para 24).

5. Poliey. a. No person is entitled to knowledge
of, possession of, or access to classified defense in-
formation solely by virtue of his office, position,
grade, or security clearance. Such information may
be entrusted only to those individuals whose offi-
cial military or other governmental duties require
such knowledge or possession and who have been
investigated as required and cleared for nccess in
accordance with the minimum standards pre-
scribed by this regulation. Clearances serve o in-
dicate that the persons concerned are eligible for
access to classified defense information should
their officinl daties so require.

b. No person will be granted a security clearance
unless it is affirmatively determined, as prescribed
herein, that such clearance is clearly consistent
with the interests of national security.

¢. No person will be granted an interim sccurity
clearance or an access pending authorization under
the provisions of this regulation nntil such time
as the clearing authority has initiated the action
necessary for final clearance. The granting of
mterim clearances will be kept to the absolute
minimum required to fulfill the misgion of the T.S.
Army.

d. Aliens, other than inimigrant aliens, and
foreign nationals are not eligible for security
clearances but may in exceptional cases be granted
Timited access authorizatinng for access to claszified

TAGG 3404
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3 October 1967

defense information under the provisions of
paracrraph 16.

e. An immigrant alien may be granted a final
security clearance upon completlon of a back-
ground investigation, as outlined in appendix IT
of AR 381180, provided that it discloses no de-
rogatory information indicating that such access
would not be cléarly consistent with the interests
of national security. The use of the polygraph is
authorized when it is necessary to verify informa-
tion furnished by the individual which cantiot be
verified throngh the use of normal investigative
methods; provided the individual consents in writ-
ing. Interim clearance for TOP SECRET and
SECRET is not authorized. Interim clearance for
CONFIDENTIAL is authorized after comple-
tion of o national agency check (NAC) which
reveals no derogatory information and after initia-
tion of a background investigation.

+/. In general, the minimum investigative re-
quirements prescribed herein will be adhered to;
however, authorities listed in paragraph ¢ are en-
joined, at the time of validation (para 22), to
initiate a new NAC in those instances where the
investigation upon which the current clearance is
based is more than 5 years old.

7. Any person sclected for duties in connection
with programs involving the education and orien-
tation of military personnel will have been the
subject of a favorable NAC prior to his assign-
ment in accordance with the provisions of AR
604-20.

% /. Any person selected to serve with a board,
committee, or other group responsible for adjudi-
cating personnel security cases will have been the
subject of a favorable background investigation
prior to his assigniment, except that military per-
sonnel who have Dbeen granted a final TODP
SECRET cleavance based upon less stringent in-
vestigative standards than those currently pre-
scribed or who have been granted an Interim TOP
SECRET clearance in accordance with paragraph
135(2) (3), and on whom a background investiga-
tion has been initiated, may be selected for service
on military personnel security boards. This re-
quirement applies to boards which pass npon al-
leged disloyal, subversive, or disaffected civilian
and military personnel, The basic qualifications,
applicable to all officer positions, regardless of
command or staff level, for personnel engaged in

TAGO 3404
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the a.d]udlcatlon processing of security cases are
prescribed in AR . 604-13.

i. Authority for granting security clearances to
civilian and military members of the Department
of the Army. is limited to the Department of the
Army,

i Review. of a general officer’s T.S. Army
Investigntive Records Repository (USAIRR)
dossier, when required pursuant to this regulation,
will be conducted at Headquarters, Department of
the Army level only. Requests for such review may
be submitted only by the clearance authorities
specifically listed in paragraph 6. Such requests
will be in writing to the Assistant Chief of Staff
for Intelligence, ATTN: DSPO, Department of
the Army, Washington, D.C. 20310, and will con-
tain the general officer’s full name, date and place
of birth, and specific reason for dossier review.
This policy does not preclude the review of a gen-
eral officer’s USATRR dossier by a superior offi-
cer, Requests for this purpose will be addressed
as above and will be anthenticated by the intended
reviewer. Paragraph 5a(5), AR 381-30 applies.

6. Clearance authority. ¥ra. The Sceretary of
the Army hereby delegates authority to the follovw-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant Secre-
taries, and Special Assistants to the Secretary of
the Army; the Director of Civil Defense; Chief of
Staff of the Army; Heads of Department of the
Army General and Special Staff agencies; Com-
manding Generals, TS, Army Air Defense Com-
mand, U.S. Army Combat Development Com-
mand, U.S. Army Materiel Command, U.S. Army

. Security Ageney, U.S. Army Strategic Communi-

cations Command, U.8. Continental Army Com-
mand, U.S. Army Intelligence Command, U.S.
Army Recruiting Command; major oversea com-
mands, Army components of unified and specified
commands, CONUS armies, Military District of
Washington, U.S. Army; Military Traffic Manage-
ment and Terminal Service, DA ; and Comman-
dant, National War College. These officials may
redelegate security clearance authority to com-
manders of subordinate field elements in order to
expedite personnel security clearance actions. Not-
withstanding such delegation, the persons holding
the aforementioned positions continue to be re-
sponsible for all security clearance actions taken
within their respective jurisdiction,
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C 3, AR 604-5

b. Each person authorized to grant security
clearances must possess a final TOP SECRET
clearance.

%¢. Clearance certificates on “commanders” to
whom the Secretary of the Army has delegated au-
thority to grant clearances in ¢ above may be exe-
cuted within their own headquarters provided the
requirements of b above are met. Further, these
commanders may appoint a staff officer Lo act for
them in the execution of clearance certificates on
personnel within their respective commands, agen-
ctes, or activities and on subordinate commanders
to whom they further delegate authorily to grant
clearance. ¥ach commander is responsible for in-
suring that any staff officer acting for him in this
capacity pessesses a final TOP SECRET clear-
ance and iz qualified by training and experience to
niake valid security clearance determinations.

d. Each commander will, before authorizing ac-
cess to defense information, insure that the indi-
vidual is familiar with the provisions of AR 380,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

Ye. Upon the granting of clearauce, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of perzonnel who have access to classified
information. Whenever a valid reason exists for
believing that an individual’s conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend faccess or revoke his
security clearance and {n effect his immediatfe
reassignment to duties nol requiring access io
classified information. Appropriate actions under
pertinent personnel regulations will be undertaken
immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances. ¢. In response to DOD
policy guidance, Army clearance authorities are
encouraged to accept from other commands, serv-
ices and agencies on a mutual and reciprocal basis
(1) the results of previous investigations and (2)
previous clearances which have been granted by
appropriate authority, provided the previous
clearances have been based on investigative re-
quirements which are in consonance with current
standards. Such reciprocation will avoid the repe-
titious filing of personal history statement, the
time and expense of multiple investigations and
multiple clearances. However, this applies only
where a prior investigation by an investigative

6
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agency of the Government meets the standards
preseribed herein. If the prior investigation does
not meet such standards, supplemental or addi-
tional investigation will be conducted.

b. Generally the validity of a clearance of an
individual granted by another service or agency
will not be questioned. However, clearance au-
thorities have the right to review investigative
and personnel files pertaining to the individual in
question. When deemed necessary additional in-
vestigation may be requested before authorizing
the individual's access to classified defense infor-
mation. Requests for additional investigation will
be precise und describe specifically what additional
investigation is deemed necessery.

8. Graniing access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment of the Army to authorize access to classified
information in its custody to a member of another
service or agency who has not previously been
cleared or is in need of a higher degree of clear-
ance, the parent service or agenicy will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
aranted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service or agency.

*&5. Should it be determined that it would not
be in the best interests of the national security to
permit the individual 1o have access to clussified
defense information in Army custody, the com-
mander may rcassign the individual to nonsensi-
tive duties within lhis organization, or if appro-
priate, revoke the detail or assignment, and advise
the parent service ar ageuey of the reasons there-
for. The responsibility te suspend access or revoke
a security clearance and initiate security proceed-
Ings rests with the parent service or agency,

%¢. Whenever Department of the Army person-
nel or members are assigned or detailed for duty
with another service or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its attention which relates to the individual's
continued eligibility for access to classified defense
information. Should the using service or agency
determine that the individual cannot have access
to classified defense information in its custody, it
will reassign the individual to other duties within

TAGO 3404
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3 October 1967

1ts own organization or, if desired, revoke the
detuil or assignment, and request the Chief of Per-
sonnel Operations, ATTN: EPD, Department of
the Army, Washington, D.C. 20313, to furnish re-
assignment orders. The responsibility to suspend
access or revoke a security clearance and initiate
security proceedings on Department of the Army
members or personnel rests with the Department
of the Army.

d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOD agencies and unified
and specified commands follows.

(1) The U.5. Army Personnel Securily
(iroup, Fort Iolabird, Md. 21219, is
designated the Department of the Army
clement for eranting or denying person-
nel security clearances 1o Army members
who are assigned and joined to other serv-
jces, the Joint Chiefs of Stafl, the Office
of the Secrefary of DNefense and other
Departmen: of Defense agencies.

(2) Army component commanders of unified
and specified commands are designated
Department of the Army elements for
aranting or denving persounel security
clearances o Army members assigned
and joined {o their commands.

9. Security clearance of separated Depart-
ment of the Army personnel. «. Clearances
granted under this reculation become invalid upon

AN TR YT

C 3, AR 604-5

termination of the individual's service with the
Department of the Army by reason of discharge,
Tresignation, or retirement.

b. Retired general officer personnel may partici-
pate in classified conferences, or a particular ac-
tivity or project, under the supervision and at the
request of one of the officials designated in para-
graph 6Ga provided clearances in effect at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by the Assisiant Chief of Stafl for
Intelligence, Department of the Army.

10. Implementation of class II installations
and activities. The heads of lliendquarters, De-
partment of the Army Staff ugencies having com-
mand responsibilities and 1he commanders of
separaie commands direetly subordinate to Tiead-
quarters, Department of the Army, are responsible
for the implementation of this regulation at cluss
IT installations and activities under their respec-
tive jurisdictions.

11. Combat operations. Under combat con-
ditions, or similar military exigencies, authorities
listed in paragraph Gz may waive such provisions
of this regulation as are operntionally necessury
and warranted by the circumstances. In all such
cases the commander granting the waiver will in-
sure that the investigative or other prerequisites
waived are complied with as soon as circumstances
pernit,
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SECTION II
INVESTIGATIONS

12. Types of investigations required for ac-
cess. a. The types of personnel security investi-
gations normally required as a basis for granting
access to classified defense information are listed
below. The definition .of each of these investiga-
tions is contained in AR 381-130.

(1) National Agency Check (NAC).

(2) Entrance National Agency Check
(ENTNAC).

(8) National Agency Check, plus written in-
quiries (NACI).

(4) Background Investigation (BI).

b. As indicated in paragraph 13, the type in-
vestigation required in any instance will depend

(0)
{e)

be granted to employees occupying or
persons being considered for assign-
ment to eritical sensitive positions. Ajp-
proval for granting such clearances
must be made by the Secretary of the
Army or his designee and must be made
a matter of record; and a National
Agency Check with satisfactory results
must have been completed.
Military  personnel—U.S.
National Agency Check.
T.nmigrant aliens (civilian or mili-
tary). No interim clearance author-
ized.

citizens.

c. SFORET,
(1) Final clearance.
{a) Cévilian personnel—U.8. citizens.
7. National Agency Check, plus written

on the defense classification of the information to
which a clearance for access is required, the mili-
tary or civilian status of the individual concerned.
and his citizenship status.

13. Types of investigation required for access
to each category of classified defense informa-
tion. a. General. Department of the Armny mili-
tary members and civilian personne! may be de-
clared eligible for access to clagsified defense infor-
mation and granted a personnel security clearance
under the minimum requirements set forth below
for each category of defense information, provided
that no derogatory information based upen the
criterin outlined in paragraph 17 is developed,
which is of suflicient gravity to justify an overall
commonsense determination that the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vari-
ous classifications of defense information are set
forthin & through  below.

b. TOP SEORET.

(1} Final clearance.

inquiries to appropriate local law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the
written inquiries portion of the in-
vestigation may be dlspensed with
for employees who have been continu-
ously employed by the Federal Gov-
ernment for a period of 5 years (with
no break greater than 6 months) im-
mnediately preceding the date of the
current investigation, or current need
for clearance.

2. A Background Investigation is re-

quired for employees occupying eriti-
cal sensitive positions.

() Military persommel—U.S. citizens.

National Ageney Check or an Entrance

(a) Ciwilian  personnel—U.8.  citizens. National Agency Check.
Ba.cl.{ground Investigation. . Note. An ENTNAC is not valid for the pur-
Y% (6} HMdlitary | personnel—U.S. citizens. . pose of granting an Interlm TOP SECRET

Background Investigation.

(e} Immigrant aliens (civilian or mili-
tary). Background Investigation.

(2) Interim cZeamncz.

+w(e) Civilian personnel—U0.S. mtazeﬂs Na-
tional Agency Check. Only in case of
emergency will an interim elearance
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Immigrant - aliens {civilian or mdi-
tary). Background Investigation,

(d) Nonappropriated fund employees and

employees of the Army National
Guard—U.8. citizens. National Agen-
cv Checl.
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(2) Interim clearance.

(a)

1.

Civilian personnel—U 8. citizens.
National Agency Check.

2. In case of emergency, interim clear-

(8)

1.
2.

(e)

ance for access to SECRET may be
granted for a limited period pro-
vided a National Agency Check has
been initiated and the Secretary of
the Army or an authority listed in
paragraph 6 finds that such action is
necessary in the interests of national
security and makes a record of such
findings. In every case, this action
will be based upon a check of avail-
able records to include those listed in
paragraph 204,
Military personnel—U.S. citizens.
Continuous henorable -active duty as
a member of the Armed Forces, for a
minimum of 2 consecutive years Im-
mediately preceding the date of the
current investigation, plus a check of
the military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with Jess than 2 years service—
A check of files required above, plus
A check of the Federal Bureau of In-
vestigation Investigative and Identi-
fication files.
Immigrent allens (chvilion or mili-
tary). No interiin clearance authorized,

&. CONFIDENTIAL.
(1) Final clearance.

10

* (o)

(®)

Cevilian personnel—U.S8., citizens. Na-
tional Agency Check, plus writfen in-
quiries to appropriate local law
enforcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continuously
employed by the Tederal Government
for a period of 5 years (with no break
greater than 6 months) immediately
preceding the date of the current in-
vestigation.

Military personnel—U.S. citizens. A
check of the military field 201 file, local
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intelligence files, provost marshal files,
and medical records.

(e) Immigrant aliens (civilion or mili-
tary). Background Investigation,

(2) Interim clearance.

(a) Civilian personnel—U.S. citizens.

1. National Agency Check.

2. In case of emergency, interim clear-
ance may be granted for a limited
period provided a National Agency
Checlc has been initiated and an au-
authority listed in paragraph 6 finds
that such action is necessary in the
interests of national security and
makes a record of such finding. In
every case this action will be based
upon a check of available records to
include those listed in paragraph 20a.

(b) Military personnel—U.8. citizens. In-
terim clearance not authorized.

(e) I'mmigrant aliens (civilian or mili-
tary). National Agency Check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation
of a full Background Investigation.

Yce. Authorities listed in paragraph 6. will in-
sure that all new security clearances igsued sub-
sequent to I January 7968 are based upon the in-
vestigative standards contained herein.

*/. Final security clearances previously
granted under less stringent standards than those
set forth herein will remain in effect; however, at
the time of validation, a new NAC may be initiated
when the current Background Investigation, Na-
tional Agency Check or Entrance National
Agency Check is more than 5 years old. All re-
quests for National Agency Checks under this
provision, to include requests submitted by
authorized requesters of the Army National Guard
and U.8, Army Reserve, will be processed.

Y14, Access pending clearance require-
ments.—U.S. citizens. , When immediate access
to classified defense information is required in an
emergency in order for the individual concerned
to carry out his assigned task and, because of ex-
ceptional circumstances, the delay caused by await-
ing interim eclearances would be harmful to the
national interest, authorities listed in paragraph
6 may authorize such access to U.S. citizens, based
on a favorable check of the individual’s military
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field 201 file .or civilian -peirsonnel record, local
intelligence, medical, and provost marshal files.

b. Immediate dceess to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such:action may jeop-
ardize the nccomplishment of the-mission of the
organizations aAuthorizing the access. In each such
case of granting emergency immediate sccess, o
record of the anthorization will be made and the
commander, or responstble authority concerned,
will have initiated the action recessary for final
clearance.

15. Acceptance of mvestlgatlons conducted
by other governmental agencies for clearance
purposes. @, Prior investigation. Whenever a
prior investigation by an investigative agency of
the Federal Government is equal in scope and
meets ‘the standards preseribed in AR 381-130,
clearance may be granted upon review of the prior
investigation provided that service with the Fed-
eral Government has been continuous with no
break in service longer than 6 consecutive months
since completion 6f this prior. investigation, and
an inquiry of the agency of prior employment dis-
closes no reason why clearance should not be
granted. If the prior investigation does not moet
the requirements of AR 381-130, supplemental or
additional invegtigation will be conducted.

b. Acceptance of investigations oonducted for
civilian employment.

(1) The following investigations may be ac-
cepted for c]earance purposes within the
Department of the Army provided the
person has been continually in thé employ

~of the exccutive branch of the Federal
Government and-there has been no break
:in service longer:than 6 monthsisince the
completion of the investigntion, and an
inquiry to the agency of prior employ-
ment discloses no reason why clearance
should not be granted.

{a) National Agency Check including FBI
fingerprint check conducted by a U.S.
Government agency pursuant to Exec-
utive Order 10450, may be accepted as

" the equivalent of a National Agency
Check.

(3) A “Full Field Investigation” con-
ducted pursuant to Executive Order
10450 by a U.S. governmental agency
may be accepted, provided it is deter-

TAGO B40A
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mined upon review of the investigative
report that it meets the scope preseribed
th appendix II of AR 381-130. for a
background investigation.

{¢) A Nationsl Agency Check with written
inquiries éonducted by the Civil.Service
Commission, provided—

1. Review of 'the employee’s-official per-
sonnel folder reveals that his Appli-
cation for Federal Employment bears
a stamped notation indicating the
application was -processed under
“Section' 3(a‘)‘, - Executive - Order

104507;.

*2. Certlﬁcqtmn is received. from the
Civil Service Commission on CSC
Form 715 (Report of Clearly Favor-
able .Results in DOD NACI Case)
that their investigation disclosed no
derogatory informition. Upon com-
pletion of clearaiice action or action
required under part ITT of DA. Form
878 (Certificate of Clearance and/or

.Security Determination Under EO
10450) the requesting command will
forward the. C3C Form 715 to the
U.S. Army Investigativé Records Re-
pository, Fort- Holabird, Md. 21215,
for inclusion -in the' individual’s
TUSAIRR dossier. -

(2) Where a background investigation of a
civilian employee is required under the
provisions of this regulation, the Na-
tional Agency Check component of the
background .investigation need not be
duplicated if it is'determined that a U.S.
governmental agency is conducting or has
completed a National Agency Check that
meets the scope preseribed in appendix I
of AR 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in sgervice
longer than 6 consecutive months since
completion of the National Agency Check.

16, Access by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
security clearances. {See para be for policy con-
cerning immigrant aliens.) Such personnel may
be granted limited access authorizations but only
under the conditions and procedures set forth in e
through ¢ below. A limited access anthorization is

[
-
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not to be considered A security clearance. (The
term “alien” used throughout this paragraph re-
fers to both aliens and forelgn nationals.)

a. Policy. Appropriate authority as defined in
¢ below may grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien In duties requiring access to
certain classified defense information is necessary
in the interests of national security. The classi-
fied mission of the command, agency, or installa-
tion is secondary to the interest of national secu-
rity in establishing authorization, It is therefore
essential that strict limitations be placed on the
type of positions in which aliens may be ntilized
and the type of information which.may be dis-
closed. In no case will a limited access authoriza-
tion be granted if the investigation discloses infor-
mation which raises a reasonable doubt concerning
the character, integrity, or trustworthiness of the
individual or if investigation reveals possible dis-
affection for the United States or the intentional
withholding or concealment of pertinent informa-
tion pertaining to the individual’s personal history.

b. Investigation. The minimum scope of investi-
gation to be conducted for the purpose of granting
a limited access authorization under the provisions
of this regulation is as follows:

(1) Such components of a background in-
- vestigation (see AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence Agency,
plus
(2) A polygraph examination to cover that
portion of the individual’s life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided-the Individual consents
in writing. Individuals who refuse to be

12
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polygraphed:will not be granted limited
access authorizations.

¢, Authorization, Authorization to grant ac-
cess as provided in this paragraph has been dele-
gated as follows:

(1) TOP SECRET—Secretary of the Army.

(2) SECRET—Authorities listed in para-
graph 6a.

(3) - CONFIDENTIAL—Authorities
in paragraph 6a or their designees.

d. Interim limited access authorization. There
is no authority for the granting of an interim lim-
ited access authorization,

e. Use and disposition of DA Form 3098-R.
The appropriate authority indicated in ¢ above
upon granting a limited-access authorization will
execute DA Form 3028-R (Limited Access Au-
thorization (Aliens, Immigrant Aliens, Foreign
Nationals)) (fig. 1). Each DA Form 3028-R
will include a statement specifying in detail
the specific type of classified information to
which the individual is authorized access and
that suck access is necessary in the interests of
national secutity. A job description will be added
as an inelosure to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. I revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
ing Officer, USAIRR, Fort Holabird, Md. 21219,
for inclusion in the individual’'s USAIRR dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be: accomplished every 3 years
during the period of autherization but need not
include an additional polygraph examination un-

listed
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less security constderations preseni in an indi-
vidual case warrant such recxamninastion (i.e., indi-
viduals with relatives residing in Communist or
Soviet-bloe countries). DA Form 3028-R will be
reproduced locally on 8- by 1014-inch paper. The
form will be prepared in triplicate and distributed
as follows:
(1) The originul will be forwarded to the
orzunization to which the subject indi-
vidual is assigned for inelusion in his field

TAGO 1Is0A

(2)

(3)

AR 604-5

military 201 file or civilian personnel
folder.

One signed copy retained by the Issuing
commanders or official while the author-
ization is in force.

One signed copy will be forwarde
throngh intellizence channels to the Com-
manding Officer, USATRR, Fort Hola- </
bird, Md., 21219, for inclusion in the
USATRE dossier.

-+ ,

USHTRN ~—
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(Aliens, Imigrant Aliens, Foreign Nationals)

LIMITED ACCESS AUTHORIZATION
(AR 604-5)

Originating Headquarters

Date

This is to verify that the following named individual has been investigated
under ihe provisions of AR 381-130 and he is hercby sutrorized access only to
the type of classified infermaticn described below in the eourse of his.official
duties., Xmployment of this individual in the duties described in inclosure 1
hereto 15 necessary in the interests of national sccurity.

leme (Lest - First - Middle)

Grade

SN or SSAN Dossier No.

Date of Birth

Flace of Birta

Description of type and degrec of classified information to whiich access is authorized

Date .zuthorization expires

Date packground Inyestigation required by pesra 156, AR £04-5 was completed

Cormand which conducted investigation and polygraph examination

Date polygrosh examination
completed

Hene of polygraph operator

granting authorization

Typed neme, grade and title of officer Signature

14

DA FORM 3028-H, 1 Feb 66

Replaces edition af 1 Aug 65, which.is obsolete.

Figure 1
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SECTION III
CRITERIA

17. Criteria for application of policy. a. The
ultimate determination of whether the granting of
a clearance is clearly consistent with the interests
of national security must be an overall common-
sense determination based upon all available in-
formation, both favorable and unfavorable. The
granting, denial, or revocation of a security clear-
ance may be a matter of far-reaching consequences
to the Department of the Army as well as to the
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avoided. The activi-
ties and associations listed below, whether current
or past, may, depending unpon the degree of seri-
ousness, be the basis for denial of access to classi-
fied defense information, or revocation of clear-
ance.

(1) Commission of any act of sabotage, es-
pionage, treason, or sedition, or attempts
thereat or preparation therefor; or con-
spiring with or aiding or abetting another
to commit or attempt to commit any act of
sabotage, espionage, treason, or sedition,

(2) Istablishing or continuing a sympathetic
association with a saboteur, spy, traitor,
seditionist, anarchist, or revolutionist, or
with an espionage or other secret agent or
representative of a foreign nation, or any
representative of a foreign nation whose
interests are inimical to the interests of
the United States, or with any person who
advocates the use of force or violence to
overthrow the Government of the United
States:or the alteration of the form -of
Government of the United States by un-
constitufional means.

(8): Advocacy of use of force or violence to
overthrow the Government of the United
States or .of alteration of the form of
Government of the United States by un-
constitutional means. :

(4) Membership in, or affiliation or sympa*
thetic association with; any foreign or
domestic organization, association, moves
ment, group or combination of persons
which is totalitarian, Fascist, Communist,

- or subversive, or which has adopted, or

TAGO 3404
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(1)
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shows, a policy of advocating. or approv-
ing the commission of acts of force or
violence to deny other persons their rights
under the Constitution of the United
States, or which seeks to alter the form
of Government of the United States by
uncenstitutional means. (An organiza-
tion movement, or group, officially desig-
nated. by the Attorney (eneral of the
United States to be totalitarian, Fascist,
Communist, or subversive, to advocate.or
approve forcible or violent denial of con-
stitutional rights or to seek alteration of
the form of Government of the United
States by unconstitutional means, shall be
presumed to be of a character thus desig-
nated until the contrary be established.)
Performing or attempting to perform his
duties, or otherwise acting, so as to serve
the interests of another government in
preference to the interests of the United
States. -

Failure or refusal to sign DD TForm 98
{Armed Forces Security Questionnairc)
or DA Form 1111 (Statement of Non-
Affiliation With Certain Organizations)
as applicable, pleading protection of the
Fifth Amendment or of Article 31, Uni-
form Code of Military Justice, in refus-
ing to completely answer questions con-
tained in DD-Form 98, DD Form 598,
or DA Form 1111, or otherwise failing or
refusing to answer any pertinent ques-
tion. propeunded- in-the coutse of an offi-
cial investigation, interrogation, or exam-
ination, " conducted for ‘the purpose of
ascertaining the existence or extent, or
both, of conduct of the nature described in
(1} through (5) above, and (7) through
(18) below.

Partisipation inthe activities of an orga-
nization established as a front for an or-
ganization referred to in (4) above when
his personaliviews are sympathetic to the
subversive purposes of such organization.
Participation in the-activities of an orga-
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nization with knowledge that it had been
infiltrated by members of subversive
groups under circumstances indicating
that the individual was a puart of, or sym-
pathetic to, the infilirating element or
sympathetic to its purposes.

(9) Participation in the activities of an orga-
nization referred to in (4) above, in a
capacily where he shonld reasonably have
had knowledge of the subversive aims or
purposes of the organization,

(10) Sympathetic association with 1 member
or members of an organization referred
to in (4) above or sympathetic interests
in tolnlitarian, Fascist, Communist, or
similar subversive movements.

(11} Currently maintaining a close continu-
ing association with a person who has
engaged in activities or associations of the
type referred to in (1) through (9) above.
A close continuing association may be
considered to exist if the individual lives
with, frequently visits, or frequently com-
mmunicates with such person.

(12) Close continuing nssociation of the Ltype
described in (11) above, even though later
separated by distance, if the circum-
stances Indicate that renewal of the asso-
ciation is probable.

(13) Any facts other than asset forth in (14)
throueh (19) below, which furnish reason
to believe that the individual may be sub-
jected to coercion, influence, or pressure
which may cause him to act contrary to
the best interests of national security.
Among matters which should be consid-
ered in this category would be the pres-
ence of a spouse, parent, brother, sister,
or offspring in a nation, a satellite there-
of, or an occupied area thereof, whose
interests are inimical to the interests of
the United States.

(14) Willful violation or disregard of secu-
rity regulations.

(13) Intentional unauthorized disclosure to
any person of classified information, or
of other information disclosure of which
is prohibited by law.

(16) Any deliberate misrepresentation, falsi-
fication, or omission of materia] fact.

(17) Any criminal, infamous, dishonest, im-
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moral, or notoriously disgraceful conduct,
habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

(18) Acts of a reckless, irresponsible, or wan-
ton nature which indicate such poor judg-
ment and instability as to suggest that
the individual might disclose security in-
formation to unauthorized persons or
otherwise assist such persons, whether
deliberate or inadvertently, in activities
intmical to the security of the United
States.

(19) All other behavior, activities, or asso-
ciations whieh tend to show that the per-
son is not reliable or trustworthy.

(20) Any illness, inclnding any mental con-
dition, of a nature which in the opinion
of competent medical authori{vy max
cause significant defect in the judgment
or reliability of the individual, with «ue
regard to the transient or continming ei-
fect of the illness and the medical findings
in such case.

(21) Any excessive indebfedness, recurring
financial difficulties, unexplained aflluence
or repetitive absences withour leave
which furnish reason to believe that the
individual may act contrary to the best
nterests of national security.

(22) Refusal to take the Oath of Allegiance
or Qath of Service and Obedience.

# (23) Repeated acts of carelessness leading
to inadvertent loss or compromise of
classified material,

7. Commanders and supervisors at all eche-
lons including company, separate detachment, or
equivalent level will take immediate action to
suspend an individual’s access to classified infor-
mation whenever credible derogatory informarion
within the scope of @ above is received. This im-
mediate action will include notification of the
clearance authority by the most expeditious means
available. The clearance authority will deiermine
whether suspension of nccess is reasonable and
warranted, Concurrent with a suspension action,
an inquiry or investigation will be initiated or re-
quested in order to permit expeditious restoration
of access or (o provide a sound basis for revocation
of the individual’s security clenrance. If any case
is not finally resolved svithin J months of the date
access 1s suspended, a report of that fact will be
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submitfed to the Office of the Assistant Chief of
Stafl for Intelligence, ATTN: DSPP, Depart-
ment of the Army. This report will contain the
nane of the individual involved ; grade, Army se-
ral number, social security number or, in the case
of civilian employees, grade, position title, and
social security number; 2 hrief statement of the
basis for suspension of access; date of suspen-
sion; reasons for nonresolution; and estimated
date sufficient information for final resolution
will be avr.lable. Upon completion of appro-
priate inquiry or investigation and review of all
pertinent facts, both favorable and unfavorable,
the commander authorized to grant clearance
will make a positive determination whether to
revoke the clearance or permit it (o remain in
force. 1f the decision is to revoke the clearanee,
the action deseribed in paragraph 21 swill be fol-
lowed. In uddition, action wi!l be initiated in
accordance with AR 600-31, AR 60410, SR
620-220 -1, AR 381-115, AR 230-15, AR 640-98,
AR 604-11, The Uniform Code of Military Jus-
tice, C’R 81, or other reguiations, as appro-
priate. Commanders and supervisors must be
alert on a continuing basis to detect delinquent
or irrational conduct on the part of subordinates
who have access to classified information.

e. Inevaluating information of a suitability na-
ture, consideration should be given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be congtrued as permanent proof of unreliabil-
ny or lack of character. Any determination in-
volving ucl information must be tenmpered by an
appreciation of all the facts bearing on the ease.

Fd. When an NAC or ENTNAC develops un-
fay orable information, any additional investiga-
tion required to resalve the case will be conducted
by USAINTC. When the NAC was condusted as
a basis for granting a sceurity clearance, the com-
mander concerned must make a security deter-
mination under the provisions of this regulation.
When an ENTNAC or an NAC conducted for
purposes other than clearance develops derogatory
information which does not warrant unfavorable
personnel action, the individual’'s DA Form 86 or
DA Torm 20, as applicable, will be anunotated
“Paragraph 17d, AR 604-5 applies.” {See AR 611-
10% or AR 600-200, us appropriate.} The fact that

Tacinr Adavy
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this notation was accomplished will be noted on
the original copy of the DD Ferwn 1584 which will

be forwarded with the case file 1o the USAIRR,
Fort Holabird, Md. 21219. In the event of a sub-
sequent need for a security clearance by a member
whose records are so annotated, the commander
concerned will obtain and review the individual’s
UGSAIRR investigative dossier. Based on all the
information available, both favorable and un-
favorable, he will either- -
(1) Tssue a security clearance and grant ac-
cess to classified information as needed;
(2) Take aciion to deny security clearance as
outlined in paragraph 24; or
(8) Request additional investigation wupon
which to bage definttive action under (1)
or (2) above.

18. Access to atomic energy information.
Access to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAI, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stat. 921, as amended 42 U.S.C. 2011 et
gseq.) within the Department of the Ariny will be
governed by the clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAL defense information as set forth in
paragraph 13 of this regulation and m AR 380-
150.

19. Access to classified cryptographic infor-
mation. a. Awuthority. Authorities listed in
paragraph €a, or their designees, are responsible
for determining that an individual has the need-
to-know and meeis eligibility requirements prior
to authorizing such individual access to classified
cryptographic information.

b. Deiermination of eligilulily.

(1) ULS. citizen personnel must possess a se-
curity clearance granted n accordance
with this regnlation for access to classi-
fied defense information of the same or
higher classifieation category as that of
the cryplographic information te which
access is required. owever, as an addi-
tional requirement, a favorable Nutional
Agency Check will have been completed
for those individuals who as members of
the National Guard or Reserve forces re-
quire access to CONFIDENTIAL cryp-
tographic information in conneetion with
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short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final type security clearance based on a
background investigation may be au-
thorized access to CONFIDENTIAL
cryptographic information. They will
not be— :

(2) Anthorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(&) Appointed as cryptographic custodmns
or as cryptographic security officers.

(¢) Given access to safes where crypto-
graphic keying material and related
equipnient are stored ; and

(d) Awuthorized access to research and de-
velopment information concerning
eryptographic information.

{8) All other aliens ara ineligible for access
to classified crvptographic information,
except that representatives of a foreign
government with which the United States
has an agreement may be granted access
to elassified cryptographic information
which has been released to that govern-
ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

¢. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for nccess to classified eryptographic
information, appropriate authority referred to in
a above will formally authorize the individual's
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
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dling and protection, and the penalties prescribed
for.the willful or inadvertent disclosure of such
information. The authorization for access will
be completed and made a matter.of record as pre-
seribed in paragraph 25.

d. Termination of aécess. When it 1z detor-
mined that the individual no longer neets clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified eryp-
tocrmphm information will be withdrawn. Such
withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information, and that
he is subject to penalties preseribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access. To meet operational require-
ments, 7.5, citizen personnel whose primary duties
are nof cryptographic in nature, but who may be
required to have access to certain types of erypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers), may be issued
such material without formal aunthorization for
access to cryptomaterial provided—

(1) They are properly identified;

(2) They have security clearances for acecess
to the classification category equal to or
higher than that of the material to be
Iele'lsed

(3) They are thoroughly mstructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

{4) The Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirernent.
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SECTION 1V
ADMINISTRATION

20. Request for investigation. a. Sulmission.
A commanding officer, his representative, or higher
authority, upon determining that a personnel se-
curity investigation is required in conjunction with
a security clearance action, will request such
investigation in accordance with AR 381-130,
(Civilian employee preappointment and preas-
signment, NAC requests will be processed directly
Trom the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR I2.) A separate request will be sub-
mitted for each investigation specifying the type
investigation desired and the highest classification
of the information and material to which the in-
dividual will be allowed access. It will be accom-
panied by the appropriate forms preseribed in
AR 381-130. In addition, the requester will in-
dicate the results of a check of the following local
files: fleld military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical vecords are avail-
able on civilian personnel they will be checked).
Local file checks will not be conducted when re-
questing a routine National Agency Check on
nonprior service Regular Army personnel and
inductees undergoing basic training. However,
local file checks will be conducted on such per-
sons prior to the granting of a security clearance.
Tt the results of the loca! file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regulations will be taken. When this check
indicates that a case has been processed on an in-
dividual under the provisions of AR 604-10 or
SR 620-220-1, no action will be taken to grant
interim or final clearance until a complete review
of the USAIRR dossier has been accomplished
and a determination made that such elearance is
clearly consistent with the interests of national
security. In no instance will an interim cleavance
action be taken on an individual or a request for
investigation. necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual’s DD Form 398, medi-
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eal record, or other record or source indicates the
existence, current or past, of any mental or nervous
disorder, or emotional instability unless com-
petent medical authority certifies that the disorder
or instability has been overcome or is of such a
nature that it does not impair the subject’s judg-
ment or reliability. Such certifications, if made,
will accompany the request for investigation and
will become an integral part of the USAIRR dos-
sier of the individual concerned.

wb. Retention of request for investigation. A
file copy of DA Form 2784 (Request For and
Results of Personnel Security Action) and/or a
copy of DD Form 1584 (DOD National Agency
Check Request) will be maintained in the individ-
ual’s field personnel file. These copies will be re-
moved and destroyed when the results of investign-
tion are received and a positive determination has
been made as to whether the subject of investign-
tion will be granted or denied a security clearance.

{1} When o defermination is made to deny a
security clearance, action will be taken
in accordance with paragraph 24
(2) When a clearance is granted on the basis
of a favorable Background Investigation,
the original copy of DA Form 2784 will
be annotated by the clearance authority
to reflect the nature of the clearance ac-
tion taken and forwarded to the
< USAIRR. . . ‘

% (3) When a clearance is granted based solely

on the results of a favorable NAC or
ENTNAC, the original copy of DD Form
1584 will be destroyed inasmuch as the
TSAIRR will not maintain a dossier in
such cases.

Yoo, Cancellation of investigation. When the
need for a background investigation previously re-
guested no longer exists, the control office will be
notified promptly by electrical transmission in
order that the investigation may be canceled, Mes-
sages will be addressed to Commanding General,
U.S. Army Intelligence Command, ATTN:
DCSOPS, Fort Holabird, Maryland. Requests for
NAC’s already submitted will not be canceled. In
the event a change of assignment within Depart-.
ment of the Army is effected during the course of
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any investigation, the control office will be notified
so that the resuits of the investigation may be
forwarded by the control office to the gaining
command.

d. Preliminary report. A preliminary report
will be Turnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed cither during the eourse of
any investigation or by the National Agency
Check portion of a background investigation.
¥ollowing submission of a preliminary report, the
investigation will be continued, except that in-
vestigations of military personnel, and DA civil-
ians which develop the existence, current or past,
of any mental disorder, nervous disorder or emo-
tional instability will be suspended. The suspen-
sion will remain in effect until the requester fur-
nishes the control office certification from com-
petent medical authority that the disorder has been
overcomo or is of such a nature that it does not
impair subject’s judgment or reliability. Prelim-
inary reports concerning cont ractor personnel will
be submitted to the Defense Industrial Security

Jearance Office (DISCO) but the investigation
on such personnel will not be suspended regard-
less of the nature of the information developed.
Commanders receiving preliminary reports con-
taining derogatory information will take appro-
priate action o insure the security of their com-
mands pending receipt of final reports.

e. Receipt of reports after chanmge in status.
Should the requester receive a report of investiga-
tion subsequent to the subject’s reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through intel-
ligence channels as follows:

(1) If the subject of investigation has been
reassigned and a completely favorable re-
port is received by the requester, the re-
port will be forwarded directly to the sub-
ject’s new installation or activity, How-
ever, unfavorable reports will be for-
warded through the appropriate com-
mand headquarters to the new command,

(2) If the person has been released from ac-
tive duty or his employment terminated,
and he is 2 member of the U.S. Army
Reserve, report will be forwarded for
appropriate action to the CONT'S army,
MDW, or major commander in whose
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ares the person’s home of record is lo-
cated.

(8) 1f the person has been released from ac-
tive military duty, or his employment
terminated, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area in which the
State, district, or territory National
Guard is located.

(4) 1f the person is deceased, if he has been
discharged from military service with no
T.S. Army Reserve commitment, or if
employment has heen terminated and he
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the USAIRR
in accordance with AR 38145,

(5) In the case specified in (1), (2), and (3)
above the commander to whom the report.
of investigation is forwarded for appro-
priate action will, after completion of
such action, if any, forward the report to
USAIRR in accordance with AR 35145,

f. National Guard requests. The granting of se-
curity clearances for access to TOP SECRET and
SECRET classified defense information to mem-
bers of the Army National Guard is the responsi-
bility of commanders specified in e(3) above. The
granting of security clearances for access to
CONFIDENTTAL classified defense information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests for
investigation of National Guard personnel not on
active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the CONTS army, MDW, or
oversea command, major commanders will
accept for processing, requests for per-
sonnel security investigations submitted
by the respective adjutants general of the
States, territories, and the District of
Columbia, in order to insure that achieve-
ment of operational readiness hy National
Guard units will not be handicapped be-
cause of a lack of security clearance. How-
ever, clearances for access to TOP SE-
CRET information will be limited to the
following unless cogent reasons are fur-
nished with the request:
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(z) All general officers of divisions and
brigades.

(&) General and special staff officers of di-
visions and brigades.

(¢) Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.

% (d) Adjutants general or commanding

generals of iroops of the respective
States, Commonwealth of Puerto Rico,
and the District of Columbia.

(e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

% {2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants gen-
eral of the States, Commonwealth of
Puerto Rico, and the District of Colum-
bis. If an adverse determination is ren-
dered by the major commander, the case
file, together with the major commander’s
determination will be forwarded to the
Chief, National Guard Bureau, for his
determination for appointment or reten-
tion in the National Guard.

(3) National Guard personne] serving in Air
Defense Task organizations in CONUS
who require immediate access pending
fulfiliment of clearance requirements will
be granted such access by the Command-
ing General, UU.S. Army Air Defense
Command (ARADCOM). 7Prior fo
granting immediate access ARADCOM
will insure that the appropriate investi-
gative action has been requested. In addi-
tion, ARADCOM will advise the
CONUS army having security clearance
responsibility over the subject individual
of each immediate access authorization
granted. In the event the CONUS army
concerned receives information suffi-
ciently derogatory to constitute a basis for
denial of security clearance, CGARAD-
COM will be informed immediately.

g. Reports of investigation to the Civil Service
Commission. In order to comply with section 8(b),
Executive Order 10450, when the investigative
agencies of the Department of the Army condnct
background investigations on civilian employees
for personnel security purposes, the investigative
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agency will prepare Standard Form 79 (Notice of
Security Investigation) and will submit it to the
Civil Service Commission on the same day the in-
vestigation is initiated.

k. Forwarding results. The requesting command
will indicate the estimated reporting date on in-
vestigative requests when the results are to be re-
turned to a gaining command for action. If, upon
receipt of such results, the gaining command can-
not locate the subject individual within 14 days of
his ecstimated reporting date, the investigative
results will be returned to the original requester.
The original requester will locate the individual
and forward the investigative results to the correct
address.

21. Recording of security clearances. yya.
Interim and final security clearances granted un-
der the provisions of this regulation will be made o
matter of record on DA Form 873 (Certificate of
Clearance and/or Security Determination Under
EO 10450) (except that CONFIDENTIAL
clearance granted military personnel need only be
recorded on DA Form 66 or DA Formn 20 in ac-
cordance with ¢ below), All copies of DA Form
873 will be signed by authority of the commander
authorized to grant clearance. Final security clear-
ance certificates, once granted, remain valid unless
revoked for cogent reason(s) or become invalid
by reason of upgrading the degree of sceurity
clearance (e.g., SECRET to TOP SECRET), dis-
charge, resignation, or retirement. When a valid
DA Form 873 is already filed in the Military Per-
sonnel Records Jacket (DA Form 201) or civilian
personnel folder, clearance authorities may con-
tinue to permit an individual access to classified
information, if required, subject to the provisions
of paragraph 22. The distribution of certificates of
clearance will be as follows:

(1) Interim clearance certificates.

(a) Military personnel. One copy will be
filed in the Military Personnel Records
Jacket until removed for cause or re-
placed by a certificate of final clearance.

(b) Civilian personnel. One copy will be
filed on the left side of the official
civilian personnel folder until removed
for cause or replaced by a certificate of
final clearance.

(2) Final clearance certificates.
(a) Military personnel. The original will
be placed in the Field File Section of
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(2)

(e)

the individual’s Military Personnel
Records Jacket. Only current certifi-
cates of security clearance will be re-
tained in the jacket. Previously issued
certificates will be removed and de-
stroyed. When member is separated
from the service, certificates will be re-
moved and destroyed.

Civilian personnel. The original will be
filed on the left side of the official
civilian personnel folder and retained
therein until replaced by a more cur-
rent certificate, removed for cause, or
the employee is separated from the
Army rolls. Only current certificates
will be retained in the folder. Previ-
ously issued certificates will be removed
and destroyed.

One copy will be forwarded to the
Chief, U.S. Army Investigative Ree-
ords Repository, Fort Holabird, Md.
21219, for inclusion in the individual’s
USAIRR dossier. Clearances granted
solely on the basis of a favorable NAC
or ENTNAC will not be forwarded
since dossiers are not maintained in
such cases, (The record, in the form of
an index history card of the favorable
NAC or ENTNAG, is mainiained by
the DCIL.)

{d) In the case of civilian employees who

1.

2.

are also members of the Army Na-
tional Guard or U.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:
One copy to the adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or the Dis-
trict of Columbia in the case of Na-
tiona! Guard personmne).
One copy to the Reserve unit con-
cerned in the case of USAR person-
nel.

(3) ddditional distribution. Where neces-
sary, additional distribution to other
agencies within the Department of De-
fenss and the Army National Guard is au-
thorized, provided a record of distribu-
tion is maintained on the certificate of
clearance.
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b. Execution, maintenance, and filing of clear-
ance certificates except as provided above is pro-
hibited.

¢. For military personnel, entries reflecting in-
vestigation conducted and security clearance
aranted will be made on DA Form 86 (Officer
(Qualification Record} or DA Form 20 (Enlisted
Qualification Record) in accordance with AR
611-103 and AR 600-200. Such entries do not con-
stitute basis for issuing DA Forms 873 {Certificate
of Clearance and/or Security Determination
Under EO 10450).

w22, Validation of final security clearances.
a. Clearance authorities specified in paragraph
¢ and their delegated vepresentatives who propése
to continue access to classified information on tlie
part of newly assigned military and civilian per-
sonnel on the basis of previously granted final TOP
SECRET or SECRET clearances will take the
following action:
(1) TOP SKCRET
(a) Check Joeal files specified in paragraph
20z and, within 60 days of the arrival
of the newly assigned member, conduct.
a UTSATRR file check to-determine that,
the scope, dale, investigating agency,
dossier number and results of previous
investigation(s) ave correctly indiecatel
on the individual’s DA Form 873.
(8) Validate the clearance by completing
Part VI of the DA Form 873. Enter
the date USAIRR verification check
was accomplished.
(2) SECRET
(a) Check local files specified in paragraph
2Qa.
Within 60 davs, validate clearance by
completing Part VI of the DA Form
873 and entering thereon the date
USAIRR verification was compleied.
Note, USAIRR verification, as required
for TOP SECRET validation, may be accom-
nlisbed at the discretion of the clearing
authorities,
1f accomplished.

(3)

6. The requirements in ¢(1) and (2) above are
applicable only if the gaining command propoges
to continue access on the basis of a previously
granted clearance. No validating action is required
in those instances where the individual is to be
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assigned to duties which do uot require access to
classified information.

23. Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111),
a. Military personnel. Prior to the initiation of a
request for a personnel security investigation upon
which to base u clearance action, or prior to the
granting of a security clearance when investiga-
tion ig not required, the command having custody
of the wnit personnel records of the individual
concerned will ascertain whether & DD Form 98
hias been accomplished. Whenever examination of
the individual’s unit personnel record reveals that
a DI Formn 98, up fo date as of the current enlist-
nient or tour of duty, has been accomplished, and
no action - .der AR 604-10 is pending or con-
templated, 2 request for clearance action may be
initinted. Whenever examination of the unit per-
sonnel vecords reveals thai an up-to-date DD Form
% has not been accomplished, the commander hav-
ing custody of the individuals records will direct
that the form be accomplished and will take the
following action:

(1) If the DD Form 9% is completed without
qualification, investigative or clearance
action may be initinted. The DD Form
98 will be filed in the individual’s field
military 201 file.

(2} If the individual refuses to execute the
form in its entirety, or mukes an entry
therein indicating that information
within the criteria outlined in paragraph
14, AR 604-10, may exist, action will be
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taken in accordance with the provisions
of AR 604-10.
b. Civilian personnel. Prior to the initiation of
a request for a personnel security investigation
npon which to base a clearance action, or prior to
the granting of a security clearance when investi-
aation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveals that a DA
Form 1111 has been completed during the current
period of employment and no action under SR
620-220-1 s pending or contemplated, a2 request
for clearance action may be initiated. Whenever
the record reveals that an up-to-date DA Form
1111 has not been accomplished, the commander
will direct that the form be accomplished and will
take the following action:

(1) Xf the DA Form 1111 is completed with-
out gqualifications, investigative or clear-
ance action may be initiated. The DA
Form 1111 will be filed as preseribed in
CPR R1.

(2) If the individual refuses {o execute the
form in its entirety or makes an entry
theveon, indicating that information
within the enteria outlined in paragraph
17,%11 620-220-1, may exist, action will
be taken in accordance with SR 620-
220-1.

(3) Fuilure or refusal to execute and submit
DA Form 1111 is a basic disqualificalion
for emnployment and clearance will not be
granted,
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clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are farnished
with the request:

(a) All general officers of divisions and
brigades.

(b) General and special staff officers of
divisions and brigades.

(v} Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.

() Adjutants genernal or commanding
generals of troops of the respective
States, territories, and the District of
Columbia.

(¢} Indrviduals whose duties require necess
to nuclear weapons ot critical RE-
STRICTED DATA.

(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants gen-
eral of the States, territories, and the
bistrict. of Columbia. 1f an adverse
determination is rendered by the major
commander, the case file, together with
the major commander’s determination
will be forwarded to the Chief, Nutional
Guard Bureau, for his determination for
appointment or retention in the National
Guard.

(3) National Guard personnel serving in
Alr  Defense Task organizations in
CONUS who reguire immediate access
pending fulfillment of clearance require-
ments will be granted such access by the
Commanding General, .S, Army Air
Defense  Command (ARADCOM]).
Prior to granting immediate access,
ARADCOM will insure that the appro-
priate investigative action has been re-
quested. In addition, ARADCOM will
advise the CONUS army having security
clearance responsibility over the subject
individual of each immediate nccess au-
thorization granted. In the event the
COXUS army coucerned receives infor-
mation sufficiently derogatory to consti-
tute u basis for denial of security clear-
ance, CGARADCOM will be informed
iramediately.
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g. Reports of investigation to the Civil Service
Commission. In order to comply with section
9(b), Executive Order 10450, when the investiga-
tive agencies of the Department of the Army
conduct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will preparve Standard Form
79 (Notice of Security Investigntion) and will
submit it to the Civil Service Commission on the
same day the investigation is initiated.

h. Forwarding results. The requesting com-
mand will indicate the estimated reporting date
on investigative requests when the results are to
be returned to & gaining command for action. If,
upon receipt of such results, the gnining command
cannot locate the subject individual within 14 days
of his estimated reporting date, the investigative
results will be returned (o the original requester.
The original requester will Jocate the individual
and forward the investigative resulis to the cor-
vect nddvess.

%21. Recording of security clearances. «.
Interim and final security clearances granted un-
der the provisions of this regnlation will be made
a matter of record on DA Form 878 {Certificate
of Clearance and/or Security Determination ['n-
der EO 10450) (except that CONFIDENTIAL
clearance granted military personnel need only be
recorded on DA Form 66 or DA Form 20 in ac-
cordance with ¢ below). All coples of DA Form
873 will be signed by authority of the comumander
authorized to grant clearance. When a valid DA
Form 873 is already filed in the field Military
Personnel Records Jacket (DA Form 201) oreivil-
ian personnel folder, it may be validated as set
forth in paragraph 22, The distribution of cer-
tificates of clearance will be as follows:

(1) Interim clearance certificates. One copy
will be filed in the field Military Person-
nel Records Jacket or civilian personnel
folder until removed for cause or re-
placed by a certificate of final clearance.

(2) Final clearance certificates,

{«} The original will be placed in the in-
dividual’s field Military Personnel
Records Jacket (DA Form 201) or
official civillan personnel folder and
maintained as & semipermanent rec-
ord.
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(&) One copy will be forwarded to the
Chief, U.S. Army Investigative Rec-
ords Repository, Fort Iolabird, Md.
21219, for inclusion in the individual’s
USAIRR dossier. Clearances granted
solely on the basis of a fuvorable NAC
or ENTNAC will not be forwarded
since dossiers are no longer maintained
in such cases. The record, in the form
of an index history card of the favora-
bla NAC and ENTNAC, will be main-
tained by the DCIL.

(c¢) In the case of civilian employees who
are also members of the Army Na-
tional Guard or U.5. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:

1. One copy to the adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or the Dis-
triet of Columbia in the case of Na-
tional Guard personnel.

2. One copy to the Reserve unit con-
cerned in the case of USAR person-
nel.

(3} Additional distribution. Where neces-
sary under exceptional circumstances,
additional distribution to other agencies
within the Depariment. of Defense is au-
thorized, provided a record of distribu-
tion is maintained on the certificate of
clearance.

b. Execution, maintenance, and filing of clear-
ance certificates except as provided above is pro-
hibited.

e. For military personnel, entries reflecting in-
vestigation conducted and seeurity clearance
granted will be made on DD Form 66 (Officer
Qualification Record) or DA Form 20 (Enlisted
Qualification Record) in accordance with AR 611-
103 and AR 600-200. Such entries do not consti-
tute basis for issuing DA Forms 873 (Certificate
of ‘Clearance and/or Security Determination
Under EQ 10450).

%22. Validation of final security clearances.
Clearance authorities specified in paragraph ¢ and
their delegated representatives are authorized to
accept (validate) final security clearance certifi-

cates issued by previous commanders, contingent
upon the following:

22

a. Clearances to be validated must have been
granted in accordance with the prerequisites set
forth in paragraph 13.

b. Each validation will be based, in part, on the
results of a check of local files indicated in para-
graph 20z.

e. In addition, validation of 2 TOP SECRET
security clearance must be based upon a verifica-
tion of the data shown on the individual’s current
DA Form 873. This verification will consist of a
USAIRR file check to establish that the scope,
date, investigating agency, USAIRR dossier num-
ber, and results of previous investigation(s) ave
correctly indicated on the DA Form 873 being vali-
dated. This verification will be accomplished
within 60 days of the arrival of o member newly
assigned to the jurisdiction of those connnanders
specifically listed in paragraph 6.

d. Validation of « SECRET security clearance
will be accomplished by the authorized clearing nu-
thority, primary or delegated, within 60 days of
the arrival of members whose records reflect
SECRET clearances, within said clearing author-
ity’s jurisdiction. USAIRR verification, as re-
quired for TOI* SECRET validation, mnay be ac-
complished at the diseretion of the clearing au-
thorities.

e. A clearance authority may afford an individ-
nal access based on DA Form 878 and action set
forth in « and & above, pending validation, for a
period of 60 days subsequent to the member’s re-
porting to the clearance authority’s command for
duty.

{. Interim clearances will not be validated.
Validation accomplished pursuant to this regula-
tion will be recovded by annotation of Part VI of
the DA Form 873, as follows:

(Degree of clearance.) Clearance validated in ue-
cordanee with paragraph 22, AR (04-3; USAIRR verifi-
catlon check was (made) or (not made) by (validating
headquarters) on (date of validation), by (slguature,
typed name, grade, title of validating authority),
23. Armed Forces Security Questionnaire

(DD Form 98) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111),
w. Military personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the command having cus-
tody of the unit personnel records of the individual
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) )  trigt of Columbia in the case of Na-

yQ/ tion& Guard personnel.
2. Ons copy™o the Reserve unit concerned

in the case\of USAR personnel,
¢. Where necessary under exceptionsal circum-
stances, additional distribudjon to other agencies
within the Department of Defense is authorized
provided a record of distributidy is maintained on
the certificate of clearance.
d. Execution, maintenance, and
ance certificates except as provided
hibited.

24. Denial or revocation of security clear-

.. nances. a. Security clearanges will remay . effec-
i “tive as stated in paragraph

They are not to
be revoked merely to reflect & change in an in-
dividual’s assignment to duties that do not re-
quire access to the same or lower degree of classi-
fied information.

b. Whenever it i proposed to deny or revoke a
security clearance, the commander concerned nor-
mally will so notify the affected military member
or civilian employee of the Department of the
Army, explain the reason for the pending action,
and offer the individual every reasonable opportu-
nity to refute or explain the derogatory informa-
tion which is the basis for the action. A final
decision will be made only after consideration of
such refutation or explanation. Exceptions to this
procedure may be authorized in specific cases by
the Under Secretary of the Army on a showing
that release of the information (1) is prohibited
by a non-Deparunent of the Army agency which
furnished it, (2) would compromise an investiga-
tion in progress or a confidential or family souree,
or {3) 1s otherwise conirary to the national in-
terest. When such an exception is requested by
tho commander, the pertinent facts will be for-
warded through intelligence channels to the As-
sistant Chief of Staff for Intelligence, ATTN:
ACSI-DSP, Department of the Army, Washing-
ton, D.C., 20310. In cases where the reasons for
adverse action are withheld to avoid compromise
of an investigation in progress, the individual will
be offered the opportunity of refutation or expla-
nation where the probability of compromise no
longer exists and an adverse securily determina-
tion is still considered necessary.

¢. As soon as the commander concerned makes
» final decision to deny or revoke a clearance, he
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will forward to the Commanding Officer, USA-

y Fort Holabird, Md., 21219, a letter report
marked “FOR OFFICIAL USE ONLY” or
classified in accordance with AR 880-5, which
will—

(1) Jdentify the individual affected, includ-
ing the individual’'s date and place of
birth;

(2) Either affirm that before the final deci-
sion was made, the individual was notified
of the tentative decision to revoke or deny
the socurity clearance, was furnished an
explanation of the reasons therefor, and
was given an opportunity to refute or
explain the derogatory information which
led to the tentative decision ; or affirm that
in accordance with authority received
from the Under Secretary of the Army
the individual was not advised of the
reasons for the tentative denial or
revocation;

(3) State the reasons for the denial or revo-
cation, including the commander’s con-
clusion regarding any explanation or ref-
utation offered by the individual;

(4) Advise what disciplinary or further
administrative action concerning the indi-
vidual has been undertaken or is con-
templated ;

(5) Further advise, if the individual is a
commissioned or warrant officer, what ac-
tion concerning him has been undertaken
or is contemplated pursuant to AR
604-11; and

{6) Request, if the decision is to revoke the
clearance, that the clearance certificnte
contained in the individual’s USACRF
dossier be voided.

d. When the decision is to revoke the clearance,
the commander concerned will, in addition to the
procedures stated above, withdraw and destroy
the DA Form 873 contained in the individual’s
field military 201 file or official civilian personnel
folder, line out entries on the DA Form 66 or DA
Form 20 regarding the clearance, and forward an
unclassified letter to each agency on distribution
for DA Form 873 (except USA&-
it of the revocation action and requesting that all
clearance certificates on file concerning the indi-
vidual be destroyed.
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e. When tho individual concerned is an officer or
warrant officer, an information copy of the letters
in d above will be forwarded promptly to the ap-
propriate career management branch, Department
of the Army.

f. Whenever a civilian employee of a class I1
installation or activity whose duties require access
to classified defense information is denied clear-
ance on the basis of adverse suitability informa-
tion and the installation or activity commander
determines that the individual will not be sepa-
Tated, the case will be forwarded to the head of
the appropriate Department of the Army agency
having command responsibility to determine
whether personnel action in accordance with CPR
S1 is appropriate.

¢. When the individual concerned is a senior

grade enlisted man (E-7, E-8, or E-9), an infor-/

mation copy of the letter in d above will be for-
warded promptly to the Chief of Personnel
Operations, EPD, Senior Eunlisted Control
Branch, ATTN: EPADS, Department of the
Army, Washington, D.C.,20315.

k. When a security clearance is revoked, the
commander concerned will Insure, whenever pos-
sible, that the individual is debriefed and required

[ACSI]

to execute u security termination statement in ac-
cordance with the provisions of AR 380-5. .

25. DA Form 2545 (Cryptographic Access
Authorization, Briefing Certificates). a. Parts
I and II of DA Form 2545 will be accomplished
for all personnel requiring access to classified
cryptographic information by the command au-
thorizing access (except under conditions stated
in para 19¢). The forms will be attached to the
DA Form 878 filed in the individual’s field mili-
tary 201 file or official civilian personnel folder.
DA Form 2545 will be retained as a semiperma-
nent part of the individuals field 201 file unless
it is removed for cause under b below,

b. If an individual’s security clearance is re-
voked for cause, each DA Form 2545 in the indi-

. vidual’s field file, if any, will be forwarded as an

inclosure to the letter report forwarded to the
USA®RY as required by paragraph 24c.

¢. If for any reason an individual no longer re-
quires access to classified cryptographic informa-
tion to perform his official duties, an appropriate
entry indicating that debriefing was accomplished
in accordance with AR 280-3 and the date will
be made under part ITI “Remarks” of DA Form
2545. If debriefing cannot be accomplished, rea-
sons therefor will be entered in part III.
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By Order of the Secretary of the Army:

HAROLD X. JOHNSON,
General, United States Army,
Official : Chief of Staff.
J. C. LAMBERT,
Major General, United States Army,
The Adjutant General.

Distribution :
Active Army, NG, and USAR: To be distributed in accordance with DA Form 12-9 requirements
for Military Personnel, (General—A.
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1. Purpose. This regulation preseribes the pol-
icy and establishes the procedurgs for the grant-
ing, denial, suspension, or revocgtion of security
clearances to Department of the
for access to classified defense inf
ing RESTRICTED DATA and ¢
formation.

2. Relation to other regulatio
regulation covers the general pr

fied defense ‘information.
3. Applicability. This regulation is hpplicable
to personnel of the Department of the 1

tive duty, and to persons employed by, hi
individual contractual basis, or serving i
visory capacity to the Department of th

priated funds. This includes citizens of the
States, aliens in the United States with or wi

requested for members and employees of the
National Guard.

4. Explanation of terms. a. Department)of
the Army. Defined in AR 320-5.

b. Classified defense information. Official
formation which requires protection in the in
ests of national defense and which is classified for
such purpose by appropriate classifying a.uthorinr
in accordance with AR 880-5,

c. Cryptographic information. Knowledge os‘
facts pertaining to cryptographic and eryp
analytic processes, methods, equipment, crypto-
systems, cryptopublications, and related material.

d. National gecurity. The protoction and pres- |
ervation of the military, economic, and productive \
strength of the United States, including the se-
curity of the Government in domestic and foreign

L
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'SECTION I
GENERAL

affairs, ageinst or from espionage, sabotage, and
subversion, and any and all other acts designed to
weaken or destroy the United States.

e. Sensitive position. Any position within the
Department of the Army the occupant of which
could bring about by virtue of the nature of the
position a material adversa effect on the national
security. Such positions including the following:

(1) Any position, the duties or responsibility
of which require access to defense infor-
mation classified under AR 380-5 as TOP
SECRET, SECRET, or CONFIDENX-
TIAT..

(2) Positions filled by commissioned officors
or warrant officers.

(3) Personnel engaged in troop infornation
or troop education activities,

(4) Any other position so designated by the
Secretary of the Army or by any of the
officials listed in paragraph 6.

f. Sensitive position (critical). A position that
in addition to meeting the criteria set forth in e
above invelves responsibility for the development
of war plans; development or approval of plans or
particulars of future major special operations of
war; development or approval of critical and ex-
tremely important items of war; development or
approval of policies and programs which affect the
overall operations of the Depariment of the Army,
the Department of Defense, or the other military
departments; or as a member of a security sereen-

"ing, hearing, or review board regardless of the
degree of clearance required. See CPR 12,

g. Ultra-Sensitive Positions (USP). A posi-
tion which affords the incumbent continuing access
to TOP SECRET information of the highest level
of sensitivity requiring special handling and pro-
tection. Such positions will be designated in writ-
ing by the officials listed in paragraph 6a. Care
will be exercised to restrict the USP designation
to positions which are genuinely the most sensitive,
Included in this category are—

(1) High-level sensitive-critical positions,

(2) Positions whose incumbents have nuclear
weapon stockpile data as noted in AR
380-15T7.

1
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{3) Positions whose incumbents have author-
ity to make decisions or influence policies
which could significantly affect the na-~
tional defense posture.

h. Commander. For the purpose of this regula-
tion, the term “commander” includes persons oc-
cupying the positions listed in paragraph 6z and
all others to whom authority to grant clearances
has been properly delegated.

i. Alien. Any person mnot a citizen or national
of the United States.

7. Immigrant alien. Any alien lawfully ad-
mitted into the United States under an immigra-
tion visa for permanent residence.

k. National of the United States.

(1) A citizen of the United States, or

(2) A person who, though not a citizen of the
United States, owes permanent allegiance
to the United States.

I. Foreign national. A national of a foreign
country who is not also a citizen of the United
States.

m. Limited access authorization. Ilimited ac-
cess authorization as used herein means the formal
suthority granted in accordance with this reguls-
tion for aliens, or immigrant aliens, upon whom
some aspects of a background investigation may
not be possible of achievement because of geo-
graphical or political limitations, to have access to
specifically prescribed classified defense informa-
tion for a specified period not to exceed 1 year.

n. Polygraph, examination. For the purpose
of this regulation, a polygraph examination is an
examination of an individual on a voluntary basis
conducted by qualified operators using the ILie
Detecting Set AN/USS-2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. The examination, as a mini-
rmurs, will consist of verification of questionable
and critical information contained in the State-
ment of Personal History (DD Form 398) or
Immigrant Alien Questionnaire (DD Form 49).
The polygraph may be used to verify other perti-
nent information available or to provide leads for
further investigations.

o. Derogatory information. Information of
such nature as to constitute a possible basis for
denial or revocation of security clearance, rejec-
tion for or separation from service or employment
with the Department of the Army. It includes—

4

(1) Adverse loyalty information. Informa-
tion which reflects unfavorably upon the
loyalty of an individual to the United
States.

(2) Adverse suitability information. In-
formation which, though not reflecting
on an individual’s loyalty to the United
States, casts doubt upon his good charac-
ter, trustworthiness, or reliability and
hence raises a doubt that access to classi-
fied information would be clearly consist-
ent with national security or which might
serve as a bar to any favorable personnel
action. Exaroples of adverse suitability
information are contained in paragraphs
17a (16) through (21).

p. Suspension of a scourity clearance. The tem-
porary withdrawal of an individual’s authorized
ncoess to classified defense information when in-
formation becomes known which indicates the
individual may be a security risk., Following
appropriate inquiry or investigation and adjudica-
tion of the results, the individual’s security clear-
ance will either be reinstated or revoked.

q. Revocation of security clearance. The per-
manent withdrawal and cancellation of an indi-
vidual’s security clearance for cause (para 17d).

5. Policy. a. No person is entitled to knowl-
edge of, possession of, or access to classified
defense information solely by virtue of his office,
position, grade, or security clearance. Such infor-
mation may be entrusted only to those individuals
whose official military or other governmental
duties require such knowledge or possession and
who have been investigated as required and cleared
for access in accordance with the minimum stand-
ards prescribed by this regulation. Clearances
serve to indicate that the persons concerned are
eligible for access to classified defense information
should their official duties so require.

b. No person will be granted a security clear-
ance unless 1t is affirmatively determined, as pre-
scribed herein, that such clearance is clearly con-
sistent with the interests of national security.

¢. No person will be granted an interim security
clearance or an access pending authorization un-
der the provisions of this regulation until such
time as the clearing authority has initiated the
action necessary for finnl clearance, The granting
of interim clearances will be kept to the absolute
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minimum reguired to fulfill the mission of the U.S.
Army,

d. Aliens, other than immigrant aliens, and for-
eign nationals are not eligible for security clear-
ances but may in exceptional cases be granted
limited access authorizations for access to classified
defense information under the provistons of para-
graph 16.

e. An immigrant. alien may Le granted a final
security clearance upon completion of a back-
ground investigation, as outlined in appendix I1
of AR 381-130, provided that it discloses no de-
rogatory information indicating that such access
would not be clearly consistent with the interests
of national security. The use of the polygraph is
authorized when it is necessary to verify informa-
tion furnished Ly the individual which cannot be
verified through the use of normal investigative
methods, provided the individual consents in
writing. Interim clearance for TOP SECRET
and SECRET is not authorized. Interim clear-
ance for CONFIDENTIAL is authorized after
completion of n national agency check (NAC)
whicli reveals no derogatory information and after
initiation of a background mvestigation.

/. The minimum investigative requirements pre-
scribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by the authorities listed in
paragraph G6e. The U.S. Army Intelligence Com-
mand (USAINTC) and oversen commmands func-
tioning as control offices for the conduct of investi-
gations will deny requests for tiiose personnel
security investigations of a scope beyond that pre-
seribed in this regulation unless sufficient justi-
fication is furnished with the request.

¢. A prerequisite for assignment of an indi-
vidual to an USP is & TOP SECRET sccurity
clearance based on a favorably completed back-
ground investigation less than 5 years old. To
assisi. commanders and supervisors in their obh-
eation to be knowledgeable of a subordinate’s
continued suitability for access to highly sensitive
information, those individuals selected for assigu-
ment. to positions designated Ufltra-Sensitive
(para 4g) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on a background investigation more than 5 years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be

TAGO T90A
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resvaluated 5 years from the date of their last
security investigation. The reevaluation will be
based on the results of a current reinvestigation
under the provision of AR 381-130, a review of the
individual’s personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. During the interview, the in-
dividual will be questioned concerning his physi-
cal, mental, and emotional health, and reminded
of the serious nature of his security responsibili-
ties. His motivation towards his assignment will
nlso be nscertained.

h. Reinvestigations directed in the preceding
paragraph of individuals in the USP category
will not routinely be conducted on persons in posi-
tions of a lesser degree of sensitivity. Command-
cers will request reinvestigation at any time credible
derogatory information concerning a cleared indi-
vidual is received. See paragraph 170.

?. Strict application of the need-to-know prin-
ciple will be adheved to when granting access to
highly sensitive code-name projects or other areas
of special security nterest. Individuals requiring
such access will have been the subject of an ap-
propriate investigation in accordance with the pro-
visions of this regulation and be currently cleaved
Tor access to at. least the category of classification
assigned to the project or area. Special security
clearance criterin and categories of classification,
other than those provided for in AR 380-5, will
not be utilized. This policy does not abrogate any
special requirements established by law or higher
authority.

7. Any person selected for duties in connection
with programs involving the education and orien-
tation of military personnel will have been the
subject of a favorable NAC prior to his assignment
in accordance with the provisions of AR 604-20.

I, Auy person selected to serve with a bonrd,
commitiee, or other group responsible for adjudi-
cating personnel security cases will have been the
subject of & favorable background investigation
prior to his assignment, except that military per-
sonnel who have been granted a final TOP
SECRET in accordance with the provisions of
paragraph 135(1) (3)2, and on whom a back-
ground investigation has been initiated, may be
selected for service on military personnel security
boards. This requirement applies to boards which
pass upon alleged disloyal, subvevsive, or dis-
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affected civilian and military personnel. The
basic qualifications, applicable to all officer posi-
tions, regardless of command or staff level, for
personnel engaged in the adjudication processing
of security cases ave prescribed in AR 604-13.

I. Personnel securivy investigations favorably
completed on ROTC cadets, after enrollment in
the ROTC advanced cowrse, are valid for the pur-
pose of issuing security clearances for 1 year sub-
sequent to date of commissioning as an officer.
Pending completion of a new investigation, in-
terim SECRET clearances may be issued to
ROTC graduates who enter active duty after 1
year, but less than 18 months from the date of
commissioning. An ROTC graduate who does
not enter active duty until after 12 months from
the date of commissioning will have a new NAC
or a bring-up background investigation initiated
by the appropriate major Army commander at
the time the officer is ordered to active duty.

m. Authority for granting security clearances
to civilian and military members of the Depart-
ment of the Army is limited to the Department
of the Army.

%n. Review of a general oflicer’s U.S. Army
Investigative Records Repository (USAIRR)
dossier, when required pursuant to this regulation
(e.g., as required for USP personnel), will be
conducted at Headgquarters, Department of the
Army level only. TRequests for such review may
be submitted only by the clearance nuthorities
specifically listed in paragraph 6. Such requests
will be in writing Lo the Assistant Chief of Staff
for Intelligence, ATTN: DSPO, Department of
the Army, Washington, I.C.. 20310, and will con-
tain the general officer’s full name, date and place
of birth, and specific reason for dossier review,
This policy does not preclude the review of o gen-
era] officer’s USAIRR dossier by a superior officer.
Requests for this purpose will be addressed as
above and wil] be authenticated by the intended
reviower. Paragraph 5a(5), AR 381-50 applies.

6. Clearance authority. «. The Secretary of
the Army hereby delegates authority to the follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: THe Under Secretary, Assistant Sec-
retaries, and Special Assistants to the Secreiary

of the Army; Chief of Staff of the Army; Heads
of Department of the Army General and Special

6

Staff agencies; Commanding Generals, C.S. Army
Air Defense Command, U.S. Army Combat De-
velopment Command, U.S. Ariny Muteriel Com-
mand, [7.S. Army Security Agency, U.S. Army
Strategic Communications Command, 7.8, Con-
tinental Army Command, U.S. Army Intelligence
Command; major oversea commands, Army
componeits of unified and specified commands,
CONTUS armies, Military Distvict of Washington,
U8, Army; Military Traffic Management and Ter-
minal Service, DA; and Commandant, National
War College. These officials may redelegate
seeurity clearance anthority to commanders of
subordinate field elemen{s in order to expedite per-
sonnel security clearance actions, Notwithstand-
ing such delegation, the persons holding the afore-
mentioned positions continue to be vesponsible for
all security clearance actions taken within their
respective jurisdiction.

0. Each person authorized to grant clearances
must himself have been subject of an investigation
meeting the requirements for a final TOP SE-
CRET clearance.

e. Clearance certificites on “commanders™ to
whom the Secretary of the Army has delegated
anthority to grant clearances in « above may be
executed within their own headquarters provided
the requireinents of » above are met. Further,
these commanders may appoint a stafl officer fo act
for them in the execution of clearance certificaies
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant clearance. Eacli commander is re-
sponsible for insuring that lus stafl’ officer who is
acting for him in this capacity is himself cleared
for TOP SECRET and is qualified by training
and experience to make valid security clearance
determinations,

d. Each commander will, before authorizing ac-
cess Lo defense information, insure that the indi-
vidual is familiar with the provisions of AR 380-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who have access to classified
information. Whenever a valid resson exists for
believing that an individual’s conduct, activities,
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or attitnde may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance nnd to effect his Iimnediate reassignment
to duties not requiring access to classified informa-
tion. Appropriafe actions under pertinent per-
sonne] regulations will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances. «. In respouse to DOD
policy guidance, Armny clearance authorities are
encouraged to accept from other commands, serv-
ices and agencies on a mutual and rveciprocal basis
{1) the results of previous investigations and (2)
previous clearances which have been granted by
appropriate authority, provided the previous
clearances have been based on investigative re-
quirements which are in consonance with current
standards. Such reciprocation will avoid the repe-
titions filing of personal history statement, the
time and expense of multiple investigations and
multiple clearances. However, this applies only
where a priov investigation by an investigative
agency of the Government meets the standards
prescribed herein. If the prior investigation does
not meet such standards, supplemental or addi-
tional investigation will be condueted.

b. Generally the validity of a clearance of an
individual granted by another service or agency
will not be questioned. However, cleavance au-
thorities have the right to review investigative
and personnel files pertaining to the individual in
question. When deemed necessary additionnl in-
vestigation may be requested before authorizing
the individual’s aceess to classified defense nfor-
mation. Requests foradditional investigation will
be precise and describe specifically what additional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
«. Whenever it becomes necessary for the Depart-
ment of the Avmy to anthovize uccess to ¢lassified
information in its custody to a member of another
service or agency who has not previonsly been
cleared or is in need of o higher degree of clear-
ance, the parent service ov agency will be requested
to conduct the necessary investigation and grant
the desired clearnnce. Records of the security
clearance or certificate of access authorization
aranted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service or agency.

TAGO T80A
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4. Should it be determined that it would not be
in the best interests of the national security to
permit the individual to have access to classified
defense information in Army custody, the com-
mander may reassign the individual to nonsensi-
tive duties within his organization, or if appro-
priate, revoke the detail or assighment, and advise
the parent service or agency of the reasons there-
for. The responsibility to suspend or revoke a
security elearance and initiate security proceed-
ings rests with the parent service or agency.

¢. Whenever Department of the Army person-
nel or members are assigned or detailed for duty
with another service or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its attention which relates to the individual's
continued eligibility for access to classified defense
information. Should the using service or agency
determine that the individual cannot have access
to classified defense information in its custody, i
will reassign the individual to other dnties within
its own organization or, 1f desired, revoke the
detail or assignient, and request the Chief of Per-
sonnel Operations, ATTN: EPD, Department of
the Avrmy, Washington, D.C. 20315, to furnish re-
assignment orders. The responsibility to suspend
or revoke a security clearance and initiate security
proceedings on Department of the Army members
or personnel rests with the Department ot the
Army.

d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOI) agencies and unified
and specified commands follows.

(1) The U.S. Army DPersonnel Security
Group, Fort Holabird, Md. 21219, is
designated the Department of the Army
element for granting or denying person-
nel security clearances to Army members
who are assigned and joined to other serv-
ices, the Joint Chiefs of Staff, the Office
of the Secretary of Defense and other
Dapartiment of Defense agencies.

(2) Army componenti commanders of unified
and specified commands are designated
Department of the Army elements for
oranting or denying personnel security
clearances to Army members assigned
and joined to thelr commands.
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9, Security clearance of separated Depart-
ment of the Army personnel. «. Clearances
granted under this regulation become invalid upon
termination of the mdividual’s service with the
Department of the Army by reason of discharge,
resignation, or retirement,

b. Retired general officer personnel may partici-
pate in classified conferences, or a particular ac-
tivity or project, under the supervision and at the
request of one of the officials designated in para-
graph 6z provided clearances in effect at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such cleqr-
ances remain valid for this purpose until
terminated by the Assistant Chief of Staff for
Intelligence, Department of the Army.

10. Implementation of class II installations

and activities, The heads of Headqguarters, De- ¢
partment of the Army Staft agencies having com-
mand responsibilities and the commanders of sep-
arate commands directly subordinate to Head-
quarters, Department of the Army, are responsible
for the implementation of this regulation at class
I1 installations and activities under their respee-
tive jurisdictions.

¥1l. Combat operations. Under combat con-
dirions, or sunilar military exigencies, authorities
listed in pavagraph 6e may waive such provisions
of this regulation as are operationally necessary
and warranted by the circumstances. In all such
cases the commander granting the waiver will in-
sure that the investigative or other prerequisites
waived are complied with as soon as circumstances
permit.
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SECTION II
INVESTIGATIONS

12, Types of investigations required for ac-
cess. ra. The types of personnel security investi-
gations normally required as a basis for granting
access to classified defense information are listed
below. The definition of each of these investiga-
tions is contained in AR 381-130.

(1) National Agency Check (NAC).

(2) Entrance National Agency
(ENTNAC),

{3) National Agency Check, plus written in-
quiries (NACI).

(4) Background Investigation (BI).

b. As indicated in paragraph 13, the type in-
vestigation required in any instance will depend
on the defense classification of the information to
which a clearance for access is required, the mili-
tary or civihian status of the individual concerned,
and his citizenship status.

c. Additional investigation is not required for
those individuals granted final security clearances
under procedures in effect prior to the date of this
regulation.

13. Types of investigation required for access
to each category of classified defense informa-
tion. a. General, Department of the Army mili-
tary members and civilian personnel may be de-
clared eligible for access to classified defense infor-
mation and granted a personnel security clearance
under the minimuwn requirements set forth below
for each category of defense information, provided
that no derogatory information based upon the
criteria outlined in paragraph 17 is developed,
which is of suflicient gravity to justify an overall
commonsense determination that the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vari-
ous classifications of defense information are set
forth in & through d below.

b. TOP SECRET.

(1) Final clearance.
(a) Cwiian personnel—UN. citizens.
Background Investigation,
() Military personnel—U.S. citizens,
1. Background Investigation, or
2. National Agency Check, plus
(a2} Continuous honorable active duty
as 2 member of the Armed Forees,

Check
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or a combination of such active
duty and civilian employment in
the Federal Government service on
a continuous basis, with no break
greater than 6 months, for a mini-
mum of 15 consecutive yemrs im-
nediately preceding the date of
the current investigation, or cur-
rent need for clearance, plus

(b} Check of the military field 201 file,
local intelligence files, provost
marshal files, and medical records.

Immigrant aliens (civilian or mili-

tary). Background Investigation.

(2) Interim clearance.

(a)

(0)
(¢)

(2)

1.

Civilian personnel—U/ 8. citizens. Na-
tional Agency Check. Only in case of
emergency will an interim clearance
be granted to employees occupying or
persons being considered for assign-
ment to sensitive critical or ultra-sen-
sitive positions. Approval for grant-
ing such clearances must be made by the
Secretary of the Army or his designee
and must be made a matter of record;
and, a National Agency Check with sat-
1sfactory results must have been com-
pleted.

Military  personnel—U.S.
National Agency Check.
Immigrant aliens (civilian or mili-
tary). No interim clearance author-
ized.

elitizens.

c. SECRET,
(1) Final clearance.

Civilian personnel—U.S. citizens.

National Agency Check, plus written
Inquiries to appropriate local law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continu-
ougly employed for s pertod of 5
years (with no break greater than 6
months) immediately preceding the
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date of the current investigation, or
current need for clearance.

2. A Background Investigation is re-
quired for employees occupying sen-
sitive positions (critical).

(b) Miditary personnel—U.S. citizens.
Y. National Agency Check or an En-
trance National Agency Check.

*Note. An ENTNAC is not valid for
the purpose of grauting an interim TOP
SECRET clearance.

2. Check of the military field 201 file, lo-
cal intelligence files, provost marshal
files, and medical records.

(¢) Immigrant aliens (civilian or mili-
tary). Background Investigation,
(d). Nonappropriated fund employees and

employees of the Army National
Guard—U.8. citizens. National Agen-
¢y Check.
(2) Interim clearance.
(a) Civilian personnel—U.S. citizens.

1. National Agency Check.

2. In case of emergency, interim clenr-
ance for access to SECRET may be
granted for o limited period pro-
vided a National Agency Check has
been initinied and the Secretary of
the Army or an authority listed in
paragraph 6 finds that such action is
necessary in the interests of national
security and makes a record of such
findings, In every case, (his action
will be based upon a check of avail-
able records to include those listed in
paragraph 20a.

(6) Military personnel—U.S. citizens.
Continuous honerable active duty as
s member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the daie of the
current investigation, plus a check of
the military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with Jess than 2 years service—
1. A check of files required above, plus
2, A check of the Federal Bureau of In-
vestigation Investigative and Identi-
fication Files.
(¢) Immigrant aliens (civilian or mili-

tary). Nointerim clearance author-
ized.

d. CONFIDENTIAL.

(1) Final clcarance.

(a) Civilian personnel—1U.8. citizens. Na-
tional Agency Check, plus written in-
quiries to appropriate local law en-
forcement agencies, former employers
and supervisors, references, and schools
attended, except that the written in-
quiries portion of the investigation may
be dispensed with for employees who
have been continuously employed for a
period of 5 years { with no break greater
than 6 months) immediately preceding
the date of the current investigation.

(b) Ailitary personnel—U.S. citizens. A
check of the military field 201 file, locul
intelligence files, provost marshal files,
and medical records.

(¢} Immigrant aliens (civilian or mili-
tary). Background Investigation.

(2) Interim clearance.

() Civilian personnel—U.S, citizens.

7. National Agency Check.

2. In case of emergency, interim clear-
ance may be granted for a limited
period provided a Nntional Agency
Check has been initinted and an au-
thority listed in paragraph 6 finds
that such action is necessary in the
interests of national security and
malkes a record of such finding. In
every case tlhus action will be based
upon a check of available records to
include those listed in paragraph 20a.

(b) Uilitary personnel—U.8. citizens. 1In-
terim clearance not authorized.

(¢) Immigrant aliens (civilian or mili-
tary). National Agency Check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation of
a full Background Investigation.

e. TOP SECRET and SECRET clearances
granted prior to 6 February 1963 (wherein serv-
1ce performed in active U.S. Army Reserve and
Army National Guard units was counted as “uac-
tive duty” time in computing the number of con-
secutive years of continuous active duty) remain
in effect.

14, Access pending clearance requirements—
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U.S. citizens. a. When immediate access to clas-
sified defense information is required in an emer-
gency in order for the individual concerned to
carry out his assigned task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph 6
may authorize such access to U.S. citizens, based
on a favorable check of the individual’s military
field 201 file or civilian personnel record, local in-
telligence, medical, and provost marshal files.

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such action may
jeopardize the accomplishment of the mission of
the organizations authorizing the access. In each
such case of granting emergency Immediate access,
a record of the authorization will be made and the
commander, or responsible authority concerned,
will have initiated the action necessary for final
clearance.

¢. Persons occupying positions defined in para-
graphs 4f and ¢ will not be granted access pend-
mg clearances.

15. Acceptance of investigations conducted
by other governmental agencies for clearance
purposes. «. Prior investigation. TWhenever a
prior investigation by any investigative agency of
the Federal Governmeni is equal n scope and
meets the standards prescribed in AR 381-130,
clearance may be granted upon review of the prior
investigation provided that service with the Fed-
eral Government has been continuous with no
break in service longer than 6 consecutive months
since completion of this prior investigation, and
an inquiry of the agency of prior employment dis-
closes no reason why eclearance should not be
granted. If the prior investigation does not meet
the requirements of AR 381-130, supplemental or
additional investigation will be conducted.

b. Acceptarce of investigations conducted for
eivilian employment.

% (1) The following investigations may be
necepted for clearance purposes within
the Department of the Ariny provided the
person has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
in service longer than 6 months since the
completion of the investigation, and an
inquiry to the agency of prior employ-
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ment discloses no reason why clearance
should not be granted.

(e) National Agency Check including FBI
fingerprint check conducted by a U.S.
governmental agency pursuant to Ex-
ecutive Order 10450, may be accepted
as the equivalent of a Nationual Agency
Checl.

(6) A “Full Field Investigation™ con-
ducted pursuant to Executive Order
10450 by a U.S. governmental agency
may be accepted, provided it is deter-
mined upon review of the investigative
report that it meets the scope pre-
seribed in appendix IT of AR 381-130
for a background investigation.

(e) A National Agency Check with writ-
ten inquiries conducted by the Civil
Service Commission, provided—

1. Review of the employec’s official per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under “Sec-
tion 3(a), Executive Order 10450;
or

w2. Certification 1s received from the

Civil Service Commission on CSC
Form 715 (Report of Clearly Favor-
able Results in DOD NACI Case)
that thelr investigation disclosed no
derogatory information. Upon com-
pletion of clearance action or action
required under part 111 of DA Form
873 {Certificate of Clearance and/or
Security Determination Under EO
10450) the requesting command will
forward the CSC Form 715 to the
U.S. Army Counterintelligénce Rec-
ords Facility, Fort Holabird, Md.
21219, for inclusion in the individ-
ual’'s GSAIRR dossier.

2) Where a background investigation of a

civilian employee is required under the
provisions of this regulation, the National
Agency Check component of the back-
ground investigation need not be dupli-
cated if it 1s determined that a U.S. gov-
ernmental agency s condueting or has
completed a National Agency Check that
meets the scope preseribed in appendix 1
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of AR 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in service longer
than 6 consecutive months since comple-
tion of the National Agency Checl.

16. yrAccess by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
security clearances. (Sece para B¢ for policy con-
cerning immigrant aliens.) Such personnel may
be granted limited access authorizations but only
under the conditions and procedures set forth in ¢
through ¢ below. A limited access authorization is
not to be considered a security clearance. {(The
term “alien” used throughout this paragraph re-
fers to both aliens and foreign nationals.)

a. Policy. Appropriate authority as defined in
¢ below may grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien in duties requiring access to
certain classified defense information is necessary
in the interests of national security. The classi-
fied mission of the command, agency, or installa-
tion is secondary to the interest of mational
security in establishing authorization. It is
therefore essential that strict limitations be placed
on the type of positions in which aliens may be
utilized and the type of inforination which may
be disclosed. In no ease will a limited necess
authorization be granted if the investigation dis-
closes information which raises a reasonable doubt
concerning the character, integrity, or trustworthi-
ness of the individual or if iuvestigation reveals
possible disaffection for the United States or the
intentional withholding or concealment of perti-
nent information pertaining to the individual’s
personal history.

b. Investigation. 'The mmimum scope of in-
vestigation to be conducted for the purpose of
granting o limited access authorization under the
provisions of this regulation is as follows:

(1) Such components of a background in-
vestigation (sce AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence Agency,
plus

12

(2) A polygraph examination to cover that
portion of the individual’s life. which
cannot Le investigated because of geo-
graphical, political, or other considera-
tions, provided the individual consents
in writing. Individuals who refuse to be
polygraphed will not be granted limited
access authorizations.

c. Authorization. Axithorization to grant ac-
cess as provided in this paragraph has been dele-
ated as follows:

(1) TOP SECRET—Secretary of the Army.
(2) SECRET—Authorities listed in para-
graph Ga.

(3) CONFIDENTIAL—Authorities listed
m paragrapl Ge or their designees.
d. Interim lmited access authorization. There

is no authority for the granting of au interim lim-
ited access authorization.

K. Use and disposition of DA Form 3028-R.
The appropriate authority indicated in ¢ above
upon granting a limited access authorization will
execute DA Form 3028-R (Iimited Access Au-
thorization (Aliens, Immigrant Aliens, Foreign
Natiomals)) (fig. 1), Each DA Form 3028-R
will include a statement specifving in detail
the specific type of classified information to
which the individual is authorized access and
that. such access is necessary in the interests of
national security. A job deseription will be added
as an inclosure 1o each DA Form 3028-R. This
authorization will remain.in efiect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be direeted to the Command-
g Officer, USAIRR, Fort Holabird, Md. 21219,
for inclusion in the individual’s USAIRR dossier.
tenewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during the period of anuthorization but need not
include an additional polygraph examination un-
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SECTION III

CRITERIA

17. Criteria for application of policy. a. The
ultimate determination of whether the granting of
a clearance is clearly consistent with the interests
of national security must be an overall common-
senso determination based upon all available in-
formation, both favorable and unfavorable. The
granting, denial, or revocation of a secarity clear-
ance may be a matter of far-reaching consequences
to the Department of the Army as well as to the
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avoided. The ae-
tivities and agsociations listed below, whether cur-
rent or past, may, depending upon the degree of
seriousness, be the basis for denial of aceess to
classified defense information, or revocation of
clearance.

(1) Commission of any act of sabolage, es-
pionage, treason, or sedition, or atlempls
thereat or preparation therefor; or con-
spiring with or aiding or abetting another
to commit or atterapt to commit any act of
sabntage, espionage, treason, or sedition.

(2) Establishing or continuing n sympathetic
association with a saboteur, spy, traitor,
seditionist, anarchist, or revolutionist, or
with an espionage or other secret agent or
representative of a foreign nation, or any
representative of a foreign nation whose
inlerests are inimical to the interests of
the United States, or with any person who
advocates the use of force or violence to
overthrow the Government of the United
States or the alteration of the form of
Government of the United States by un-
constitutional means.

(3) Advocacy of use of force or vielence to
overthrow the Government of the United
States or of alteration of the form of

fovernment of the United States by un-
constitutional means.

(4) Membership in, or affiliation or sympa-
thetic association with, any foreign or
donestic organization, association, move-
ment, group or combination of persons
which is totalitarian, Fascist, Communist,
or subversive, or which has adopted, or
shows, a policy of advocating or approv-
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(7)
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ing the commission of acts of force or
violence to deny other persons their rights
under the Constitution of the United
States, or which seeks to alter the form
of Government of the United States by
unconstitutional means. (An organiza-
tion movement, or group, officially des-
ignated by the Attorney General of the
United States to be totalitarian, Faseist,
Communist, or subversive, to advocate or
approve forcible or violent denial of con-
stitutional rights or to seek alteration of
the form of Government of the United
States by unconstitutional means, shall be
presumed to be of n character thus des-
ignated until the contrary be established.)
Performing or ailempting to perform his
duties, or otherwise acling, so a3 to serve
the interests of another government in
preference fo the interests of the United
States.

Failure or refusal to sign DD Form 98
(Armed Forces Security Questionnaire)
or DA Form 1111 (Statement of Non-
Afliliation Wik Certain Orgenizations)
as applicable, pleading protection of the
Fifth Amendment or of Article 31, Uni-
form Code of Military Justice, in refus-
ing to completely answer questions con-
tained in DD Form 98, DD Form 398,
or DA Form 1111, or otherwise failing or
refusing to answer any pertinent ques-
tion propounded in the course of an offi-
cial investigation, interrogation, or exam-
ination, conducted for the purpose of
ascertaining the existence or extent, or
both, of conduct of the nature described in
(1) through (5) above, and (7) through
(13) below.

Participation in the activities of an orga-
nization established as a front for an or-
ganization referred to in (4) above when
his personal views are sympathetic to the
subversive purposes of such organization.
Participation in the activities of an orga-
nization with knowledge that it had been
infiltrated by members of subversive
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groups under circumstances indicating
that the individusl was a part of, or
sympathetic to, the infiltrating element
or sympathetic to its purposes.

(9) Participation in the activities of an orga-
nization referred to in (4) above, in a
capacity where he should reasonably have
had knowledge of the subversive aims or
purposes of the organization.

(10) Sympathetic association with a member
or members of an organization referred
to in (4) above or sympathetic interests
in totalitarian, Fascist, Comununist, or
similar subversive movements.

(11) Currently maintaining a close continu-
ing association with a person who has
engaged in activities or associations of the
type referred toin (1) through (9) above.
A close continuing association may be
considered to exist if the individual lives
with, frequently visits, or frequently com-
municates with such person.

(12) Close continuing association of the type
described in (11) above, even though later
separated by distance, if the circum-
stances indicate that renewal of the asso-
ciation is probable.

(13) Any facts other than as set forth in (14)
through (19) below, which furnish reason
to believe that the individual may he sub-
jected to coercion, influence, or pressure
which may cause him to act contrary te
the best interests of national security.
Among matters which should be consid-
ered in this category would be the pres-
ence of a spouse, pareni, brother, sister,
or offspring in a nation, a satellite there-
of, or an occupied area thereof, whoso
interests are inimical to the interests of
the United States.

(14) Willful violation or disregard of secn-
rity regulations.

(15) Intentional unauthorized disclosure to
any person of classified information, or
of other information disclosure of which
is prohibited by law.

(16) Any deliberate misrepresentation, falsi-
fication, or omission of material fact.

(17) Any criminal, infamous, dishonest, im-

moral, or notoriously disgraceful conduct,

habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

(18) Adcts of a reckless, irresponsible, or wan-
ton nature which indicate such poor judg-
ment and instability as to suggest that
the individual might disclose security in-
formation to unauthorized persons or
otherwise assist such persons, whether de-
liberate or inadvertently, in activities
inimical to the security of the United
States.

(19) All other behavior, activities, or asso-
ciations which tend to show that the per-
son is not reliable or trustworthy,

(20) Any illness, including any mental con-
dition, of a nature which in the opinion
of competent medical authority may
cause significant defect in the judgment
or reliability of the individunl, with due
regard to the transient or continuing ef-
fect of the illness and the medical findings
in such case.

(21) Any excessive indebtedness, recurring
financial difficulties, unexplained afinence
or repetitive absences without leave
which furnish reason to believe that the
individual may sct contrary to the best
interests of national security.

{22} Refusal to take the Oath of Alleriance
or Oath of Service and Obedience.

b. Commanders and supervigors at all echelons
including company, separate detachment, or equiv-
alent level will take immediate action to suspend an
individnal’s access to classified information when-
ever credible derogatory information within the
scope of a above is received. In this conneclion,
full use will be made of medica) and military po-
lice reports. The responsible official withdrawing
access will promptily notify the clearance author-
ity of such action and initiate or request appropri-
ate investigation in order to permit expeditious
restoration of access or to provide a sound basis
upon which to effect revocation of the individual’s
security clearance. Upon completion of appro-
priate inquiry or investigation and review of all
pertinent facts, both favorable and unfavorable,
the commander authorized to grant clearance will
make a positive determination whether to revoke
the clearance or permit it to remain in force. If
the decision is to revoke the clearance, the action
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deseribed in paragraph 2¢ will be followed. In
addition, action will be initiated in accordance
with AR 600-31, AR 60410, SR 620-220-1, AR
381-115, AR 230-15, AR 640-98, AR 604-11, The
Uniform: Code of Military Justice, CPR S1, or
other regularions, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delingnent or irrational conduct on the
part of subordinates who have aecess to classified
information, This is particularly critical in cnses
of personnel who ocenpy USP,
¢. In evaluating information of a suitability na-
ture, consideration should be given to the gravity
of the information in derogation, the age of the
individual at the time the incident ocenrred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be construed as permanent proot of wnreliabil-
ity or lack of chavacter. Any determination in-
volving sueh information must be tempered by an
apprecintion of all the facts bearing on the case.
*d. When an NAC or ENTNAC develops un-
favorable information, any additional investiga-
tion required to resolve the case will be conducted
by USAINTC. When the NAC was conducted as
w basis for granting q security clearance, the com-
mander concerned must make a security deter-
mination under the provisions of this regulation.
When an ENTNAC or an NAC conducted for
purposes other than clearance develops derogatory
inforntation which does not warrant unfavorable
personnel action, the remarks section of the indi-
vidual’'s DA Form 66 or DDA Form 20 will be
amotated “Paragraph 17d, AR 604-5 applies.”
The fact that this annotation was accomplished
will be noted on the original copy of the DA Form
3027 which will be forwarded with the case file to
the USAIRR, Fort Holabird, Md. 21219, In the
event of a subsequent need for a security elearance
by & member whose records are so annotated, the
commander concerned will obtain and review the
individual’'s USAIRR iuvestigative dossier.
Based on all the information available, hoth favor-
able and unfavorable, he will either—
(1) Issue n security clearance and grant ae-
cess to classified information as needed;
(2) Take action to deny security clearance as
outlined in paragraph 24; or
(3) Request additional investigation upon
which to base definitive action under (1)
or (2) above.

TAGO TE0A

C 2, AR 604-5

18. Access to atomic energy information.
Access to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
COXNFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stat. 921, as amended 42 U.S.C, 2011 et
seq.) within the Department of the Army will be
governed by the clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAL defense information as set forth in
paragraph 13 of this regulation and AR 380-150.

19. Access to classified cryptographic infor-
mation. «. Authority. Authorities listed in
paragraph 6q, or their designees, are responsible
for determining that an individual has the need-
to-know and meets eligibility requirements prior
to authorizing such individual access to classified
eryptographic information,

b. Determination of eligibility.

(1) U.S. citizen personnel must possess a se-
curity clearance granted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
the eryptographic information to which
access 15 requived. However, as an addi-
tional requirement, a favorable National
Agency Check will have been completed
for those individuals who as members of
the National Guard or Rescrve forces re-
quire access o CONFIDENTIAL cryp-
rographic information in connection with
short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final type security clearance based on a
background investigation may he au-
thorized access o CONFIDENTIAL
cryptographic information. They will
not be—

(e) Authorized access to cryptographie in-
formation classified TOP SECRET or
SECRET.

{6) Appointed as eryptographic custodians
or as cryptographic security officers.

{¢) Given ncuess to safes where crypto-
graphic keying material and related
equipment are stored ; and

(d) Authorized access to research and de-

~ velopment information concerning
cryptographic information.
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(3) All other aliens are ineligible for access
to classified eryptographic informsation,
except that representatives of a foreign
government with which the United States
has an agreement may be granted nceess
to classified cryptographic information
which lins been released to that govern-
ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for access to classified eryptographic
information, appropriate nuthority referred to in
¢ above will formally authorize the individual’s
access. The authorization for necess will include
an indoctrination concerning the unique nature of
cryptographic information, its nnusual sensitivity,
the special security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will
be completed and made a matter of record as pre-
seribed in paragraph 25.

d. Termination of access. ‘When it is deter-
mined that the individual no longer meets clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn., Such

18

withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified eryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information, and that
he is subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a wmatter of record
as prescribed in paragraph 25,

e. Limited uccess. To meet operntional require-
ments, [7.5, citizen personnel whose primary duties
are not cryptographic in nature, but who may be
required (o have access to certain types of crypto-
graphic materinl (e.g., operation codes, authenti-
cation systems, call sign ciphers), may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;

(2) They have security clearances for access
to the classification category equal to or
higher than that of the material to be
released ;

(3) They are thoroughly instructed in the
proper handling and safeguarding of the
eryptographic information concerned;
and

(4) The Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirement.
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SECTION IV
ADMINISTRATION

20. Request for investigation. sa. Submis-
sion. A commanding officer, his representative, or
higher nuthority, upon determining that a person-
nel security investigation is required in conjunction
with a security clearance action, will reqnest such
investigation in accordance with AR 381-130,
(Civilhian employee preappointment and press-
signment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR I2.) A separate request will be sub-
mitted for each investigation specifying the type
investigation desired and the highest classification
of the information and material to which the in-
dividual will be allowed access. Tt will be accom-
panied by the appropriate forms prescribed in
AR 381-130. In addition, the requester will in-
dicate the results of a check of the following local
files: field military 201 fle or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical records are avail-
able on civilian personnel they will be checked).
Local file checks will not be conducied when re-
questing a routine National Agency Check on
nonprior service Regular Army personnel and
inductees undergoing basie training. Ilowever,
local file checks will be conducled on such per-
sons prior to the granting of a security clenrance.
If the results of the local file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regwlations will be taken. When this check
indicates that a case has been processed on an in-
dividual under the provistons of AR 604-10 or
SR 620-220-1, no action will be taken to grant
interim or final clearance until a complete review
of the USAIRR dossier has been accomplished
and a determination made that such clearance is
clearly consistent with the interests of national
security. In no instance will an interim clearance
action be taken on an individual or a request for
investigation necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual’'s DD Form 398, medi-
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cal record, or other record or source indicates tlre-
existence, current or past, of any mental or nervous
disorder, or emotional instability unless com-
petent medical authority certifics that the disorder
or instability has been overcome or is of such a
nature that it does not impair the subject’s judg-
ment or reliability. Such certifications, if made,
will accompany the request for investigation and'
will become an integral part of the USAIRR dos-
sier of the individual concerned.

*b. Retention of request for investigation. A
file copy of DA Form 278¢ (Request For and
Results of Personnel Security Action) and/or a
copy of DA Jorm 3027 (U.S. Army Request for
National Agency Check) will be maintained in
the individual’s field personnel file. These copies
will be removed and destroyed when the results
of investigation are received and a posiiive de-
termination has been made as to whether the sub-
ject of investigation will be granted or denied a
security clearance.

(1) When a determination is made to deny a
security clearance, action will be taken
in accordance with paragraph 21,

(2) When a clearsnce is granted on the basis
of a favorable Background Investigation,
the original copy of DA Form 2784 will
be annotated by the clearance authority
to reflect the nature of the clearance
action tuken and forwarded to the
TUSAIRR.

(3) When a clearance is granted based solely
on the results of a favorable NAC or
ENTRACQ, the original copy of DA Form
3027 will be destroyed inasmuch as the
TSAIRR will not maintain 2 dossier in
such cases.

¢. Cancellation of investigation. 'When the need
for a background investigation previously re-
quested no longer exists because of such reasons
as discharge, separation, death or in those cases
where the subject of the investigation has a history
of mental disorder, nervous disorder, or emoiional
instability which competent medical authority is
unable to certify as having been overcome or is
currently of such nature ss not to impair sub-
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ject’s judgment or reliability, the control office
-will be notified promptly in order that the investi-
gation may be canceled. Requests for NAC’s al-
ready submitted will not be canceled. Inthe event
a change of assignment within Department of the
Army is effected during the conrse of any investi-
gation, the control office will be notified so that
the results of the investigation may be forwarded
Ly the control office to the gaining command.

d. Preliminary report. A preliminary report
will be furnished the requester whenever unfavor-
ablo information which might warrant a denial of
clearance is developed either during the course of
any investigation or by the National Agency
Check portion of a background investigation.
Following submission of a preliminary report, the
investigation will be continued, except that in-
vestigations of military personnel, and DA civil-
3ans which develop the existence, current or past,
of any mental disorder, nervous disorder or emo-
tional instability will be suspended. The suspen-
sion will remain in effect until the requester
furnishes {he control office certification from com-
petent medical authority that the disorder has been
overcome or is of such a nature that it does not
impair subject’s judgment or reliability. Prelim-

inary reports concerning contractor personnel will
be submitted to the Defense Industrial Security
. Clearanee Office (DISCQO) but the invesiigation
ont such personnel will not be suspended regard-
less of the nature of the information developed.
Jommanders receiving preliminary reports con-
taining derogatory information will take appro-
priate action to insure the security of their
commands pending receipt. of final reports.

e. Receipt of reports efter change in status.
Should the requester receive a report of investiga-
tion subsequent to the subject’s reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through intel-
ligence channels as follows :

(1) If the subject of wnvestigation has been
reassigned and a completely favorable
repori is received by the requester, the
report will be forwarded directly to the
subject’s mew installation or activity.
However, unfavorable reports will be
forwarded through the appropriate com-
mand headquarters to the new command.

(2) If the person has been released from ac-
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tive duty or his employment terminated,
and he is & member of the U.S. Army
Reserve, report will be forwarded for
appropriate action to the ZI army, MDW,
or major commander in whose area the
person’s home of record is located.

(8) If the person has been released from ac-
tive military duly, or his employment
terminated, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area iu which the
State, district, or territory National
Guard is located.

v (4) 1f the person is deceased, if he has been
discharged from military service with no
U.S. Army Reserve commitment, or if
employment las been terminated and he
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the USAIRR
in accordance with AR 381-45.

% (5) Inthecasespecifiedin (1), (2),and (3)
above the commander to whom the report.
of mvestigation is forwarded for appro-
printe action will, after completion of
such action, if any, forward the report to
USAIRR in accordance with AR 381-45.

f. National Guard requests. The granting of
security clearances for access to TOP SECRET
and SECRET classified defense information to
members of the Army National Guard is the re-
sponsibility of commanders specified in ¢(3} above.
The granting of security clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests
for investigation of Nutional Guard personnel not
on active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the ZI army, MD)W, or oversea
command, major commanders will accept
for processing, requests for personnel se-
curity investigations submitted by the re-
spective adjutants general of the States,
territories, and the District of Columbia,
in order to insure that achievement of
operational readiness by National Guard
units will not be handicapped because of
a lack of security clearnnce. However,

TAGO 10374


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


concerned will ascertain whether a DD Form 98
has been accomplished. Whenever examination of
the individual’s unit personnel recowd reveanls that
a DD Form 98, up to date as of the current enlist-
mment or tour of duty, has been acconiplished, and
no action mider AR (0410 is pending or con-
templated, n request for clearance action may be
mitiated. YWhenever examination of the unit per-
sonnel records reveals that an up-to-date DD Form
98 has not been accomplished, the commander hav-
ing custody of the individual’s records will direct
that the form bLe accompli=hed and wil) take the
following action:

(1) If the DI Form Y8 is complefed without
qualification, investigative or clearance
action may be initiated, "The DD Form
98 will be filed m the individual's field
military 201 file.

(2) If the individual refuses to execute the
form in its entirety, or makes an entry
therein indieating ihat information with-
in the eriteria outlined in paragraph 14,
AT 604-10, may exist, action will be taken
in accordance with the provisions of AR
604-10.

b, Civilian personnel. Yrior to the initiation of
a request for a personnel security investigation
upon whieh to base a clearance action, or prior to
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the granting of a security clearance when investi-
gation is not required, the commuander will ascer-
tain whether DA Form 1111 has been acconm-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the current
period of employment. and no action under SR
(20-220-1 is pending or contemplated, a request
for clearance action may be initinted. Whenever
the record reveals that an up-to-date DA Form
1111 has not been accomplished, the commandey
will direct. that the form be accomplished and will
tnke the following action:

(1) It the DA Form 1111 is completed with-
out. qualifications, investigative or clear-
ance action may be initiated. The DA
Form 1111 will be filed as preseribed in
(PR Rl

(2) Lf the mdividual refuses to execute the
form in its entirety or makes an eniry
thereon, indicating that information
within the eriteria outlined in paragraph
I7, SR 620-220-1, may exist, action will
be taken in accordance with SR 620-
220-1.

(3) Faillure or refusal to execute and submit
DA Form 1111 is a basie disqualification
for emplovment and clearance will not be
aranted.
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minimum req to fulfill the ‘mission of the
U.S. Army.
d. Aliens, other Immigrant aliens, snd for-

elgn nationals are

graph 18,

security clearance upon cokipletion of a back-
ground investigation, as outliged in appendix If
of AR 381-130, provided that %t discloses no de-
rogatory information indicating\that such access
would not be clearly consistont with the interests
of national security. The use of tha polygraph is
authorized when it is necessary to velNfy informa-
tion Turnished by the individual whick cannot be
verified through the use of normal invgstigative
methods, provided the individual congents in
writing, Interim clearance for TOP SBCRET
and SECRET is not authorized. Interim¢lear-
ance for CONFIDENTIAL is authorized yfter
completion of a national agency check (NAL)
which reveals no derogatory information and aftkr
initiation of a background investigation.

7- The minimum investigative requirements pre-*,
\ for access to at least the category of classification

seribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by the authorities listed in
paragraph 6a. The U.S. Armoy Intelligence Com-
mand (USAINTC) and oversea commands func-
tioning as control offices for the conduct of investi-
cations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in this regulation unless sufficient justi-
fication is furnished with the request.

g. A prerequisife for assignment of an indi-
vidual to an USP is a TOP SECRET security
clearance based on a favorably completed back-
ground investigation less than 5 years old. To
assist commanders and supervisors in their obli-
gation to be knowledgeable of a subordinate’s
continved suitability for access to highly sensitive
information, those individuals selected for assign-
ment to positions designated Ultra-Sensitive
(para 4g) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on o background investigation more than 5 years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be
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reavaluated 5 years from the date of their last
secarity investigation. 'The reevaluation will be
based on the results of & current reinvestigation
under the provision of AR'881-180, 8 review of the
individunl’s personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. During the interview, the in-
dividual will be questioned concerning his physi-
cal, mental, and emotional health, and reminded
of the serious natura of his security responsibili-
ties. His motivation towards his assignment will
also be ascertained.

k. Reinvestigations directed in the preceding
paragraph of individuals in the USP category
will not routinely be conducted on persons in posi-
tions of » lesser degree of sensitivity. Command-
exs will request reinvestigation at any time credible
derogatory information concerning a cleared indi-
vidualis received. Seepuragraphl17d.

i. Strict application of the need-to-kmow prin-
ciple will be adhered to when granting access to
highly sensitive code-name projects or other areas
of special security interest. Individuals requiring
such access will have been the subject of an ap-
propriate investigation in accordance with the pro-
visions of this regulation and be currently cleared

\.n.s:,lgned to the project or area. Special sccurity

earance criteria and categories of classification, .
other than those provided “for in AR 880-5, will
not e utilized. This policy does not: a.brogute any
specid] requirements eeata.bhshed by law or higher
authority.

j. An¥ person selected for duties in connection
with programs involving the education and orien-
tation of Ynilitary ersonnel will have been the
r-,ub] ect of a\favorable NAC prlor to his assignment
in accordandg with the provisions of AR 604-20.

k. Any pergon selected to serve with & board,
committee, or §ther group responsible for adjudi-
cating personnd] security cases will have been the
subject of a favorable background investigation
prior to his essighment, except ‘that military per-
sonnel who have\ been granted a final TOP
SECRET in accorance with the provisions of
paragraph 135(1) (3)2, and on whorg a back-
ground investigation Yas been initiated, may be
selected for service on Iilitary personnel security
boards. This requirement applies to boards which
pass upon alleged dislopal, subversive, or dis-
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affected civilian and military personnel. The
basic qualifications, applicable to all officer posi-
tions, regardless of command or staff- level, for
personne} engaged in the adjudication processing
of security cases are prescribed in AR 604-13.

1. Personnel security investigations favorably
completed on ROTC cadets, after enrollment in
the ROTC advanced course, are valid for the pur-
pose of issuing security clearances for 1 year subse-
quent to date of commissioning as an officer.
Pending completion of a new investigetion, in-
terim SECRET clearances may be issued to
ROTC graduates who enter active duty after 1
year, but less than 18 months from the date of
commissioning. An ROTC graduale who does
not enter active duty until after 12 months from
the date of commissioning will have a new NAC
or a bring-up background investigation initiated
by the appropriate major Army comamander at
the time the officer is ordered to active duty.

%m. Authority for granting security clearances
to civilian and military members of the Depart-
ment of the Army is limited to the Department
of the Army.

6. Clearance authority. +a. The Secretary of
the Army bereby delegates authority to the follow-
ing to clear personne! within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant Sec-
retaries, and Special Assistants to the Secretary
of the Army; Chief of Stafl of the Army; Heads
of Department of the Army General and Snecial
Staff agencies; Commanding Generals, U.S. army
Air Defense Command, U.S. Army Combat De-
velopment Command, U.S. Army Materiel Com-
mand, U.S. Army Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinentd]l Army Command, U.S. Army Inteiligence
Command; major oversea commands, Army com-
ponents of unified and specified commands, ZI
armies, Military District of Washington, U.S.
Army; Military Traffic Management sand Ter-
minal Service, DA; and Commandant, National
War College. These officials may redelegate se-

curity clearance authority to commanders of sub-
ordinate field elements in order to expedite
personnel security clearance sctions. Notwith-
standing such delegation, the persons holding the
aforementioned positions continune to be responsi-

ble for all security clearance actions taken within
their respective jurisdiction.

5. Each person authorized to grant clearances
must himself hava been subject of an investigation
meeting the requirements for a final TOP
SECRET clearance.

¢. Clearance certificates on “commanders” to
whom the Secretary of the Army has delegated au-
thority to grant clearances in ¢ above may be exe-
cuted within their own headquarters provided the
requirements of b above are mét. Further, these
commanders may appoint a staff officer to act
for them in the execution of clearance certificates
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant clearance, Each comimander is re-
sponsible for insuring that his staff officer who is
acting for him in this capacity is himself cleared
for TOP SECRET and is qualified by training
and experiencs to make valid security clearnnce
determinations.

d. Each commander will, before authorizing ac-
cegs to defense information, insure that the indi-
vidual is familiar with the provisions of AR 380-%,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing closs super-
vision and observation of the activities and be-
bavior of personnel who have sccess to classified
information. Whenever a valid reason exists for
believing that an individual's conduct, activities,
or attitude may jeopardize security, prompt action

will be taken to suspend or revoke his security
clearance and to effect his immediate reassignment
to duties not requiring access to classified informa-
tion. Appropriate actions under pertinent per-
sonnel regulations will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances.

“Ya. In responsa to DOD policy guidance, Army
clearance authorities are encouraged to accept
from other commands, services and agencies on a
mutual and reciprocal basis (1) the resulis of pre-
vious investigations and (2) previous clearances
which have been granted by appropriate authority,
provided the previous clearances have been based
on investigative requirements which are in conso-
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nance with.current standards. Such reciprocation
will avoid the repetitious filing of personal history
statement, the time.and expenseof suultiple investi-
gations and amultiple clearances, Fowever, this
applies only where a prior investigation by an in-
vestigative agency -of the Government meets the
standards prescribed herein. If the prior investi-
gation does not meet such standards, supplemental
or additional investigation will be conducted.

b. Generally the validity of a clearance of an
individual granted by another service or agency
will not be questioned. ¥owever, clearance au-
thorities have the right to review investigative and
personnel files pertaining to the individual in ques-
tion. VWhen deemed necessary additional investi-
gation may be requested before authorizing the
individual’'s access to classified defense informa-
tion. Requests for additional investigation will
be precise and describe specifically what additional
investigation is decined necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment of the Army to authorize access to classified
information in its custody to o member of another
service or agency who has not previously been
clenred or is in need of a higher degree of clear-
ance, the pareni service or agency will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
granted by the parent sexvice or agency will be
maintained in accordance with the administrative
procedures of that service or agency,

b. Should it be determined that it would not be
in the best inlerests of the national security to
permit the individual to have access to classified
defense information in Ariny custedy, the com-
mander may reassign the individual to nonsensi-
tive duties within his organization, or if appro-
priate, revoke the detail or assiglunent, and advise
the parent service or agency of the reasons there-
for. The responsibility to suspend or revoke a
securily clearance and initiate security proceed-
ings rests with fhe parent service or agency.

¢. Whenever Department of the Army person-
nel or members are assigned or detailed for duty
with another service or agency, it s Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
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ing to its attention which relatesto the individuni’s
continued eligibility for access to classified defense
information. Should the using service or agency
delermine that the individusl vannot have access
to classified defense information in its custody, it
will reassign the individual o other duties within
its -ewn -organization, or, if desired, revoke the
detail or assignment, and request. the Chief of Per-
sonnel Operations, ATTN : EPD, Department of
the Army, Washington, D.C., 20315, to furnish re-
assignment orders. The responsibility to suspend
or revoke a security clearance and initiate security
proceedings on Department of the Army members
or personnel rests with the Department of the
Army,

%d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOI) agencies and unified
and specified commands follows,

(1) The U.S. Army Personnel Security
Group, Fort Holabird, Md., 21219, is
designated the Department of the Army
element for granting or denying personnel
security clearances to Army members who
are assigned and joined to other services,
the Joint. Chiefs of Staff, the Office of the
Secretary of Defense and other Depart-
ment of Defense agencies,

(2) Army component commmanders of nnified
and specified commands are designated
Department of the Army eclements for
granting or denying personnel security
clearances to Army members assigned and
joined to their commands.

9. Security clearance of separated Depart-
ment of the Army personnel. a. Clearances
granted under this regulation become invalid upon
lermination of the individual’s service with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Retired general officer personnel may partiei-
pate in classified conferences, or a particular activ-
ity or project, under the supervision and at the
request of one of the officiszls designated in para-
graph 6z provided clearances in effect at the time
of retirement would be adequate for the particu-
lar conference, nctivity, or project. Such clear-
ances remain valid for this purpose until
terminated by the Assistant Chief of Staff for
Intelligence, Department of the Army.


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


C 1, AR 604-5

. 10. Implementation of class II installations
and activities. The heads of Headquarters, De-
partment of the Army Staff agencies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Department of the Army, are responsible
for the implementation of this regulation at class

IT installations and activities under their re-
spective jurisdictions. .

11, Combat operations. Under combat condi-
ditions or other military exigencies, authorities
listed in paragraph 6a may waive such provisions
of this regulation as are warranfed by the
circumstances. -
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U.S. citizens, . When immediate access to clas-
sified defense information is required in an emer-
gency in order for the individual concerned to
carry out his assigoed task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph 6
may authorize suck access to U.S. citizens, based
on a favorable check of the individual’s military
tield 201 file or civilian personnel record, local in-
telligence, medical, and provest marshal files.

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such action may
jeopardize the accomplishiment of the mission of
the organizations authorizing the access. In each
snch case of granting emergency immediate access,
a record of the authorization will be made and the
commander, or responsible suthority concerned,
will have initiated the action necessary for final
clearance.

¢. Persons occupying positions defined in para-
graphs 4 f and ¢ will not be granted access pend-
ing clearances.

15. Acceptance of investigaiions conducted
by oiher governmental agencies for clearance
purposes. a. Prior investigation. Whenever a
prior investigation by any investigative agency of
the Federal Government is equal 1n scope and meets
the standards prescribed in AR 381-130, clearance
may be granted upon review of the prior investiga-
tion provided that service with the Ifederal Gov-
ernment has been continuous with no break in
service longer than & consecutive months since
completion of this prior investigation, and an in-
quiry of the agency of prior employment discloses
no reason why clearance should not be granted. If
the prior investigation does not meot the require-
ments of AR 381-130, supplemental or additional
investigation will be conducted.

b. Acceptance of investigations conducted for
civilian employment.

% (1) The following investigations may be
accepted for clearance purposes within
the Department of the Ariny provided the
person has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
in service longer than 6 months since the
completion of the investigation, and an
inquiry to the agency of prior employ-

TAGO 1037A

C 1, AR 6045

ment discloses no reason why clearance
should not be granted.

{a) National Agency Check including FBI
fingerprint check conducted by a U.S.
governmenial agency pursuant to Ix-
eculive Order 10450, may be accepied
as the equivalent of a National Agency
Check.

{6y A “Full Field Tuvestigation®” conducted

pursuant to Executive Order 10450 by
a U.8. governmental agency may be ac-
cepted, provided it is determined upon
review of the investigative report that
1t meets the scope prescribed in appen-
dix IT of AR 381~130 for a background
investigation.

(¢) A National Agency Check with written
inquiries conducted by the Civil Service
Commission, provided—

1. Review of the employes’s officizl per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under “Sec-
von 3(a), Executive Order 104507
or

2. Cortification is received from the
Civil Service Commission on CSC
FYorm 715 (Report of Clearly Favor-
able Results in DOD NACI Case)
that their investigation disclesed no
derogatory information. Upon com-
pletion of clearance action or action
required under part ITI of DA Form
873 (Certificate of Clearance and/or
Security Determination Under EO
10450} the requesting command will
forward the CSC Form 715 to the
U.S. Army Counterintelligence Rec-
ords Facility, ¥Fort Holabird, Md,,
21219, for inclusion in the individ-
ual’s USAIRR dossier.

(2) Where o background investigation of a

civilian employee is required under the
provisions of this regulation, the National
Agency Check component of the back-
ground investigation need not be dupli-
cated if it is determined that a U.S. gov-
ernmental agency 1s conducting or has
comapleted a National Agency Check that
meets the scope preseribed in appendix I

1
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of AR 381-150, and providing that serv-
ice with the Federal Government has been
continuous with no breakin service longer
than 6 consecutive months since comple-
tion of the National Agency Check.

16. Access by aliens, immigrant aliens, and
foreign nationals. Immigrant aliens on whom
the completion of a background investigation is
not possible because of geographic, political, or
other considerafions, aliens, and foreign nationals
aro not eligible for security clearances. Such per-
sonnel may be granted limited access anthorization
but only under the conditions and procedures set
forth in a through ¢ below. A limited access an-
thorization is not to be considered a security clear-
ance. For the purpose of brevity, the term
“alien” is used thronghout this paragraph to cover
all categories of aliens mentioned above. See
paragraph 5¢ for security clearance policy con-
cerning immigrant aliens on whom full completion
of a background investigation is possible.

a. Policy. Appropriste authority as defined in
¢ below may grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien in dwties requiring access to
cerinin classified defense inforination is necessary
in the interests of national security. The classi-
fied mission of the command, agency, or installa-
tion is secondary to the interest of national
security in establishing authorization. It 1is
therefore essential that strict limitations be placed
on the type of positions in which aliens may be
utilized and the type of information which may
be disclosed. Tn no case will a limited access
authorization be granted if the Investigation dis-
closes information which raises a reasonable doubt
concerning the character, integrity, or trustworthi-
ness of the individual or if investigation reveals
possible disaffection for the United States or the
intentional withholding or concezlment of perti-
nent information pertaining to the individuals
personal history.

b. Investigation. The minimum scope of in-
vestigation to be conducted for the purpose of
granting a limited access authorization under the
provisions of this regulation is as follows:

(1) Such components of a background in-

vestigation (see AR 381-130) as are pos-
sible of achievrement, plus a check of the
files of the Centra] Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual’'s life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided the individual consents
in writing, Individuals who refuse to be
polygraphed will not be granted limited
access authorizations.

¢. Authorization. Authorization to grant ac-
cess as provided in this paragraph has been dele-
cated as follows:

(1) TOP SECRET—Secretary of the Army.

(2) SECRET— Authorities listed in pare-
graph Ga.

(3) CONFIDENTIAL—Authorities
in paragraph 6a or their designees.

d. Interan limited access authorization. There
is no authority for the granting of an interim lim-
ited access authorization.

e, Authorization. The appropriate authority
indicated in ¢ above upon granting a limited ac-
cess authorization will execute DA Form 3028-R
(Limited Access Authorization (Aliens, Immi-
grant Aliens, Foreign Nafionals)) (fig. 1), Each
DA Form 3028-R will include a statement specify-
ing in detail the specific type of classified informa-
tion to which the individual is authorized access
and that such access is necessary in the interests of
national security. A job description will be added
as an inclosure to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoea-
tion or rescission will be directed to the Command-
ing Officer, USAIRR, Fort Holabird, Md., 21219,
for inclusion in the individual's USAIRR dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during the period of authorization but need not
include an additional polygraph examination un-

listed
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described in paragraph 24 will be followed. In
addition, action will be initiated in accordanee
with AR 600-31, AR 604-10, SR 626-220-1, AR
B8L-113, AR 230-15, AR 640-98, AT 60¢-11, The
Uniform Code of Military Justice, CPR S1, or
other regulations, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delinguent or irrational conduct on the
part of subordinates who have access to classified
information, This is particularly eritical in cases
of persennel who occupy USP.

¢, In evaluating information of s suitability na-
Lure, consideration should be given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
Ax jsolated instance of youthful indiscreiion must
not be construed as permanent proof of unreliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by au
appreciation of all the facts bearing on the case.

*d. When an ENTNAC develops unfuvorable
information, additional investigation as required
to resolve the case will be conducted by USAINTC.
In those cases where the commander, after review
of the cnrse, determines that the derogatory infor-
mation is such that wnfavorable personnel action
is nol warranted, and that the individual has no
need for access to classified information, he will
annotate the remarks section of the individual’s
DA ¥orm 20: “Parcagraph 17d, AR 604- 5 applies,”
and forward the case file to the USATRE, Fort
ITolabird, Md,, 21219. In the cvent of a subse-
quent need for granting persons in this category
access to classified information, the commander
concerned will eall for and review the individual’s
dossier. Based upon the information available,
both favorable and unfavorable, he will either- -

(1} Issue a security clearance and grant ac-
cess to classified information as needed;

{2} Propose to deny security clearance and
take action as outlined in paragraph 24
of thisregulation; or

{3) Request additional investigation.

18. Access to atomic energy information.
Access to atomic energy information bearing the
lassifications TOP SECRET, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stat. 921, as amended 42 U.S.C. 2011 et
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seq.} within the Department of the Army will be
governed by the clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTTAL defense information ns sef forth in
parsgraph 13 of this regulation and AR 380-150.

19. Access to classified cryptographic infor-
mation. a. Authority. Authorities listed in
paragraph 6g, or their designees, are responsible
for determining that an individual Las the need-
to-know and meets eligibility requirements prior
to anthorizing such individual access to classified
cryptographic information.

b. Determination of eligibility.

(1) U.S. citizen personnel must possess a se-
curity clearance granted in accordance
with this regulation for access to clasai-
fiedd defense information of the same or
higher classifieation category as that of
the cryptographic information to which
access 1s required. ITowever, as an addi-
tional requirement, & favorable National
Agency Check will have been completod
for those individuals who as members of
{he National Guard or Iieserve forces re-
quire access o CONFIDENTTAL cryp-
tographic imformation in connection with
short periods of active duty or for train-
ing purposes while not on active duty.

(2) TImmigrant aliens who have been granted
a final {ype seenrity clearance based on a
background investigation may Dbs su-
thorized access to CONFIDENTIAL
eryptographic information, They will
not be—

(@) Authorized access to cryptographie in-
formation classtfied TOP SECRET or
SECRIT.

(3) Appointed as cryptographic eustodians
or as eryplographic security officers.

(e) Given access to safes where erypto-
graphic keying material and related
cquipment are stoved; and

(d) Authorized access to resenrch and de-
velopment informaiion  concerning
eryptographic information.

{(3) Al other aliens are ineligible for access
to classified cryptogeaphic information,
except that representatives of a foreign
governent with which the United States
has an agreement may be granted access

17


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


C 1, AR 6045
to classified cryptographic information

which has been released to that govern-:

ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

e. Authorization for access. Following the de-
termination that the individual has o need-to-know
and is eligible for access to classified cryptographic
information, appropriate suthority referred to in
a above will formally authorize the individual’s
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will
be completed and made & matter of record as pre-
scribed in paragraph 23,

d. Termination of access, When it is defer-
mined that the individual no longer meets clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-

18

tion is important to the national security, that the
individual is still bounqd by all security regulations
pertaining to cryptographic information, and that
he is subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
ns pregcribed in paragraph 25.

e. Limited access. Tomeet operational require-
mentis, [.S. citizen personnel whose primary duties
are not cryptographic in nature, but who may be
required to have access to certain types of crypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers) may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;

(2) They have security clearances for access
to the classification category equal to or
higher than that of the material to be
released ;

(8) They are thoroughly instructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

(4) The Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirenent.
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clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with the request:

(a) All general officers of divisions and
brigades.

() General and special staff officers of di-
visions and brigades.

(¢) Commanding officers of separale units
as deemed necessary by the respective
State adjutants general,

{d) Adjuiants general or commanding gen-
erals of troops of the respective
States, territories, and the Distriet of
Columbia.

{e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

(2} Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants general
of the States, territories, and the District
of Columbia. If an adverse determina-
tion is rendered by the major commander,
the case file, together with the major com-
mander's determination will be forwarded
to the Chief, National Guard Bureau, for
his determination for appointment or re-
tention in the National Guard.

Y (3) National Guard personnel serving in
Air Defenso Task organizations in
CONUS who require immediate access
pending fulfillment of clearance require-
ments will be granted such access by the
Commanding General, U.S. Army Air
Defense  Command {ARADCOM).
Prior to granting Iinmediate access,
ARADCOM will insure that the appro-
priate investigative action has been re-
quested. In addition, ARADCOM will
advise the ZI army having security clear-
ance responsibility over the subject indi-
vidual of ench immediate access authori-
zation granted. In the event the ZI
army concerned receives information suf-
ficiently derogatory to constitute a
basis for denial of security clearance,
CGARADCOM will be immediately
informed.

9. Reports of investigation to the Civil Service
Commisgion. In order to comply with section
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9(b), Executive Order 10450, when the investiga-

tive agencies of the Department of the Army
conduct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will prepare Standard Form
79 (Notice of Security Investigation) and will
submit it to the Civil Service Commission on the
same day the investigation is ivitiated.

k. Forwarding results. The requesting com-
mand will indicate the estimated reporting date
on investigative requests when the results are to
be returned to a gaining command for action. If,
upon receipt of such results, the gaining command
cannot locate the subject individual within 14 days
of his estimated reporting date, the investigative
results will be returned to the original requester.
The original requester will locate the individual
and forward the investigative results to the cor-
rect address.

21. Armed Forces Securily Questionnaire
(DD Form 93) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111).
a. Militory personnel. Prior to the initiastion of
& request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the command having cus-
tody of the unii personnel records of the individ-
ual concerned will ascertain whether a DD Form
98 has been accomplished. Whenever examina-
tion of the individual's unit personnel record re-
veals that a DD Form 98, up to date as of the
current enlistment or tour of duty, has been ac-
complished, and no action under AR 604-10 is
pending or contemplated, a request for clearance
action may be initisted. Whenever examination
of the unit personnel records reveals that an up-to-
date DD Form 98 has not been accomplished, the
commender having custody of the individual's
records will direct that the form be accomplished
and wil] take the following action:

(1) If the DD ¥orm 98 is completed without
qualification, investigative or clearance
action raay be initiated. The DD Form
98 will be filed in the individual’s field
military 201 file.

{(2) If the individual refuses to execute the
form in its entirety, or makes an entry
“therein indicating that information with-
in the criteria outlined in paragraph 14,

AR 60410, may exist, action will be
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token in accordance with the provisions
of AR 80410, ,
. b, Civilian:persormsl, Priorto the initiatien of
a Tequest for :a personnel security investigation
‘mpon ‘which to base & ‘clearance.action, or prior to
the granting of a security clearance when investi-
gation is mot required, the commander +will ascer-
tain whether DA Form 1111 has been .accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed :during the current
period :of employment and no action under SR
620-220-1 is pending or cantemplated, a request
for clearance action may be initiated. Whenever
the record reveals that an up-to-date DA Form
1141 has not been accomplished, the commander
will -direct that the form he accomplished and will
take the followingaction:

(1) X the DA Form 1111 is completed with-
out qualifications, investigative or clear-
ance sction may be initiated. The DA
Form 1111 will be filed as prescribed in
‘CPR R1.

{2) If the individual refuses to execute the
form in its entirely or makes an entry
thereon, indicating that information
within the criteria outlined in paragraph
17, SR 620-220-1, may exist, action will
be taken in accordance with SR 620-
220-1.,

(8) Failure or refusal to .execute and submit
DA Form 1111 is a basic disqualification
for employment and clearance will not be
granted.

w22, Validation of DA Form 873 (Certificate
of Clearance and/or Security Determination
Under £0 10450). ¢. When a gaining command,
or agency, accepts o previous security clearance
issued by another command, agency, or activity,
-and 2 review of the individual’s USATRR investi-
gative dossier has not been made, part VI of the
DA Form 873 contained in the individual’s mili-
tary field 201 file or civilian personnel folder will
be validated as follows:
Validated in accordance with paragraph 22a, AR 6045,

by (validating headquarters) on (date of validation) by
{signature, typed name, grade, title of validating sau-

thority).

%. 'When 2 gaming commend -or ‘agency accepts
a previens security clearance issued by another
command, npency, or activity, and & review of the
individual’s USAIRR investigative dossier has

22

‘been made, part V1 of the DA Form 873 contained
in the individual’s field military 201 fileor civilian
personnel folder wil be walidated .as foHows:

VYalidated fn accordance 'with-paragmph 22b, AR ¢04-5
by (xaHdating headquarters) .on 7(date of validation) by
(signature, typed or stamped nome, rank, title of validat-
ing muthority).

¢. Prior to validating & previous clearance, the
following local files will be reviewed:

(1) Field military 201 file-or-civilian person-
nel folder.

{2) Medical records (when .medical records
of civilian personnel are available, they
will'be checked).

d. The provisions of @ above-do not apply when
validating the clearance of an individnal selected
for assignment to & USP. The USAIRR dossier
as well as the files listed in ¢ above will be reviewed
in each such-case.

23. Record of security clearance. +ka. In-
terim and final security clearances granted under
this regulation will be made o matter of record
and a copy of the most recerntly issued final clear-
ance (DA Form 873) will become a permanent
part of the individual’s USATRR file and » semi-
permanent part of his field military 201 file or
official civilian personncl folder, as appropriate.
In the case of military personnel, entries must also
be made on DDA Form 66 (Officer ‘Qualification
Record) or DA Form 20 (Enlisted Qualification
Record) in accordance with AR 611-103 and AR
600-200.

'D. An unclassified DA Form 873 will be exe-
cuted on all interim and final security clearances
for access to TOP SECRET, SECRET, and
OONFIDENTIAL information unless an appro-
priate certificate of final clearance, based upon cur-
rent investigative standards, is already posted in
the field military 201 file or civilian personnel
folder (except that CONFIDENTIAL clearance
granted military personnel need only be recorded
-on the DA Form 66 or DA Form 20 in accord-
ance with ¢ above). AIll copies will be signed
by authority of the commander authorized to
grant clearance. Final clearance certificates once
granted remain valid unless revoked for cogent
reason (s) or‘become irrvalid by reasen of upgred-
ing the degree of security clearance (e.g., SE-
CRET to TOP SECRET), discharge, resignation,

o7 retirement. The distribution -of certificates of
-clenrance will be as follows:
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(1) Interim clearance certificates. One copy USAIRR dossier. Clearances granted
will be placed within the field military solely on the basis of a favorable NAC
201 file or official civilian personnel or ENTNAC will not be forwarded
folder until removed for cause or replaced sinca USAIRR no longer maintaing a

by a certificate granting final clearance.

(2) Final clearance certificates.
(@) The original will be placed in the indi-
vidual’s field Personnel Records Jacket
(DA Form 201) or official civilian per-
sonnel folder and maintained as a semi-

dossier in such cases.

{¢) In the case of civilian employees who
are also members of the Army Na-
tional Guard or U.S, Army Reserve,
additional distribution bearing a nota-

tion thereon of the military status of
rmanent record. !

*(bl))eo::;ncopy S:ill be forwarded to the the individual will be made as follows:
Chief, U.S. Army Investigative Rec- 1. One copy to L}-le adjutant general of
ords Repository, Fort Holabird, Md., the appropriate S}abe, Commo'n-
21219, for inclusion in the individual’s wealth of Puerto Rico, or the Dis-
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minimum required to fulfll the mission of the
U.SNrmy.

d. ANjens, other than immigrant aliens, and for-
elgn nationals are not eligible for security clear-
ances but pay in exceptional ceses be granted
limited accesdauthorizations for access to classified
defense infortyation under the provisions of
paragraph 16.

e. An immigrant alien may be granted a final
security clearance upon completion of a back-
ground investigation, ¥s outlined in appendix 1I
of AR 381-130, provideq that it discloses no de-
rogatory information indiating that such access
wonld not be clearly consistynt with the interests
of national security. The useqf the polygraph is
authorized when it is necessary d verify informa-
tion furnished by the individual Which cannot be
verified through the use of normal investigative
methods, provided the individual “qounsents in
writing. Interim clearance for TOP\SECRET
and SECRET is not authorized. Interhp clear-
ance for CONFIDENTIAL is authorized after
completion of a national agency check (NAC)
which reveals no derogatory information and a¥er
initiation of a background investigation.

f. The minimum investigative requircments pre-
seribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by the authorities listed in
paragraph 6a. The U.S. Army Intelligence Com-
mand (USAINTC) and oversea commands fune-
tioning as control offices for the conduct of investi-
rations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in this regulation unless sufficient justifi-
cation is furnished with the request.

g. A prerequisite for assignment of an indi-
vidual to an USP is a TOP SECRET security
clearance based on a favorably completed back-
ground investigation less than § years old. To
assist commanders and supervisors in their obli-
cution to be knowledgeable of a subordinate’s
continued suitability for access to highly sensitive
information, those individuals selected for assign-
ment to positions designated Ultra-Sensitive
(para 4g) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on a background investigation more than b years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be re-
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evaluated 5 years from the date of their last secu-
rity investigation. The reevaluation will be based
on the resulis of a current reinvestigation under
the provision of AR 381-130, a review of the indi-
vidual’s personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. Iuring the interview, the in-
dividual will be questioned concerning his physi-
cal, mental, and emotiional health, and reminded
of the serious nature of his security responsibili-
ties. Iis motivation towards his assignmenit will
also be ascertained.

L. Reinvestigations directed in the preceding
paragraph of individuals in the TUSP category
will not routinely be conducted on persons in posi-
tions of a lesser degreo of sensitivity. Command-
ers will request reinvestigation at any time credible
derogatory information concerning a cleared indi-
vidual is received. See paragraph 172.

. Strict application of the need-to-know prin-
ciple will be adhered to when granting access to
highly sensitive code-name projects or other areas
of special security interest. Individuals requiring
such access will have been the subject of an ap-
propriate investigation in accordance with the pro-
visions of this regunlation and be currently cleared
for access to at least the category of classification
gssigned to the project or area. Special security
chearance criteria and categories of classification,
othar than those provided for in AR 380-5, will
not ba utilized. This policy does not abrogate any

special\pequirements established by law or higher
authority
7. Any person selected for duties in connection

with programs involving the education and orien-
tation of military personnel will have been the
subject of a favosable NAC prior to his assignment
in accordance with the provisions of AR G04-20.

%. Any person selgcted to serve with a board,
committee, or other ghoup responsible for adjudi-
cating personnel securiby cases will have been the
subject of a favorable background investigation
prior to his assignment, exsgpt that military per-
sonnel who have been grapted a final TOP
SECRET in accordance with\the provisions of
paragraph 135(1)(8)2, and om\ whom a back-
ground investigation has been inkjated, may be
selected for service on military persdpnel security
boards. This requirement applies to bdards which
pass upon alleged disloyal, subversivd, or dis-
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affected civilian and military personnel. The basic
qualifications, applicable to all officer positions,
regardless of command or staff level, for personnel
engaged in the adjudication processing of security
cases are prescribed in AR 604-13,

7. Personnel security investigations favorably
completed on ROTC cadets, after enrollment in
the ROTC advanced course, are valid for the pur-
pose of issuing security clearances for 1 year subse-
quent to date of commissioning as an officer.
Pending completion of a new investigation, in-
terim SECRET clearunces may be issued to ROTC
graduates who enter active duty after 1 year, but
less than 18 months fron the date of commis-
sioning. An ROTC graduate who does not enter
active duty until after 12 months from the date
of commissioning will have a new NAC or a
bring-up background investigation initiated by the
appropriate major Army commander at the time
the officer is ordered to active duty.

6. Clearance authority. a. The Secretary of
the Army hereby delegates authority to the follow-
ing Lo clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant Sec-
rotaries, and Special Assistants to the Secretary
of the Army; Chief of Staff of the Army; Heads
of Departmnent of the Army General and Special
Staff agencies; Commanding Generals, U.S. Army
Air Defense Command, 17.8. Army Combat De-
velopment. Command, U.S. Army Materiel Com-
mand, U.S. Army Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinental Army Command, U.S, Army Intelligence
Command ; major oversea commands, Army com-
penents of unified and speecified commands, ZI
armies, Mihtary District of Washington, U.S.
Army; and Commandant, National War College.
Theze officials may redelegate security clearance
authority to commanders of subordinate field ele-
ments in order to expedite personnel security clear-
ance actions. Notwithstanding such delegation,
the persons holding the aforementioned positions
continue to be responsible for all security clear-
ance actions taken within their respeciive jurisdic-
tion.

b. Each person authorized to grant clearances
must himself have been subject of an investigation
meeting the requirements for a final TOP SE-
CRET clearance.

e. Clearance certificates on “commanders” to

whom the Secretary of the Army has delegated an-
thority to grant clearances in a above may be exe-
cuted within their own headquarters provided the
requirements of b above are met. Further, these
commanders may appoint a staff officer to act
for them in the execution of clearance certificates
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant clearance. Each commander is re-
sponsible to insure that his staff officer who is act-
ing for him in this capacity is himself cleared for
TOP SECRET and is qualified by training and
experience to make valid security clearance deter-
minations.

d. Each commander will, before authorizing ac-
cess to defense information, insure that the indi-
vidual is familiar with the provisions of AR 380-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information,

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who huve access to classified
information. Whenever a valid reason exists for
believing that. an individual’s conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance and to effect his iminediate reassignment
to duties not requiring access to classified informa-
tion. Appropriate actions under pertinent per-
sonnel regulations will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances. a. Responsible authori-
ties within the Armed Forces and other agencies of
the Department of Defense will accept. from each
other on a mutual and reciprocal basis the results
of previous investigations and previous clearances
which have been based on investigative require-
ments which are in consonance with current stand-
ards. Such reciprocation will avoid the repeti-
tious filing of personal history statements, and the
time and expense of multiple investigations and
multiple clearances. This, however, applies only
where a prior investigation by an investigative
agency of the Government meets the standards
prescribed herein. If the prior investigation does
not meet such standards, supplemental or addi-
tional investigation wiil be conducted,

b. Generally the validity of a clearance of an
individual granted by another service or agency

TAGO 118RA


PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP


will not be questioned. ITowever, clearance au-
thorities have the right to review investigative and
personnel files pertaining to the individual in ques-
tion. When deemed necessary additional investi-
gation may be requested before authorizing the
individual’s access to classified defense informa-
tion. Requests for additional investigation will
be precise and describe specifically what additional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment. of the Army to authorize nccess to classified
information in its custody to a member of another
service or agency who has not previously been
cleared or is in need of a higher degree of clear-
ance, the parent service or agency will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
granted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service or agency.

. Should it be determined that it would not be
in the best interests of the national security to
permit the individual to have access to classified
defense information in Army custody, the com-
mander may reassign the individual to nonsensi-
tive duties within his organization, or if appro-
priate, revoke the detail or assignment, and advise
the parent service or agency of the reasens there-
for. The responsibility to suspend or revoke a
security clearance and initiate security proceed-
ings rests with the parent serviee or agency.

e. Whenever Department of the Army person-
nel or members are assigned or detailed for duty
with another service or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its attention which relates to the individual’s
continued eligibility for access to classified defense
information. Should the using service or agency
determine that the individual cannot have access
to classified defense information in its custody, it
will reassign the individual to other duties within
its own organization, or, if desired, revoke the
detail or assignment, and request the Chie{ of Per-
sonnel Operations, ATTN: EPD, Department of
the Army, Washington, 1.C., 20315, to furnish re-
assigmment orders. The responsibility to suspend
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or revoke & security clearance and initiste security
proceedings on Department of the Army members
or personnel rests with the Department of the
Army.

d. (1) The Joint Chiefs of Staff have author-
ized commanders in chief of unified and
specified commands to grant interim
clearances to members of the Department
of the Army within their specific areas of
jurisdiction. Before granting interim
clearances the CINC’s have Leen directed
to assure that the minimum requirements
established for such clearances Lave been
met and the Department of the Army has
been requested to initinte a final clearance
of the sume degree.

(2) Army component commanders of unified
and specified commands are designated
Department of the Army elements to ac-
complish the parent service duties for
processing and pranting final security
clearances to Arviny personnel assicued {o
their commands.

9. Security clearance of separated Depart-
ment of the Army personnel. a. Clearances
granted under this regulation become invalid upon
termination of the individual’s service with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Retired general officer personnel may partici-
pate in classified conferences, or a particular activ-
ity or project, under the supervision and at the
request of one of the offictals designated in para-
graph 6a provided clearances in effect at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain  valid for ihis porpose nntil
terminated by the Assistant Chief of Staff for
Intelligence, Department of the Army.

10, Implementation of class II installations
and activities. The heads of Ieadquarters, De-
partment of the Army Staff agencies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to lead-
quarters, Department of the Army, are responsible
for the implementation of this regulaticn «at class
IT installations and activities under their re-
spective jurisdictions.

11. Combat operations. Under combat condi-
tions or other military exigencies, authorities
listed in paragraph 6z may waive such provisions
of this regulation as are warranted by the
clreumstances,
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SECTION II
INVESTIGATIONS

12, Types of invesiigalions required for ac-
cess. a. The types of personnel security investi-
gations normally utilized incident to granting ac-
cess to classified defense information are listed be-
low. The definition for and the component parts
of each of these investigations are contained in
AR 381-130.

(1) National agency check (NAC).

(2) National agency check, plus written in-
quiries (NACI).

(3) Background investigation (BI).

b. As indicated in paragraph 13, the type in-
vestigation required in any instance will depend
on the defense classification of the information to
which a clearance for access Is required, the mili-
tary or civilian status of the individual concerned,
and his citizenship status.

¢. Additional investigation is not required for
those individuals granted final security elearances
under procedures in effect prior to the date of this
regulaLion.

13. Types of investigation required for access
to each category of classified defense informa-
tion. a. General. Department of the Army mili-
tary members and civilian personnel may be de-
clared eligible for aceess to classified defense infor-
mation and granted a personnel security clearance
under the minimum requirements set forth below
for each category of defense information, provided
that no derogatory information based upon the
criteria outlined in paragraph 17 is developed,
which i« of sufficient gravity to justify an overall
commonsense defermination that the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vari-
ous classifications of defense information are set
forth in & through d below.

b. TOPr SECRET.

(1) Final clearance.
(a) Civilian  personnel—{/.5,  citizens.
Background investigation.
(8) Military personnel—U.8. citizens.
1. Background investigation, or
2. National agency check, plus
(n) Continuous honorable active duty
as a member of the Armed Forces,
or s combination of such active
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duty and civilian employment in
the Federal Government service on
a continuous basis, with no break
greater than 6 months, for a mini-
mum of 15 consecutive years im-
mediately preceding the date of
the current investigation, or cur-
rent need for clearance, plus

(b) Check of the military field 201 file,
local intelligence files, provost
roarshal files, and medical records.

(¢) Fmmigrant aliens (civilian or mili-

{ery). Background investigution.

(2 faterim clearance.
(@) Civilian personnel—U.8S. citizens. Na-

tional agency check. Only in case of
emergency will an interim clearance
be granted to employees occupying or
persons being considered for assign-
ment to sensitive-critical or ultra-sen-
sitive positions. Approval for grant-
ing such clearances must be made by the
Secretary of the Army or his designee
and must be made a maiter of record;
and, a national agency check with sat-
isfactory results must have been com-
pleted.

(&) Military personnel—U.S. citizens. Na-

tional agency check.

(¢) fmanigrant aliens (civilian or mili-

tary). No interim clearance aulhor-
ized.

¢. SECRET.
(1) Final clearance.
(@) Civilian personnel—U.S, citizens,
7. National agency check, plus written

inquiries o appropriate Jocal law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continu-
ously employed for a period of 5
years (with no break greater than 6
months) immediately preceding the
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date of the current investigation, or
current need for clearance.

2. A background investigation is re-
quired for employees occupying sen-
sitive positions (critical).

(b) Military personnel—U.S. citizens.

1. National agency check.

2, Check of the military field 201 file, lo-
cal intelligence files, provost marshal
files, and medical records.

(¢) Immigrant aliens (civilian or mili-
tary). Background investigation.

(d) Nonappropriated fund employees and
employees of the Army National
Guard—U.S. citizens. National agency
check.

(2) Interim clearance.

(a) Cévilian personnel—U.S. citizens.

1. National agency check.

2. In case of emergency, interim clear-
ance for access to SECRIZT may be
granted for a limited period provided
o national agency check has been
initinted and the Secretary of the
Arny or an authority listed in para-
graph 6 finds that such action is nec-
essary in the interests of national
security and makes a record of such
findings. In every case, this action
will be based upon a check of avail-
able records to include those listed in
paragraph 20a.

(d) Military personnel—U.S. citizens.
Continuous honorable active duty as
a member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the date of the
current investigation, plus a check of
the military field 201 £le, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with less than 2 years service—

1. A check of files required above, plus

A check of the Federal Bureau of In-
vestigation Investigative and Identi-
fication Files.

(¢} Immigrant aliens (civilian or mili-

tary). No interim clearance author-
ized.

.
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d. CONFIDENTIAL,
(1) Final clearance.

(a) Civilian personnel—U.8. citizens. Na-
tional agency check, plus written in-
quiries to appropriate local law en-
forcement agencies, former employers
and supervisors, references, and schools
attended, except that the written in-
quiries portion of the investigation may
be dispensed with for employees who
have been continuously employed for a
period of 5 years ( with no break greater
than 6 months) immediately preceding
the date of the current investigation.

(b) Miitary personnel—U.S. citizens. A
check of the military field 201 file, local
intelligence files, provost marshal files,
and medical records.

(¢} Immigrant aliens (cividian or mili-
tary). DBackground investigation.

(2) Interim clearance.

(a) Civilian personnel—U.S. citizens.

1. National agency check.

2. In case of emergency, interim clear-
ance may be granted for a limited
period provided a national agency
check has been initiated and an an-
thority listed in paragraph 6 finds
that such action is necessary in the
interests of national security and
raakes a record of such finding. In
overy case this action will be based
upon a check of available records to
include those listed in paragraph 20a.

(b) Miditary persennel—US. citizens. In-
terim clearance not authorized.

{¢) Immigrant aliens (civilian or mii.
tary). National agency check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation of
a full background investigation.

e. TOP SECRET and SECRET clearances
granted prior to 6 February 1963 (wherein serv-
ice performed in active U.S. Army Reserve and
Army National Guard units was counted as “ac-
tive duty” time in computing the number of con-
secutive years of continuous active duty) remain
in effect.

14, Access pending clearance requirements—
U.S. citizens, ¢. When immediate access to clas-
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sified defense information is required in an emer-
gency in order for the individual concerned to
carry out his assigned task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tlonal interest, anthorities listed in paragraph 6
may authorize such access to U.S. citizens, based
on a favorable check of the individual’s military
field 201 file or civilian personnel record, local in-
telligence, medical, and provost marshal files,

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such action may
jeopardize the accomplishment of the mission of
the organizations authorizing the access. In each
such case of granting emergency immediate access,
o record of the authorization will be made and the
commander, or respousible: authority concerned,
will have initiated the action necessary for final
clearance.

¢. Persons occupying positions defined in para-
graphs 4 f and g will not. be granted access pend-
ing clearances.

‘15. Acceptance of investigations conducied
by other governmental agencies for clearance
purposes. «. Prior investigation. Whenever a
prior investigation by any investigative agency of
the Federal Government is equal in scope and meets
the standards prescribed in AR 381-130, clearance
may be granted upon review of the prior investiga-
tion provided that service with the Federal Gov-
ernment has been continuous with no brealk in
service longer than ¢ consecutive months since
completion of this prior investigation, and an in-
quiry of the agency of prior employment discloses
no reason why clearance should not be granted. 1f
the prior investigation does not meet the require-
ments of AR 381-130, supplemental or additional
investigation will be conducted.

b. Acceptance of investigations conducted for
civilian employment,

(1) The following investigations may be ac-
cepted for clearance purposes within the
Department of the Army provided the
person has been continually in the employ
of the executive branch of the Federal
Governnent and there has been no break
longer than 6 months since the completion
of the investigation, and an inquiry to the
agency of prior employment discloses no
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reason why clearance should not be
granted. - However, a new national
agency check will be completed in cases
wherein the previous investigation was
completed 5 years priov to date of current
clearance requirement.

{(a) National agency check including FBI
fingerprint check conducted by 2 U.S.
governmental agency pursuant to Ix-
ecutive Order 10450, may be accepted
as the equivalent of a national agency
check.

(6) A“Full Field Investigation™ conducted

pursuant to Executive Ovder 10450 by
a 11,3, governmental agency may be ac-
cepted, provided it is determined upon
review of the investigative report that
it meets the scope preseribed in appen-
dix IT of AR 381-130 for a background
investigation.

{¢) A national ageney check with written
inquiries conducted by the Civil Service
Commission, provided—

1. Review of the employee’s official per-
sonnel folder reveals his Application
for Federal Lmnployment bears z
stamped notation indicating the ap-
plication was processed under “Sec-
tion 3(u), Executive Order 104507
or

2. Certification is received from the Civil
Service Commission on CSC Form
715 (Report of Clearly Favorabie
Results in DOD NACI Case) that
their investigntion disclosed no de-
rogatory information. Upon com-
pletion of clearance action or action
required under part ITI of DA Form
873 (Certificate of Clearance and/or
Security Determination Under O
10450) the requesting command will
forward the CSC Form 715 to the
U.S. Army Counterintelligence Rec-

- ords Facility, Fort Holabird, Md.,
21219, for inclusion in the individ-
ual’s USACRF dossier.

(2) Where a background investigation of a

civilian employee is required under the
provisions of this regnlation, the national
agency check component of the back-
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ground investigation need not be dupli-
cated if if is determined that & U.S. gov-
ernmental agency is conducting or has
completed a pational agency check that
meets the scope prescribed in appendix I
of AR 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in service longer
than 6 consecutive months since comple-
tion of the national agency check.

16, Access by aliens, immigrant aliens, and
foreign nationals. Immigrant aliens on whom
the completion of a background investigation is
not possible because of geographic, political, or
other consideratjons, aliens, and foreign nationals
are not eligible for security clearances. Such per-
sonnel may be grantea limited access authorization
but only under the conditions and procedures set
forth in a through ¢ below. A limited access au-
thorization is not o be considered a security clear-
ance. For the purpose of bhrevity, the term
“alien” is used throughout this paragraph to cover
all caiegories of aliens mentioned above. See
paragraph 5e for security clearance policy con-
cerning immigrant aliens on whom full completion
of a background investigation is possible.

a. Policy. Appropriate suthority as defined in
¢ below many grant an alien a limited access au-
thorization when it is determined that the employ-
ment of 2n alien in duties requiring access to cer-
tain classified defense information is necessary in
the interests of national security, The classified
mission of the command, agency, or installation is
secondary to the interest of national security in
establishing authorization. It is therefore essen-
tial that strict limitations be placed on the type of
positions in which aliens may be utilized and the
type of information which may be disclosed. In
no case will a limited access authorization be
granted if the investigation discloses information
which raises a reasonable doubt concerning the
characler, integrity, or trustworthiness of the in-
dividual or if investigation reveals possible disaf-
fection for the United States or the intentional
withholding or concealment of pertinent informa-
tion pertaining to the individual’s personal his-
tory.

b. Investigation, The minimum scope of in-
vestigation to be conducted for the purpose of

12

granting a limited access authorization under the
provisions of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 381-130) as are pos-
sible of achiovement, plus a check of the
files of the Central Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual’s life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided the individual consents
in writing. Individuals who refuse to be
polygraphed will not be granted limited
access authorizations.

c. Authorization. Authorization to grant access
as provided in this paragraph has been delegated
ag follows:

(1) TOP SECRET—Secretary of the Army.

(2) SECRET—Authorities listed in para-
graph 6a.

(3) CONFIDENTIAL -Authorities
in paragraph 6a or their designees.

d. Interim limited access authorization. There
i3 no authority for the granting of an interim Yim-
ited access authorization.

e. Authorization. The appropriate authority
indicated in ¢ above upon granting a limited ac-
cess authorization will executs DA Form 3028-R
(Limited Access Authorization (Aliens, Immi-
grant Aliens, Foreign Nationals)) (fiz. 1). Fach
DA Form 3028-R will include a statement specify-
ing in detai] the specific type of classified informa.-
tion to which the individual is authorized access
and that such access is necessary in the interests of
national security. A job description will be added
ag an inclosure to each IDA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. 1f revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
g Officer, USACRF, Fort HHolabird, Md., 21219,
for inclusion in the individual’s USACRF dossier.
Renewsl requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 38 years
during the period of authorization but need not
include an additional polygraph examination un-

listed
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described in paragraph 24 will be followed. Im
addition, action will be initiated in accordance
with AR 600-31, AR 604-10, SR 620-220-1, AR
381115, AR 230-15, AR 640-98, AR 604-11, The
Uniform Code of Military Justice, CPR S1, or
other regulations, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delinquent or irrationsl conduct on the
part of subordinates who have access to classified
information. This is particularly critical in cases
of personnel who occupy USD,

¢. In evaluating information of a suitability na-
ture, consideration should be given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be construed as permanent proof of unreliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by an
appraciation of all the facts bearing on the case.

18, Access to atomic energy information.
Access {0 atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Alomic Energy Act of
1954 (68 Stat. 921, as amended 42 U.S.C. 2011 et
seq.} within the Department of the Army will be
governed by the elearance procedures preseribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAT: defense information as set forth
in paragraph 13 of this regulation and AR 330-
150,

19, Aceess to classified cryptographic infor-
mation. a. Autheority. Authorities listed in
paragraph 62, or their designees, are responsible
for determining that an individual has the need-
to-know and meets eligibility requirements prior
to authorizing such individual access to classified
cryptographic information,

b. Determinalion of cligibility.

(1) U.S. citizen personnel must possess a se-
curity clearance pranted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
the eryptographic information to which
access is required. However, as an addi-
tional requirement, a favorable national
agency check will have been completed
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for those individuals who as members of
the National Guard or Reserve forces re-
quire access to CONFIDENTIAL cryp-
tographic information in connection with
ghort periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
& final type security clearance based on a
background investigation may be anthor-
ized access to CONFIDENTTAL crypto-
graphic information. They will not be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

{b) Appointed as cryptographic custodians
or as cryptographic security officers.

{c) Given access to safes where crypto-
graphic keying material and related
equipment are stored; and

(d) Authorized access to research and
development information concerning
eryptographic information.

(3) All other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United States
has an agreement may bo granted access
to classified cryptographic informa-
tion which has been released to that
government in accordance therewith, pro-
vided the foreign government certifies
that the individual has an appropriate
clearance and is authorized and desig-
nated to receive the information.

¢. Authorization for access. Following the de-
termination that the individual has & need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
a above will formally authorize the individual’s
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will be
completed and made a matter of record as pre-
seribed in paragraph 25.

d. Termination of access. When it is deter-
mined that the individual no longer meets clear-
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ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryplographic information, and that
he is subject to periulties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 23.

e. Limited access. To meet operational require-
ments, .S, citizen personnel whose primary duties
are not cryptographic in nature, but who may be
required to have access to certain types of erypto-

18

graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers) may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;

(2) They have security clearances for access
to the classification category equal to or
higher than that of the material to be
released ;

(3) They are thoroughly instructed in the
proper handling and safeguarding of the
aryptographic  information concerned;
and

{4) The Director, National Security Agency
has designated the cryptomaterial as
exempt. from the formal authorization
requirenient.
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SECTION IV
ADMINISTRATION

20. Request for investigation. a. Submission.
A commanding officer, his representative, or higher
authority, upon determining that & personnel se-
curity investigation is required in conjunction with
a security clearance action, will request such in-
vestigation in accordance with AR 381-130. (Ci-
vilian employee preappointment and preassign-
ment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR I2.) A separate request will be sub-
mitted for ecach investigation specifying the type
investigation desired and the highest elassification
of the information and material to which the in-
dividual will be allowed access. It will be accom-
panied by the appropriate forms prescribed in
AR 381-130. 1n addition, the requester will in-
dicate the results of a check of the following local
files: field military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical records are
available on civilian personnel they will be
checked). TLocal file checks will not be conducted
when requesting a routine national agency check
on nonprior service Regular Army personnel and
inductees undergoing basic training., Tlowever,
local file checks will be conducted on such per-
sons prior to the granting of a security clearance.
If the resulis of the local file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regulations will be taken. When this check
indicates that a cnse has been processed on an in-
dividual under the provisions of AR 60410 or
SR 620-220-1, no action will be taken to grant
interim or final clearance until a complete review
of the TSACRF dossier has been accomplished
and a determination made that such clearance is
clearly consistent with the interests of national
security. Tn no instance will an interim clearance
action be taken on an individual or a request for
investigation necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual’s DD Form 398, medi-
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cal record, or other record or source indicates the
existence, current or past, of any mental or nerv-
ous disorder, or emotional instability unless com-
petent medical authority certifies that the disorder
or instability has been overcome or is of such a
nature that it does not impair the subject’s judg-
ment or relizbility. Such certifications, if made,
will accompany the request for investigation and
will become an integral part of the USACRF dos-
sier of the individual concerned.

b. Retention of request for investigation. A file
copy of DA Form 2784 (Request for and Results
of Personnel Security Action) and/or a copy of
DA Form 3027 (U.S. Army Request for National
Agency Check) will be maintained in the indi-
vidual’s field militery 201 file or official civilian
personnel folder. These copies will be removed
and destroyed when the investigation has been
completed and a positive determination has been
made as to whether the subject of the investigation
will be granted or denied a security clearance.
The original copies of these forms will be anno-
tated by the clearance authority to reflect the na-
ture of the clearance action taken and forwarded
to USACRF.

0. Cancellation of investigation. When the need
for 8 background investigation previously re-
quested no longer exists because of such reasons as
discharyge, separation, death or in those cases where
the subject of the investigation has a history of
mental disorder, nervous disorder, or emotional
instability which competent medical authority is
unable to certify as having been overcome or is
currenily of such nature as not to impair subject’s
judgment or reliability, the cortrol office will be
notified promptly in order that the investigation
may be canceled. Requests for NAC’s already sub-
mitted will not be canceled. In the event a change
of assignment within Department of the Army is
effected during the course of any investigation, the
control office will be notified so that the results of
the investigation may be forwarded by the con-
trol office to the gaining command.

d. Preliminary report. A preliminary report
will be furnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed either during the course of
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any investigation or by the national agency check
portion of a background investigation. Follow-
ing submission of a preliminary report, the inves-
tigation will be continued, except that investiga-
tions of military personnel, and DA civilians which
develop the exisience, current or past, of any
mental disorder, nervous disorder or emotional
instability will be suspended. The suspension will
remain in effect until the requester furnishes the
control office certification from competent medical
authority that the disorder has been overcome or is
of such a nature that it does not impair subject’s
judgment or reliability. Preliminary reports con-
cerning contractor personnel will be submitted to
the Defense Industrial Security Clearance Office
(D1SCO) but the investigation on such per-
sonnel will not be cuspended regardless of the
nature of the information developed. Command-
ers receiving preliminary reports contalning de-
rogatory information will take appropriate action
to insure the security of their commands pending
receipt of final reports.

e. Receipt of reports after change in status.
Should the requester receive a report of investiga-
tion subsequent to the subject’s reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through intel-
ligence channels as follows:

(1} If the subject of investigation has been
reassigned and & completely favorable
report is received by the requester, the
report will be forwarded directly to the
subject’s mew installation or activity.
ITowever, unfavorable reports will be
{forwarded through the appropriate con-
mand headquarters to the new command.

(2) If the person has been released from ac-
tive duty or his employment terminated,
and he is a member of the U.8. Army
Reserve, report will be forwarded for
appropriate action to the ZT army, MDW,
or major commander in whose area the
person’s home of record is loeated.

(3) If the person hes been released from ac-
tive military duty, or his employment
terminaied, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area in which the

20

State, district, or territory National
Guard is located.

(4) If the person is deceased, if he has been
discharged from military service with no
U.S. Army Reserve commitment, or if
employment has been terminated and le
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the USACRF
in accordance with AR 38i-45.

(5) If the case specified in (1), (2), and (3)
above the commander to whom the report
of investigation is forwarded for appro-
priate action will, after completion of
such action thereon, if any, forward the
report to USACRI in accordance with
AR 381-45.

f. National Guard requests. The granting of
securily clearances for access to TOI SECRET
and SECRET classified defense information to
members of the Army National Guard is the re-
sponsibility of conunanders specified in ¢(3) above,
The granting of security clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the National Guard
Burean has delegated such authority., Reguests
for investigation of National Guard personnel not
on active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the ZI army, MDDV, or oversea
command, major cointuanders will accept
for processing requests for personnel se-
curity investigations submitted by the re-
spective adjutants general of the Siates,
territories, and the Distriet of Columbia,
in order to insure that achievement of
operational readiness by National Guard
units will not be handicapped because of
a lack of security clearance. However,
clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with the reguest :

(@) All general officers of divisions and
brigades.

(&) General and special stafl officers of di-
visions and brigades.

(¢} Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.
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(d) Adjutants general or commanding gen-
erals of troops of the respective
States, territories, and the District of
Columbia.

(e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants general
of the States, territories, and the District
of Columbia. If an adverse determina-
tion is rendered by the major commander,
the case file, together with the major com-
mander’s determination will be forwarded
to the Chief, National Guard Bureau, for
his determination for appointment or re-
tention in the National Guard.

g. Reports of investigation to the Civil Service
Commassion. In order to comply with section
9(b), Executive Order 10450, when the investiga-
tive agencies of the Department of the Army
conduct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will prepare Standard Form
79 (Notice of Security Investigation) and will
submit it to the Civil Service Commission on the
same day the investigation is initiated.

h. Forwarding results. The requesting com-
mand will indicate the estimated reporting date
on investigative requests when the results are to
be returned (o 2 gaining command for action. If,
upon receipt of such results, the gaining command
cunnot locate the subject individual within 14 days
of his estimated reporting date, the investigative
results will be returned to the original requester.
The original requester will locate the individual
and forward the investigative results to the cor-
rect address.

21, Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nonafliliation
With Certain Organizations (DA Form 1111).

a. Military personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior te
the granting of a security clearance when investi-
gation is not required, the command having cus-
tody of the unit personnel records of the individual
concorned will ascertain whether 8 DD Form 98
has been accomplished. Whenever examination of

TAGO 1183A

AR 604-5

the individual’s unit personnel record reveals that
2 DD Form 98, up to date as of the current enlist-
ment or tour of duty, has been accomplished, and
no action under AR 604-10 is pending or con-

templated, a request for clearance action may be

initiated. Whenever examination of the unit per-.
sonnel records reveals that an up-to-date DD Form

98 has not been accomplished, the commander hav-

ing custody of the individual’s records will direct

that the form be accomplished and will take the

following action:

(1) If the DD Form 98 is completed without
qualification, investigative or clearance
action may be initiated. The DD Form
98 will be filed in the individual's field
military 201 file,

(2) If the individual refuses to execute the
form in its entirety, or makes an entry
therein indicating that information with-
in the criteria outlined in paragraph 14,
AR 604-10, may exist, action will be taken
in accordance with the provisions of AR
604-10.

b, Civilian personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the current
period of employment and no action under SR
620-220-1 is pending or contemplated, a request
for clearance action may be initiated. Wheonever
the record reveals that an up-to-date DA Form
1111 has not been accomplished, the commander
will direct thai, the form be accomplished and will
take the following action:

(1) If the DA Form 1111 is completed with-
out qualifications, investigative or clears
ance action may be initiated. The DA
Form 1111 will be filed as prescribed in
CPR RL

(2) If the individual refuses to execute the
form in its entirely or makes an entry
thereon, indicating that information
within the criteria outlined in paragraph
17, SR 620-220-1, may exist, action will
be tzken in accordance with SR 620-
220-1. ‘
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AR 6045

(3) Failure or refuss) to execute and submit
DA Form 1111 is a basic disqualification
for employment and clearance will not be
granted.

22, Validation of DA Form 873 (Certificate
of Clearance and/or Security Determination
Under EO 10450). a. When & gaining command,
or agency, accepls a previous security clearance
issued by another command, agency, or activity,
and a review of the individual’s USACRF investi-
gative dossier has not been made, part VI of the
DA Form 873 contained in the individual’s mili-
tary field 201 file or civilian personnel folder will
be validated as follows:

Validated in accordance with paragraph
220, AR 6045, by (validating headquarters)
on (date of validation) by (signature, typed
name, grade, title of validating authority).
b. When a gaining command or agency accepts

a previous security clearance issued by another
command, agency, or activity, and a review of the
individual's USACRF investigative dossier has
been made, part VI of the DA Form 873 contained
in the individual’s field military 201 file or civilian
personnel folder will be validated as follows:

Validated in accordance with paragraph
226, AR 6045 by (validating headquar-
iers) on (date of validation) by (signature,
typed or stamped name, rank, title of validat-
ing authority).

c. Prior to validating a previous clearance, the
following local files will be reviewed:

(1) ¥ield military 201 file or civilian pergon-
nel folder.

(2) Medical records (when medical records
of civilinn personnel are available, they
will be checked).

d. The provisiong of @ above do not apply when
validating the clearance of an individual selected
for assignment to a USP. The USACRF dos-

“sier as well as the files listed in ¢ above will be
reviewed in each such case.

23. Record of security clearance. a. Interim
and final security clearances granted under this
regulation will be made & matier of record and a
copy of the most recently issued final clearance
(DA Form 873) will become a permanent part of
the individual’s USACRF file and a semiperma-
nent part of his field military 201 file or official
civilian personnel folder, as appropriste. In the

22

case of military personnel, entries must also be
made on DA Form 66 (Officer Qualification
Record) or DA Form 20 (Enlisted Qualification
Record) in accordance with AR 611-103 and AR
600200,

b. An unclassified DA Form 873 will be exe-
cuted on all interim and final security clearances
for access to TOP SECRET, SECRET, and
COXNFIDENTIAL information unless an appro-
priate certificate of final clearance, based upon eur-
rent investigative standards, is already posted in
the field military 201 file or civilian personnel
folder (except that CONFIDENTIAL clearance
granted military personnel need only be recorded
on the DA Form 66 or DA Foirm 20 in accord-
ance with e ebove). All copies will be signed
by anthority of the commander authorized to
grant clearance. Final clearance certificates once
granted remain valid unless revoked for cogent
reason(s) or become invalid by reason of upgrad-
ing the degree of security clearance (e.g., SE-
CRET to TOP SECRET), discharge, resignation,
or retirement. The distribution of certificates of
clearance will be as follows:

(1) Interim clearance certificates. One copy
will be placed within the field military
201 file or official civilian personnel
folder until removed for cause or replaced
by a certificate granting fionl clearance.

(2) Final clearance certificates.

(a) The original will be placed in the indi-
vidual’s field Personnel Records Jacket
(DA Form 201) or official civilian per-
sonnel folder and maintained as a seimi-
permanent record,

() One copy will be forwarded to the
Commanding Officer, U.S. Army
Counterintelligence Records Facility
(USACRF), Fort Holabird, Md., for
mclusion in the individual’s USACRT
dossier.

(¢) In the case of civilian employees who
are also members of the Army Na-
tional Guard or U.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:

1. One copy to the adjutant general of
the appropriate State, Common-
woalth of Puerto Rico, or the Dis-
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