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HEADQUARTERS
DEPARTMENT OF THE ARMY
WASHINGTON, D.C., 3 October 1967

PERSONNEL SECURITY CLEARANCE

OF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE
INFORMATION AND MATERIAL

AR 604r~5,28 January 1966, is changed as.follows:
l.^Material which has Been added or changed is indicated by a bold star.
^ The following pen-and-ink change will be made:

Page £3, paragraph H\ In line 3, "236" is changed to read "21".
3. Remove old pages and insert new pages as indicated below:

Remove page*— Insert pages—

3 through 12___-_-_ ._ .___ ,_ .___ . .4 .___________ 3 through 12
15 through 22.1-._._.. .__...____..!_____..,__..._.. . ,„ 15 through 22.1

"4. This transmittal sheet shoulcl be filed in the front of the publication for
reference purposes.

[ACSI]

By Order of the Secretary of the Army:

Official:
KENNETH G. WICKHAM:,
Major General^ United, States Army,
The Adjutant General.

HAROLD K. JOHNSON,
General, United States Army,
Chief of Staff.

Distribution: \
Active Army, NG, and USAR: To be distributed in accordance with DA

Form 12-9 requirements for Military Personnel). General—A.

0•This change supersedes DA message 820154, 20 June 1967.

•v> 340A—Oct 300-468*—ft7
RETURN TO ARMY LIBRARY

ROOM 1 A 518 PENTAfiOli
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AR 604-5
C 9C

; /
''CHANGE] \ HEADQUARTERS .

. . \ - DEPARTMENT OF THE ARMY
'No.,2 j \ WASHINGTON, D.C., 88 November I

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSI-
FIED DEFENSE\INFORMATION AND MATERIAL
AR G04-5, 28 January 1966, is clmnged as follows:

' 1. Remove old pages and.insert new pages as indicated below:

• Remove pages—

/ \
' 5 through 8 __ - - - - - i _ - _ . . .__ . . ,
*lland 12...... ....A.........^
/17and 18--~--~-_L..--_---
^21 through 2 2 . 1 _ _ _ _ _ _ _ i . - --------

^ifiscrt pages—

5 through 8.
11 and 12.
17 and 18.
21, 22, and 22.1.

~* 2. Delete so much of paragraph 23 as is found on page 28.
3. Former paragraph 21 is now, paragraph S3.
4. Material which has been added or changed is indicated by a star,
o. This transmittal sheet should be filed in. the front of tlic publication

for reference purposes.
[ACSI]

By Order of the Secretary of the Army:

\ HAROLD K. .JOHNSON,
\ General, United States Army,

Official: \ Chief of Staff.
KENNETH G. WICKI-IAM,
Major General, United States Army. \
The Adjutant General. \

\
Distribution: \

Active Army, NG, and USAR: To be distributed in accordance with DA
Form 12-9 requirements for Military Personnel, General—A.

\v

<

Return to Army Library\
Room 1A522, Peniacon \

TAQO 700A—Nor, 250-409^—00
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CHANGE 1

.1 iNo

HE ADQUARTERS
DEPARTMENT OF TJIE ARMY

WASHINGTON, D.C., £0 Jwie 1966

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSI-
FIED DEFENSE INFORMATION AND MATERIAL
AJR GOi-5, 28 January 19C6, is changed us follows:
1. Make the following changes in pen and ink. Change "CSACRF" to

"USAIRtt" in the following places :
Ja. Page 13, paragraph 16e (3), lines 3 ami 5.
fo. Page 23, paragraph 24c, line 3.
Jc. Page 23, paragraph 24c(6) , line 3.
jd. Page 23, para^i-apli 24(/, line f>.
1 e. Page 24, paragraph, 256, line 5.
'i 2. Remove old pages ancl insert new pages as indicated below:

/ Jl^movovc pocc» —

S through 12,
17 through 112_

5 through 12.
/17 through 22.1.

3. Material which has teen added or changed is indicated by a hold star.
4. This transmittal sheet should l>e filed in the from, of the publicntion for

reference jiurposes.
[ACSIJ

By Order of the Secretary of the Army:

AR 604-5
*C 1

Official:
J. C. LAMBERT,
Major General^ United States
The Adjutant General,

HAROLD K. JOHNSON,
General, United States Army,
Chief of Staff.

Distribution:
Active Jrmy, NG, and USAR: To be distributed in accordance with DA

Form 32-9 requirements for Military Personnel General — A.

U «This change supersedes the following DA messages: DA 757580, 11 March 1966, DA
752243, 24 February I960, DA 749435, 3 February 1966, and DA 769237, 10 June 1966.

X) 1037A— June 200-470'- GC
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REGULATION

No. 604^5

*AR 604-5

HEADQUARTERS
DEPARTMENT OF THE ARMY
WASHINGTON, D.C., &8 January I960

PERSONNEL SECURITY CLEARANCE

CLEARANCE OF PERSONNEL FOR ACCESS TO CLASSIFIED DEFENSE
INFORMATION AND MATERIAL

SECTION I. OKNERAL Pnrapraph
Purpose———————————————————— ———————— ——— — ———— - 1
Relation to other regulations-._____————————————————————— 2
Applicability ———————_____ —————————————— __.. ————————— 3
Explanation of terms- — _ _ _ - _ — — — . ————————————..——————.— 4
Policy _____—————- —————————————————..——.———————————— 5
Clearance authority————.——————————..————————————..__ . _ _ _ C
Reciprocal acceptance of previous investigations and clearances.. _ _ — _ 7
Granting access to classified Information to individuals of another

service or agency—————————— — __. ——— ——— ——————— __.—— 8
S«KMir]ty clearance of separated Department of the Army personnel——— 9
Implementation of class II Installations and aetivitles_____—. „———— 10
Combat operations.—— _ _ _ _ _ _ —. __..————————————. ——————————— 11

II. INVESTIGATIONS
Typos of investigations required for access—————.—_—— — ——— __ 12
Typ^s of investigations required for access to each category of classified

defense information— ————— _ — . — . . ——— — ——.__ . .__ —————— —— 33
Access {tending clearance requirements—U.S. ci t izens- .__—— ——————— 14
Acceptance of investigations conducted by other governmental ngtaicies

for clearance purjmses-— _—— ——— ——————. ———————————— 15
Access by aliens, immigrant aliens, and foreign nationals..._ . ——— ——— 10

III. CRITERIA.
Criteria for application of policy————————.._. ————————.———— I"
Access to atomic energy information ————————————— _ _ _ _ _ _ _ ———— — IS
Access to classified cryptographic information.... ————— —— — ————— 10

IV. ADMINISTRATION
Request for investigation———_.—— —— —— —__. . ——— ———... .—.——— 20
Armed Forces Security Questionnaire (DD Foni) OS) and Statement of

Noimfllliiition with Certain Organizations (DA Form Il ia)—————— 21
Validation of DA Form S73 (Certificate of Clearance and/or Security

Determination Under KO 10-100)_______~——_—_—————— 22
Record of security clearance—_—_———————————*—————————— 2,'t
Deniiil or revocation of security clearances————————_ ———— — — _ 24
DA Form 2545 (Cryptographic Access Authorization, Briefing Certifi-

cate) _________________________ — —————__ — ————— —— 23

This regulation supersedes AR 604-5, 6 August 1965.

TAG*) 1183A-• Frb. 200 <72'--(JO

Return to Army
Room 1A522.
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3 October 1967 C 3, AR 604-5

SECTION I
GENERAL

1. Purpose. This regulation prescribes the pol-
icy and establishes the procedures for the grant-
ing, denial, suspension, or revocation of security
clearances to Department of the Army personnel
for access to classified defense information includ-
ing RESTRICTED DATA and cryptographic in-
formation.

2. Relation to other regulations. While this
regulation covers the general procedure for the,
granting, denial, suspension, or revocation of se-

rf curity clearances, AR 381-130 and CPR-12 are
closely associated with this regulation and must be
consulted for complete information concerning re-
quests for and scoj>e of personnel security investi-
gations incident to clearance for access to classi-
fied defense information.

3. Applicability. This regulation is applicable
to personnel of the Department of the Army, in-
cluding U.S. Army Reserve personnel not on ac-
tive duty, and to persons employed by, hired on an
individual contractual basis, or serving in an ad-
visory capacity to the Department of the Army
whether on a permanent, temporary, or part-time
basis and whether or not they are compensated for
their services from appropriated or nonappro-
priated funds. This includes citizens of the United
States, aliens in the United States with or without
immigration visa for permanent residence and
aliens employed in oversea areas. This regulation
is also applicable in those cases where clearance is
requested for members and employees of the Army
National Guard.

4. Explanation of terms, a. Department of
the A -nny. Defined in AR 320-5.

l>. Cltuxifad defence information. Oflicial in-
formation which requires protection in the inter-
ests of national defense ancl which is classified for
such purpose by appropriate classifying authority
in accordance with AR ;'>SO-.x

r. Cryptographic information. Knowledge or
facts pertaining to cryptographic and crypto-
analytic processes, methods, equipment, crypto-
syste.ms, cryptopublicaf ions, and related material.

d. National security. The protection and pres-
ervation of the military, economic, and productive
strength of the United States, including the se-
curity of the Government in domestic and foreign

affairs, against or from espionage, sabotage, and
subversion, and any and all other acts designed to
weaken or destroy the United States.

•fae. Sensitive position. Any position within the
Department of the Army the occupant of which
could bring About by virtue of the nature of the
position u material adverse effect on the national
security. Sensitive positions are of the following
rwo categories:

(!) N uncritical sensitive position. Positions
so designated by the Secretary of the
Army or by any of the officials listed in
paragraph (i, involving the following:

(a) Any position, the duties or responsi-
bilities? of which require access 10
SKCRKT or CONKIDKNTJAL de-
fense information or material.

( b ) Any position Involving education and
orientation of Department of Defense
personnel.

(c) Any other position so designated by
authority of the Secretary of the Army.

(2) Critical sensitive position. Positions so
designated by authority of the. Secretary
of the Amry or by the officials listed in
paragraph G, involving the following:

(a) Access 10 TOP SECRET defense in-
formal ion or material.

( b ) Development or approval of war plans,
plans, or particulars of future major
or special operations of war, or critical
and extremely important, items of war.

(c) Development or approval of plans, pol-
icies, or programs which affect the
overall operations of the Department
of Defense or the Department of the
Army, i.e., policy-making or policy de-
termining positions.

(d) Investigative duties, the issuance of
personnel security clearances, or duty
on personnel security boards.

(e) Fiduciary, public contact, or other du-
ties demanding the highest degree of
public trust.

(/) Any other position so designated by
authority of the Secretary of the Army.

/. Commander. For the ptir[X>se of this regula-
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C 3, AR 604-5

tion, the term "commander" includes persons oc-
cupying the positions listed in paragraph 6<z and
all others to whom authority to grant clearances
has been properly delegated.

g. Alwn. Any person not a citizen or national
of the United States.

h. Immigrant alien. Any alien lawfully ad-
mitted into the United States under an immigra-
tion visa for permanent residence.

i. National of the United States.
(1) A citizen of the United States, or
(2) A person -who, though not a citizen of tl\c

United States, owes permanent allegiance
to the United States.

j. Foreign national. A national of a foreign
country who is not also a. citizen of the United
States.

h. Limited access authorization. Limited ac-
cess authorization as used herein means the formal
authority granted in accordance with this regula-
tion for aliens, or immigrant aliens, upon whom
some aspects of a background investigation may
not be possible of achievement because of geo-
graphical or political limitations, to have access to
specifically prescribed classified defense informa-
tion for a specified period not to exceed 1 year.

1. Polygraph examination. For the purpose
of this regulation, a polygraph examination is an
examination of an individual on a voluntary basis
conducted by qualified operators using the Lie
Detecting Set AN/USS-2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. The examination, as a mini-
mum, will consist of verification of questionable
and critical information contained in the State-
ment of Personal History (DD Form 398) or
Immigrant Alien Questionnaire (DD Form 49),
The polygraph may be used to verify other perti-
nent information available or to provide leads for
further investigations.

77i. Derogatory information. Information of
such nature as to constitute a possible basis for
denial or revocation of security clearance, rejec-
tion for or separation from service or employment
with the Department, of the Army. It includes—

(1) Adverse loyalty information. Informa-
tion which reflects unfavorably upon the
loyalty of an individual to the United
States.

•& (2) Adverse suitability information. In-
formation which, though not reflecting on

3 October 1967

an individual's loyalty to the United
States, casts doubt upon his good char-
acter, trustworthiness, or reliability and
hence raises a doubt that access to classi-
fied information would be clearly con-
sistent with national security or which
might serve as a bar to any favorable
personnel action. Examples of adverse
suitability information are contained in
paragraphs l7a(lG) through (21) aii'd
(23).

•fan. Suspension of access. The'temporary with-
drawn! of an individual's authorized access to
classified defense information when information
becomes known which indicates the individual may
be a security risk. Following appropriate inquiry
or. investigation and adjudication of the results, the
individual's access will be restored or his security
clearance will be revoked.

fao. Revocation of security clearance. The per-
manent withdrawal and cancellation of an in-
dividual's security clearance for cause (para 24).

5. Policy, a. No person is entitled to knowledge
of, possession of, or access to classified defense in-
formation solely by virtue of his office, position,
grade, or security clearance. Such information may
be entrusted only to those individuals whose offi-
cial military or other governmental duties require
such knowledge or possession and who have been
investigated as required and cleared for access in
accordance with 'the minimum standards pre-
scribed by this regulation. Clearances serve to in-
dicate that the persons concerned are eligible for
access to classified defense information should
their official d-uties so require.

o. No person will be granted a security clearance
unless it is affirmatively determined, as prescribed
herein, that such clearance is clearly consistent
with the interests of national security.

C. No person will be granted an interim security
clearance or an access pending aiithorization under
the provisions of this regulation until such time
as the clearing authority has initiated the action
necessary for final clearance. The granting of
interim clearances will be kept to (ho absolute
minimum required to fulf i l l the mission of the U.S.
Army.

d. Aliens, other than immigrant aliens, and
foreign nationals are not eligible for security
clearances but may in exceptional crises be granted
l imi ted access authorizations for access to classified

TAGO 340A
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3 October 1967 C 3, AR 604-5

defense information under the provisions of
paragraph 16.

e. An immigrant alien may be granted a final
security clearance upon completion of a back-
ground investigation, as outlined in appendix II
of AR 381-130, provided that it discloses no de-
rogatory information indicating that such access
would not be clearly consistent with the interests
of national security. The use of the polygraph is
authorized when it is necessary to verify informa-
tion furnished by' the individual which cannot be
verified through'the use of normal investigative
methodsJ provided the individual consents in writ-
ing. Interim clearance for TOP SECRET and
SECRET is not authorized. Interim clearance for
CONFIDENTIAL is authorized after comple-
tion of a national agency check (NAC) which
reveals no derogatory information and after initia-
tion of a background investigation.

•faf. In general, the minimum investigative re-
quirements prescribed herein will be adhered to;
however, authorities listed in paragraph 6 are en-
joined, at the time of validation (para 22), to
initiate a new NAC in those instances where the
investigation upon which the current clearance is
based is more than 5 years old.

a. Any person selected for duties in connection
with programs involving the education and orien-
tation of military personnel will have been the
subject of a favorable NAC prior to his assign-
ment in accordance with the provisions of AR
604-20.

•fall. Any person selected to serve with a board,
committee, or other group responsible for adjudi-
cating personnel security cases win have been the
subject of a favorable background investigation
prior to his assignment, except that military per-
sonnel who have been granted a final TOP
SECRET clearance based upon less stringent in-
vestigative standards than those currently pre-
scribed or who have been granted an Interim TOP
SECRET clearance in accordance with paragraph
135(2) (5)} and on whom a background investiga-
tion has been initiated, may be selected for service
on military personnel security boards, This re-
quirement applies to boards which pass upon al-
leged disloyal, subversive, or disaffected civilian
and military personnel. The basic qualifications,
applicable to all officer positions, regardless of
command or stall level, for personnel engaged in

the adjudication processing of security cases are
prescribed in AR 604^13.

i. Authority for granting security clearances to
civilian and military members of the Department
of the Army is limited to the Department of the
Army.

^•jf;''Review, of, a general officer's U.S. Army
Investigative Records Repository (USAIRR)
dossier, when required pursuant to this regulation,
will be conducted at Headquarters, Department of
the Army level only. Requests for such review may
be submitted only by the clearance authorities
specifically listed in paragraph 6. Such requests
will be in writing to the Assistant Chief of Staff
for Intelligence, ATTN: DSPO, Department of
the Army, Washington, D.C. 20310, and will con-
tain the general officer's full name, date and place
of birth, and specific reason for dossier review.
This policy does not preclude the review of a gen-
eral officer's USAIRR dossier by a superior offi-
cer," Requests for this purpose will be addressed
as above and will be authenticated by the intended
reviewer. Paragraph 5a(5), AR 381-30 applies.

6. Clearance authority, -faa. The Secretary of
the Army hereby delegates authority to the follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation : The Under Secretary, Assistant Secre-
taries, and Special Assistants to the Secretary of
the Army; the Director of Civil Defense; Chief of
Staff of the Army; Heads of Department of the
Army General and Special Staff agencies; Com-
manding Generals, U.S. Army Air Defense Com-
mand, U.S. Army Combat Development Com-
mand, U.S. Army Materiel Command, U.S. Army

. Security Agency, U.S. Army Strategic Communi-
cations Command, U.S. Continental Army Com-
mand, U.S. Army Intelligence Command, U.S.
Army Recruiting Command; major oversea com-
mands, Army components of unified and specifier!
commands, CONUS armies, Military District of
Washington, U.S. Army; Military Traffic Manage-
ment and Terminal Service, DA: and Comman-
dant, National War College. These officials may
redelegate security clearance authority to com-
manders of subordinate field elements in order to
expedite personnel security clearance actions. Not-
withstanding such delegation, the persons holding
the aforementioned positions continue to be re-
sponsible for all security clearance actions taken
within their respective jurisdiction.

TAGO 340A
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C 3, AR 604-5

•fa%. Each person authorized to grant security
clearances must possess a final TOP SECRET
clearance.

•fac. Clearance certificates on "commanders" to
whom the Secretary of the Army has delegated au-
thority to grant clearances in a above may be exe-
cuted within their own headquarters provided the
requirements of & above are met. Further, these
commanders may appoint a staff officer to act for
them in the execution of clearance certificates on
personnel w i t h i n their respective commands, agen-
cies, or act ivi t ies and on subordinate commanders
to whom they further delegate authority to grant
clearance. Kach commander is responsible for in-
suring that any staff officer acting for him in this
capacity possesses a final TOP SKTKKT clear-
ance and is qualified by t ra in ing and experience to
make valid security denr;inre determiiKirions.

d. Each commander will, before authorizing ac-
cess to defense information, insure that (he indi-
vidual is familiar with the provisions of AR 3SO-5.
AR 381-32, and other pertinent directives govern-
ing the safeguarding of classified information.

•fae. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who have access to classified
information. "Whenever a valid reason exists for
l>elieving that an individual's conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend access or revoke hi.-
security clearance and to effect his immedia te
reassignment to duties not requiring access to
classified information. Appropriate actions under
pertinent personnel regulations will be undertaken
immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances, a. In response to DOD
policy guidance, Army clearance authorities are
encouraged to accept from other commands, serv-
ices and agencies on a mutual and reriprocal basis
(1) the results of previous investigations and (2)
previous clearances which have been granted by
appropriate authority, provided the previous
clearances have been based on investigative re-
quirements which are in consonance with current
standards. Such reciprocation will avoid the repe-
titious filing of personal history statement, the
time and expense of multiple investigations and
multiple clearances. However, this applies only
where a prior investigation by an investigative

3 October 1967

agency of the Government meets the standards
prescribed herein. If the prior investigation does
not meet such standards, supplemental or addi-
tional investigation will be conducted.

&. Generally the validity of a clearance of an
individual granted by another service or agency
will not be questioned. However, clearance au-
thorities have the right to review investigative
and personnel files pertaining to the individual in
question. When deemed necessary additional in-
vestigation may be requested before authorizing -
the individual's access to classified defense infor-
mation. Requests for additional investigation wil l
bo precise and describe s[Kicifically what additional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart^
ment of the Arm}' to authorize access to classified
information in its custody to a member of another
service or agency -who lias not previously been
cleared or is in need of a higher degree of clear-
ance, the parent service or agency will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
granted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service, or agency.

•fat). Should it be determined that, it would not
l.Ki in the Ix-st. interest? of the national security to
permit the individual u> have access to classified
defense information in Army custody, the com-
mander may reassign the individual to nonsensi
live duties within his organization, or if appro-
priate, revoke the de ta i l or assignment, and advise
the parent service or ngcncy of the n-usons There-
for. The, responsibility t-o suspend access or revoke
a security clearance and initiate security proceed-
ings rests with the parent service or agency.

fac. Whenever Department of the Army person-
nel or members are assigned or derailed for du ty
with another service or agency, it is Department,
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its a t tent ion which relates to the individual's
continued eligibilitj* for access to classified defense
information. Should the using service or agency
determine that the individual cannot have access
to classified defense information in its custody, it
will reassign the individual to other duties within

TAOO 340A
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3 October 1967

its own organization or, if desired, revoke the
detail or assignment, and request the Chief of Per-
sonnel Operations, AITS': EPD, Department of
the Army, Washington, D.C. 20315, to furnish re-
assignment orders. ITie responsibility to susfxmd
access or revoke a security clearance and initiate
security proceedings on Department of the Army
members or personnel rests with the Department
of the Army.

d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOD agencies and unif ied
and specified commands follows.

(1) The U.S. Army Personnel Security
Group, Fort Holabird, Md. 21210, is
designated the Department of the Army
clement for irmnting or denying person-
nel security clearances to Army member*
who are assigned and joined to other serv-
ices, the Joint Chiefs of Staff, the Office
of the Secretary of Defense and other
Department of Defense agencies.

(2) Army component commanders of unified
and specified commands are designated
Department of the Army elements for
granting or denying personnel securiiy
clearances to Army members assiirned
and joined U> their commands.

9. Security clearance of separated Depart-
ment of the Army personnel, a. Clearances
granted under this n i __u]a t ion become inval id upon

C 3, AR 604-5

termination of (he individual's service with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Retired general officer personnel may partici-
pate in classified conferences, or a particular ac-
tivity or project, under the supervision and at the
request, of one of the officials designated in para-
graph (>a provided clearances in effect at the. t-ime
of retirement would I>e adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by the Assistant Chief of Staff Cor
Intelligence, Department of the A rmy.

10. Implementation of class II installations
and activities. Tho heads of Headquarters, De-
par tment of the Army Staff agencies having com-
mand responsibilities and the commanders of
separuie. commands directly sulxjrdinate to Head-
quarters, Department of the Army, are responsible
for the, implementation of this regulation at class
II instal lat ions and a c t i v i t i e s under their respec-
tive jurisdictions.

11. Combat operations. Under combat con-
ditions, or similar military exigencies, authorities
listed in paragraph (\a may waive such provisions
of this regulation n.s are operationally necessary
and warranted by the circumstances. In all such
cases the. commander granting the waiver will in-
sure thai the investigative or other prerequisites
waived are, complied with as soon us circumstances
permir.
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3 October 1967 C 3, AR 604-5

SECTION II
INVESTIGATIONS

12. Types of investigations required for ac-
cess, a. The types of personnel security investi-
gations normally required as a basis for granting
access to classified defense information are listed
below. The definition .of each of these investiga-
tions is contained in AR 381-130.

(1) National Agency Check (NAC).
.(2) Entrance National Agency Check

(ENTNAC).
(3) National Agency Check, plus written in-

quiries (NACI).
(4) Background Investigation (BI).

b. As indicated in paragraph. 13, the type in-
vestigation required in any instance will depend
on the defense classification of the information to
which a clearance for access is required, the mili-
tary or civilian status of the individual concerned,
and his citizenship status.

13. Types of investigation required for access
to each category of classified defense informa-
tion, a. General. Department of the Army mili-
tary members and civilian personnel may be de-
clared eligible for access to classified defense infor-
mation and granted a personnel security clearance
under the minimum requirements set forth below
for each category of defense information, provided
that no derogatory information based upon the
criteria outlined in paragraph 17 is developed,
which is of sufficient gravity to justify an overall
commonsenso determination that the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vari-
ous classifications of defense information are set
forth in 6 through d below.

5. TOP SECRET.
(1) Final clearance.

(a) Civilian personnel—U.S. citizens.
Background Investigation. -

•fa(T)} Military . personnel—TJ.S. citizens.
Background Investigation.

(c) Immigrant aliens (civilian or mili-
tary}. Background Investigation.

(2) Interim, clearance.
•fa (a) Civilian personnel—U.S. citizens. Na-

tional Agency Check. Only in case of
emergency will an interim clearance

bo granted to employees occupying or
persons being considered for assign-
ment to critical sensitive positions. Ap-
proval for granting such clearances
must be made by the Secretary of the
Army or his designee and must be made
a matter of record; and a National
Agency Check with satisfactory results
must have been completed.

(&) Military personnel—U.S. citizens.
National Agency Check.

(<?) Immigrant^ aliens (civilian or mili-
1 tary}. No interim clearance author-

ized.
c, SECRET.

(1) Final clearance.
(a) Civilian personnel—U.S. citizens.
•fal. National Agency Check, plus written

inquiries to appropriate local law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the
written inquiries portion of the in-
vestigation may be dispensed with
for employees who have been continu-
ously employed by the Federal Gov-
ernment for a period of 5 years (with
no break greater than 6 months) im-
mediately preceding the date of the
current investigation, or current need
for clearance.

%. A Background Investigation is re-
quired for employees occupying criti-
cal sensitive positions.

(b) Military personnel—U.S. citizen-?.
National Agency Check or an Entrance
National Agency Check.

Note. An ENTNAC is not valid for the pur-
. pose of granting: an interim TOP SECRET

clearance.

(c) Immigrant • aliens (civilian or mili-
tary} . Background Investigation.

(d) Nonappropriated fund employees and
employees of the Army National
G-uard—U.S. citizens. National Agen-
cy Check.
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(2) Interim clearance.
(a) Civilian personnel—U.S. citizens.

1. National Agency Check.
8. In case of emergency, interim clear-

ance for access to SECRET may be
granted for a limited period pro-
vided a National Agency Check has
been initiated and the Secretary of
the Army or an authority listed in
paragraph 6 finds that such action is
necessary in the interests of national
security and makes a record of such
findings. In every case, this action
will be based upon a check of avail-
able records to include those listed in
paragraph °-0<z.

(b) Military personnel—U.S. citizens,
Continuous honorable active duty as
a member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the date of the
current investigation, plus a check of
the military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with less than 2 years service—

1. A check of files required above, plus
#. A check of the Federal Bureau of In-

vestigation Investigative and Identi-
fication files.

(c) Immigrant aliens (civilian or mili-
tary). No interim clearance authorized.

d. CONFIDENTIAL.
(1) Final clearance,
*fa(a) Civilian personnel—U.S. citizens. Na-

tional Agency Check, plus written in-
quiries to appropriate local law
enforcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continuously
employed by the Federal Government
for a period of 5 years {with no break
greater than 6 months) immediately
preceding the date of the current in-
vestigation.

(&) Military personnel—U.S. citisens. A
check of the military field 201 file, local

3 October 1967,

intelligence files, provost marshal files,
and medical records.

(c) Immigrant aliens (civilian or mili-
tary). Background Investigation.

(2) Interim clearance.
(a) Civilian personnel—UJS. citisens.

7. National Agency Check,
#, In case of emergency, interim clear-

ance may be granted for a limited
period provided a National Agency
Check lias been initiated and an au-
authority listed in paragraph 6 finds
that such action is necessary in the
interests of national security and
makes a record of such finding. In
every case this action will be based
upon a check of available records to
include those listed in paragraph 2Qa.

(&) Military personnel—U.S. citisens. In-
terim clearance not authorized.

(c) Immigrant aliens (civilian or mili-
tary). National Agency Check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation
of a full Background Investigation.

•fae. Authorities listed in paragraph 6. will in-
sure that all new security clearances issued sub-
sequent to 1 January 1968 are, based upon. fcUc in-
vestigative standards contained herein.

•faf. Final security clearances previously
granted under less stringent standards than those
set forth herein will remain in effect; however, at
the time of validation, a new NAC may be initiated
when the current Background Investigation, Na-
tional Agency Check or Entrance National
Agency Check is more than 5 years old. All re-
quests for National Agency Checks under this
provision, to include requests submitted by
authorized requesters of the Army National Guard
and TJ.S. Army Reserve, will be processed.

•̂ •14. Access pending clearance require-
ments.—U.S. citizens, a. When immediate access
to classified defense information is required in an
emergency in order for the individual concerned
to carry out, hig assigned task and, because of ex-
ceptional circumstances, the delay caused by await-
ing interim clearances would be harmful to the
national interest, authorities listed in paragraph
6 may authorize such access to TJ.S. citizens, based
on a favorable check of the individual's military
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field 201 file >or civilian, personnel record, local
intelligence, medical, arid provost marshal files.

&. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such;action may jeop-
ardize the accomplishment of the mission of the
organizations authorizing the access. In each such
case of granting emergency immediate.access, a
record of the authorization will be made and the
commander, or responsible authority concerned,
will have initiated the action necessary for final
clearance. '• • , • - „

15. Acceptance of investigations..conducted
by other governmental agencies for clearance
purposes, a. Prior investigation. .Whenever a
prior investigation by an investigative agency, of
the Federal Government is equal in scope and
meets the standards prescribed in AR 381-130,
clearance may be granted upon review of the prior
investigation provided that service with the Fed-
eral Government has been continuous with no
break in service longer than 6 consecutive months
since completion of this prior.investigation, and
an inquiry of the agency of prior employment dis-
closes, no reason why clearance should not be
granted. If the prior investigation does not meet
the requirements of AK 381-130,-supplemental or
additional investigation will be conducted. •

ft. Acceptance of investigations conducted for
civilian employment.

(1) The following investigations may be ac-
cepted for clearance purposes within the
Department of the Army provided the

;.-. • person has been continually in the employ
.- of the executive branch of the Federal

"• Government and-there has been no.break
. :in service longer^than 6 months'since the

completion of the investigation, and an
inquiry to the agency of prior employ-
ment discloses no reason why clearance
should not be granted.

(a) National Agency Check including FBI
fingerprint check conducted by a U.S.
Government agency pursuant to Exec-
utive Order 10450, may be accepted as
the equivalent of a National Agency
Check.

(Z>) A "Full Field Investigation" con-
ducted pursuant to Executive Order
10450 by a U.S. governmental agency
may be accepted, provided it is deter-

mined upon review of the investigative
report that it meets the scope prescribed
in appendix II of AR 381-130,.for a
background investigation. • , ".

(c) A National Agency Check with written
inquiries conducted by the Civil,Service
Commission, provided—

1. Review of'the employee's-official per-
. sonnel folder reveals that his Appli-
cation for Federal Employment bears
a stamped" notation indicating the
application, was processed under
"Section 3 (a), Executive Order
10450";. or •' ' . . . - ; : . . •

•faS. Certification is received- from the
Civil Service Commission, on CSC
Form 715 (Report of .Clearly Favor-
able .Results in DOD NACI.Case)

s that their .investigation disclosed no
derogatory information. Upon com-
pletion of clearance action or action
required under part III of DA 'Form
873 (Certificate of Clearance and/or

..Security Determination Under EO
10450) the requesting command will
forward the, CSC Form 715 to the
U.S. Army Investigative Records Re-
pository, Fort Holabird, Md. 21219,
for inclusion in the individual's
USAIRR dossier. '

-(2) Where a background'investigation of a
civilian employee is required under the
provisions of this regulation, the Na-
tional Agency Check component of the
background investigation need not be
duplicated if it is determined that a U.S.
governmental agency is conducting or has

'. completed a National Agency Check that
meets the scope prescribed in appendix I
of AR 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in service
longer than 6 consecutive months since
completion of the National Agency Check.

16. Access by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
security clearances. (See para 5e for policy con-
cerning immigrant aliens.) Such personnel may
be granted limited access authorizations but only
under the conditions and procedures set forth in a
through c below. A limited access authorization is
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not to be considered a security clearance. (The
term "alien-' used throughout this paragraph re-
fers to both aliens and foreign nationals.)

a. Policy. Appropriate authority as defined in
c below may grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien in duties'requiring access to
certain classified defense information is necessary
in the interests of national security. The classi-
fied mission of the command, agency, or installa-
tion is secondary to the interest of national secu-
rity in establishing authorization. It is therefore
essential that strict .limitations be placed on the
type of positions in which aliens may be utilized
and the type of information which,may be dis-
closed. In no case will a limited access authoriza-
tion be granted if the investigation discloses infor-
mation which raises a reasonable doubt concerning
the character, integrity, or trustworthiness of the
individual or if investigation reveals possible dis-
affection for the United States or the intentional
withholding or concealment of pertinent informa-
tion pertaining to the individual's personal history.

&. Investigation. The minimum scope of investi-
gation to be conducted for the purpose of granting
a limited access authorization under the provisions
of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual's life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided-tlie individual consents

. in writing. Individuals who refuse to be

3 October 1967

polygraphed'will not bo granted limited
access authorizations.

c. Authorisation. Authorization to grant ac-
cess as provided in this paragraph has been dele-
gated as follows:

(1) TOP SECRET—Secretary of the Army.
(2) SECRET—Authorities listed in para-

graph 6(7.
(3) - CONFIDENTIAL—Authorities listed

in paragraph Qa or their designees.
d. Interim limited access authorization. There

is no authority for the granting of an interim lim-
ited access authorization.

e. Use and disposition of DA Worm 3028-R.
The appropriate authority indicated in c above
upon granting a limited-access authorization will
execute DA Form 3028-R (Limited Access Au-
thorization (Aliens, Immigrant Aliens, Foreign
Nationals)) (fig. 1). Each DA Form 3028-R
will include a statement specifying in detail
the specific type of classified information to
which the individual is authorized access and
that such access is necessary in the interests of
national security. A job description will be added
as an inclosure to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
ing Officer, USAIRR, Fort Holabird, Md. 21219,
for inclusion in the individual's USAIRR dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during the period of authorization but need not
include an additional polygraph examination un-
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se-curity considerations present in an indi-
vidual case, warrant such recxami nation (i.e., indi-
viduals with relatives residing in Communist or
Soviot-bloc countries). DA Form 3028-R will be
reproduced locally on 8- by 103/_.-inch paper. The
form will be prepared in triplicate and distributed
as follows:

( 1 ) The. original wil l bo forwarded to the
organization to which the subject indi-
vidual is as-signed for inclusion in his field

AR 60-1-5

military 201 file or civilian personnel
folder.

(2) One signed copy retained by the issuing
commanders or official while the author-
ization is in force.

(3) One signed copy will be forwarded
through intelligence channels lo the Com-
manding Officer, USAj)R$ Fort Hola-
bird, Md., 21^19. for inclusion in the
USAJRjf dossier.
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LIMITED ACCESS AUTHCRIZAXION
IrnraiErant Aliens, Foreign Nationals)

(AR 6CH-5)

Originating Headquarters Date

!Diis is to verify that the following named individual has been investigated
under the provisions of AR-331-130 and he is hereby authorized access only to
•the type of classified information described below in the courso of his-official
duties. Bnployment of this individual in the duties described in indosure 1
hereto is necessary in the interests of national security.

!ferr.e (Lasjt - first - Middle)

Grade

Date of birth,

SN or SSAN Dossier No.

Place of Birth.

Description of type and degree of classified information to yhich. access is authorized

Date-authorization expires

Date background Investigation, required by para 16, AR 604-5 was completed

Command wiich coiuucted .investigation and polygraph, enaminatioa

Date polygraph examination.
complete!

of polygraph operator

Typed name, grads and title of officer
granting -authorization

Signature

FORM 3038-B, 1 Jfeb 66

14

Replace-a edition of 1 Aug 65, viiich-iB obsolete.
Figure 1
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SECTION III

CRITERIA
17. Criteria for application of policy, a. The

ultimate determination of whether the granting of
a clearance is clearly consistent with the interests
of national security must be an overall common-
senso determination based upon all available in-
formation, both favorable and unfavorable. The
granting, denial, or revocation of a security clear-
ance may be a matter of far-reaching consequences
to the Department of the Army as well as to the
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avoided. The activi-
ties and associations listed below, whether current
or past, may, depending upon the degree of seri-
ousness, be the basis for denial of access to classi-
fied defense information, or revocation of clear-
ance.

(1) Commission of any act of sabotage, es-
pionage, treason, or sedition, or attempts
thereat or preparation therefor; or con-
spiring with or aiding or abetting another
to commit or attempt to commit any act of
sabotage, espionage, treason, or sedition.

(2) Establishing or continuing a sympathetic
association with a saboteur, spy, traitor,
seditionist, anarchist, or revolutionist, or
with an espionage or other secret agent or
representative of a foreign nation, or any
representative of a foreign nation whose
interests are inimical to the interests of
the United States,' or with any person who
advocates the use of force or violence to
overthrow-the Government of the United
States^or the alteration of the form • of

' > Government of the United States by un-
constitutional means. • ' '•'

(3)' Advocacy of use of force or violence to
overthrow the Government of the United
States or .of alteration of the form of
Government of the United States by un-
constitutional means.

(4) Membership in, or affiliation or sympa-
thetic association with; any foreign or
domestic organization, association, move-
ment, group or combination of persons
which is totalitarian, Fascist, Communist,
or subversive, or which has adopted, or

shows, a policy of advocating* or approv-
ing the commission of acts of force or
violence to deny other persons their rights
under the Constitution of the United
States, or which seeks to alter the form
of Government of the United States by
unconstitutional means. (An organiza-
tion movement, or group, officially desig-
nated by the Attorney General of the
United States to be totalitarian, Fascist,
Communist, or subversive, to advocate or
approve forcible or violent denial of con-
stitutional rights or to seek alteration of
the form of Government of the United
States by unconstitutional means, shall be
presumed to be of a character thus desig-
nated until the contrary be established.)

(5) Performing or attempting to perform his
duties, or otherwise acting, so as to serve
the interests of another government in
preference to the interests of the United
States. •

(6) Failure or refusal to sign DD Form 98
(Armed Forces Security Questionnaire)
or DA Form 1111 (Statement of Non-
Affiliation With Certain Organizations)
as applicable, pleading protection of the
Fifth Amendment or of Article 31, Uni-
form Code of Military Justice, in refus-
ing to completely answer questions con-
tained in DD Form 98, DD Form 398,
or DA Form 1111, or otherwise failing or
refusing to answer any pertinent ques-

. tion propounded- in the course of an offi-

. cial investigation, interrogation, or exam-
ination, : conducted for'the purpose of
ascertaining the existence or extent, or
both, of conduct of the nature described in
(1) through (5) above, and (7) through
(13) below. • • ' '

•(7) Participation in the activities of an orga-
nization established as a front for an or-

.' ' ganizatiori referred to in (4) above when
his personal'views are sympathetic to the
subversive purposes of such organization.

- (8) Participation in the •activities of an orga-
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nization with knowledge that it had been
infiltrated by members of subversive
groups under circumstances indicating
that tlie individual -was a part of, or sym-
pathetic to, the infiltrating element or
sympathetic to its purposes,

(y) Participation in the activities of an orga-
nization referred to in (4) above, in a
capacity where he should reasonably have
hud knowledge of the subversive aims or
purposes of the organization.

(10) Sympathetic association with a member
or members of an organisation referred
to in (4) above or sympathetic interests
in totalitarian, Fascist, (Communist, or
similar subversive movements.

(11) Gurre.ntly maintaining a close continu-
ing association with a person who lias
engaged in activities or associations of the
type referred to in (1) through (9) above.
A close continuing association may be
considered to exist if the individual lives
with, frequently visits, or frequently com-
municates with such pel-son.

(12) Close, continuing association of the type
described in (11) above, even though later
separated by distance, if the circum-
stance.- indicate that renewal of the asso-
ciation is probable.

(13) Any facts other than as set forth in (14)
through (19) below, which furnish reason
to believe that the individual ma}* be sub-
jected to coercion, influence, or pressure
which may cause him to act contrary to
the be^t interests of national security.
Among matters which should l>c consid-
ered in this category would be the pres-
ence of a spouse, parent, brother, sister,
or offspring in a nation, a satellite there-
of, or an occupied area (.hereof, whose
interests are inimical to the interests of
the United States.

(H) Willful violation or disregard of secu-
rity regulations.

(15) Intentional unauthorized disclosure to
any person of classified information, or
of other information disclosure of which
is prohibited by law.

(16) Any deliberate misrepresentation, falsi-
fication, or omission of material fact.

(IT) Any criminal, infamous, dishonest,, im-

16
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moral, or notoriously disgraceful conduct,
habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

(18) Acts of a reckless, irresponsible, or wan-
ton nature which indicate such poor judg-
ment and instability as to suggest that
the individual might disclose security in-
formation to unauthorized persons or
otherwise assist such persons, whether
deliberate or inadvertently, in activities
inimical to ike security of the United
States.

(19) All other behavior, activities, or asso-
ciations which tend to show that (he per-
son is not. reliable or trustworthy.

(20) Any illness, including any mental con-
dition, of a nature which in the opinion
of competent medical author i ty may
cause significant defect in the judgment
or re l iabi l i ty of (he individual, with due
regard to the transient or contimiing ef-
fect of the i l lness :md i he medical findings
in such case.

('21) Any excessive indebtedness, recurring
financial difficulties, unexplained aflhience
or repetitive absences without leave
which furnish reason to believe that the
individual may act contrary to the best
interests of national security.

(i-2) Kefusal to take the Oath of Allegiance
or Oath of Service and Obedience.

fa (23) Repeated acts of carelessness leading
to inadvertent loss or compromise of
classified material.

•fal>. Commanders and supervisors at all eche-
lons including company, separate detachment, or
equivalent level will take immediate action to
suspend an individual's access to classified infor-
mation whenever credible derogatory infonnar ion
within the scope of a above is received. This im-
mediate action will include notification of the
clearance authority by the most expeditious means
available. The clearance authori ty will determine
whether suspension of access is reasonable and
warranted. Concurrent w i t h n suspension action,
an inquiry or investigation will be initiated or re-
quested in order to permit expeditious res.ton\iion
of access or to provide a sound basis for revocation
of the individual's security clearance. If any case
is not finally resolved within ,'J months of the date
access is suspended, a report of I hat fact will be
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submitted to the Office of the Assistant Ciiief of
Staff for Intelligence, ATTX: DSPP, Depart-
ment of the Arm}'. This report will contain the.
name of the indiv idual involved ; grade, Army se-
rial number, social security number or. in the case
of civilian employees, grade, position title, and
social security number; a brief statement of the
basis for suspension of access; date of suspen-
sion; reasons for nonrcsolution; and estimated
dnto sufficient information for final resolution
wi l l be avr liable. Upon completion of appro-
priate inquiry or investigation and review of all
pertinent fads, both favorable and unfavorable,
the. commander authorized to grant clearance
wil l make a positive determinat ion whether to
revoke the clearance or permit it to remain in
force. If the decision is to revoke t l i - j clcarnnce,
Uic action dtyjcrilwd in paragraph 2-1 will be fol-
lowed. In addition, action wil t be initialed in
accordance with AR 600-31, AR GCHMO. SR
620-220-1, AR 381-115, AU 230-15, AR 040-98,
Alt GO-1-11, The Uniform Code, of Military Jus-
tice, CPR Si, or other regulations, as appro-
priate. Commanders and supervisors must be
alert on a continuing basis to detect delinquent
or irrational conduct on the part of subordinates
who have access to classified information.

<-.. In evaluating information of a suitability na-
ture, consideration should bo, given to the gravity
of the information in derogation, the age. of the
individual at the time the incidejit occurred, and
hi? subsequent, behavior and performance of duty.
An isolated instance of youthful indiscretion must
not I 'C i - i » r , ? t rued :is permanent proof of unreliabil-
ity or lack of character. Any determination in-
vo lv ing <udi information nm?r be tempered by an
appreciat ion of n i l (lie facts bearing on the case.

fad. M'lion an NAC or KXTNAC develops un-
f:n orable information, any addi t ional investiga-
tion required to r^olve. the case will be conducted
by U8AINTC1. "\Vhen (he NAC was conducted sis
a basis for gT:mt-ing a ^ecuriiy clearance, t-lie com-
mander concrcnc'l must, make a security deter-
mina t ion under the provisions of this regulation.
When an EN'OAC or an NAC conducted for
purposes other than clearance develops derogatory
information which does not warrant unfavorable
personnel action, the individual's DA Form 6G or
DA Form -0, as applicable, will be annotated
"Paragraph lid, AR GO-t-5 applies." (See AU 6U-
1(V.> or Alt GOO-200, as appropriate.) The fact that

C 3, AR 604-5

this notation was accomplished will be noted on
the original copy of the DD Form 158-1 which will
be forwarded with the case file to the USAIRR,
Fort Holabird, Md. 21219. In the event of a sub-
sequent need for a security clearance by a member
whose records are so annotated, the commander
concerned will obtain and review the individual's
USAIRR investigative dossier. 1 lased on all the
information available, both favorable and un-
favorable, he will either- -

(1) Issue a smmtv clearance, and grant ac-
cess U> classified information as needed;

(2) Take action to deny security clearance a-;
outlined in paragraph 24; or

(3) Bequest additional investigation upon
which to base definitive action under (1)
or (2) above.

18. Access to atomic energy information.
Access to atomic energy information bearing the
classifications TOP SKC1.KT, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (68 Stnt. 921, as amended 42 U.S.C. 2011 cfc
seq.) within the Department of the Army will be
governed by the clearance procedures prescribed
for final TOP SKCRKT, SECRET, and COX-
F1DENTIA1- defense information as set forth in
paragraph 13 of this regulation and in A U 380-
150.

19. Access to classified cryptographic infor-
mation, a. Authority. Authorities listed in
paragraph 6a, or their designers, are responsible
for determining that an individual has the need-
to-know and meets eligibility requirements prior
to authorizing such individual access to classified
cryptographic information.

I}. Determination of eligibility.
(1) U.S. citizen person rid must possess a se-

cur i ty clearance granted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
the cryptographic information to which
access is required. However, as an addi-
tional requirement, a favorable. National
Agency Check will have been completed
for those individuals who as meml>crs of
the "National Guard or lleserve forces re-
quire, access to CONFIDENTIAL cryp-
tographic information in connection with
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short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final typo security clearance based on a
background investigation may be au-
thorized access to CONFIDENTIAL
cryptographic information. They will
not be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(&) Appointed as cryptographic custodians
or as cryptographic security officers.

(c) Given access to safes where crypto-
graphic keying material and related
equipment are stored; and

(d) Authorized access to research and de-
velopment information concerning
cryptographic information.

(3) All other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United States
has an agreement may be granted access
to classified cryptographic information
which has been released to that govern-
ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

c. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in.
a above will formally authorize the individual's
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
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dling and protection, and the penalties prescribed
for-the willful or inadvertent disclosure of such
information. The authorization for access will
be completed and made a matter,of record as pre-
scribed in paragraph 25.

d. Termination of access. When it is deter-
mined that the individual no longer meets clear-
ance requirements, or the need-to-know no longer
exists,'authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information,' and that
he is subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access. To meet operational require-
ments, U.S. citizen personnel whose primary duties
are not cryptographic in nature, but who may be
required to have access to certain types of crypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers), may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;
(2) They have security clearances for access

to the classification category equal to or
higher than that of the material to be
released;

(3) They are thoroughly instructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

(4) The Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirement.
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SECTION IV
ADMINISTRATION

20. Request for investigation, a. Submission.
A commanding officer, his representative, or higher
authority, upon determining that a personnel se-
curity investigation is-required in conjunction with
a security clearance action, will request such
investigation in accordance with AR 381-130.
(Civilian employee preappointment and preas-
signment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR 12.) A separate request will be sub-
mitted for each investigation specifying the type
investigation desired and the highest classification
of the information and material to which the in-
dividual will be allowed access. It will be accom-
panied by the appropriate forms prescribed in
AR 381-130. In addition, the requester will in-
dicate the results of a check of the following local
files: field military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical records are avail-
able on civilian personnel they will be checked).
Local file checks will not be conducted when re-
questing a routine National Agency Check on
nonprior service Regular Army personnel and
inductees undergoing basic training. However,
local file checks will be conducted on sucli per-
sons prior to the granting of a security clearance.
If the results of the' local file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regulations will be taken. When this check
indicates that a case has been processed on an in-
dividual under the provisions of AR 604-10 or
SR G20-220-1, no action will be taken to grant
interim or final clearance until a complete review
of the USAIRR dossier has been accomplished
and a determination made that such clearance is
clearly consistent with the interests of national
security. In no instance will an interim clearance
action be taken on an individual or a request for
investigation, necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual's DD Form 398, medi-

cal record, or other record or source indicates the
existence, current or past, of any mental or nervous
disorder, or emotional instability unless com-
petent medical authority certifies that the disorder
or instability has been overcome or is of such a
nature that it does.not impair the subject's judg-
ment or reliability^ Such certifications, if made,
will accompany the request for investigation and
will become an integral part of the USAIRR dos-
sier of the individual concerned.

-j^-&. Retention of request for investigation. A
file copy of DA Form 2784 (Request For and
Results of Personnel Security Action) and/or a
copy of DD Form 1584 (DOD National Agency
Check Request) will be maintained in the individ-
ual's field personnel file. These copies will be re-
moved and destroyed when the results of investiga-
tion are received and a positive determination has
been niado as to whether the subject of investiga-
tion will be granted or denied a security clearance.

(1) When a determination is made to deny a
security clearance, action will be taken
in accordance with paragraph 24.

(2) When a clearance is granted on the basis
of a favorable Background Investigation,
the original copy of DA Form 2784 will
bo annotated by the clearance authority
to reflect the nature of the clearance ac-
tion taken and forwarded to the

. USAIRR.
~&-(3) When a clearance is granted based solely

on the results of a favorable NAC or
ENTNAC, the original copy of DD Form
1584 will be destroyed inasmuch as the
USAIRR will not maintain a dossier in
such cases.

•fac. Cancellation of investigation. When the
need for a background investigation previously re-
quested no longer exists, the control office will be
notified promptly by electrical transmission in
order that the investigation may be canceled. Mes-
sages will be addressed to Commanding General,
U.S. Army Intelligence Command, ATTN:
DCSOPS, Fort Holabird, Maryland. Requests for
NAC's already submitted will not be canceled. In
the event a change of assignment within Depart-
ment of the Army is effected during the course of

TAGO 340A 19

PezhmanP

PezhmanP

PezhmanP



C 3, AK 604-5

any investigation, the control office will be notified
so that the results of the investigation may be
forwarded by the control office to the gaining
command,

d. Preliminary report. A preliminary report
will be furnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed either during the course of
any investigation or by the National Agency
Check portion of a background investigation.
Folio-wing submission of a preliminary report, the
investigation will be continued, except that in-
vestigations of military personnel, and DA civil-
ians which develop the existence, current or past,
of any mental disorder, nervous disorder or emo-
tional instability will be suspended. The suspen-
sion will remain in effect, until the requester fur-
nishes the control office certification from com-
petent medical authority that the disorder has been
overcome or is of such n nature that it does not
impair subject's judgment or reliability. Prelim-
inary reports concerning conf ractor personnel will
l>e submitted to the Defense Industrial Security
Clearance Office (DISCO) but the investigation
on such personnel will not bo suspended regard-
less of the nature of the information developed.
Commanders receiving preliminary reports con-
taining derogatory information will take appro-
priate action to insure the security of their com-
mands pending receipt of final reports.

fi. Rc.ceipt of report-? after change in status.
Should the requester receive a report of investiga-
tion subsequent to the subject's reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through intel-
ligence channels as follows:

(1) If the subject of investigation has been
reassigned and a completely favorable re-
port is received by the requestor, the re-
port will be forwarded directly to the sub-
ject's new installation or activity. How-
ever, unfavorable reports will be for-
warded through the appropriate com-
mand headquarters to the new command.

(2) If the person has been released from ac-
tive duty or his employment terminated,
and he is a member of the U.S. Army
Reserve, report will be forwarded for
appropriate action to the COXUS army,
MDW, or major commander in whose

20
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area the person's home of record is lo-
cated.

(3) If the person has been released from ac-
tive military duty, or his employment
terminated, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area in which the
State, district, or territory National
Guard is located.

(4) If the person is deceased, if he has been
discharged from military sen-ice with no
U.S. Army Reserve commitment, or if
employment has been terminated and he
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the USAIRR
in accordance with AR 381-i5.

(5) In the case specified in (1), (2), and (3)
above the commander to whom the report,
of investigation i? forwarded for appro-
priate action will, after completion of
such action, if any. forward the report to
USAIRR in accordance with AR 381-45.

/. National Guard requests. The granting of se-
curity clearances for access to TOP SKCRTCT and
SECRET classified defense information to mem-
bers of the Army National Guard is the responsi-
bility of commanders specified in e(3) above. The
granting of security clearances for access to
CONFIDENTIAL classified defense, information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests for
investigation of National Guard personnel not on
active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the CONt'S army, MDW, or
oversea command, major commanders will
accept for processing, requests for per-
sonnel security investigations submitted
by the respective adjutants general of the
States, territories, and the District of
Columbia, in order to insure that achieve-
ment of operational readiness by National
Guard units will not be handicapped be-
cause of a lack of security clearance. How-
ever, clearances for access to TOP SE-
CRET information will be limited to the
following unless cogent reasons are fur-
nished with the request:
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(a) All general officers of divisions and
brigades.

(&) General and special staff officers of di-
visions and brigades,

(c) Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.

•fa(d) Adjutants general or commanding
generals of troops of the respective
States, Commonwealth of Puerto Rico,
and the District of Columbia.

(c) Individuals whose duties require access
to nuclear weapons or critical RE-
STUICTED DATA.

^•(2) Under no circumstances will copies of
reports of investigation or specific details
thereof bo furnished the adjutants gen-
eral of the States, Commonwealth of
Puerto Rico, and the District of Colum-
bia. If an adverse determination is ren-
dered by the major commander, the case
file, together wit !i the major commander's
determination will be forwarded to the
Chief, National Guard Bureau, for his
determination for appointment or reten-
tion in the National Guard.

(3) National Guard personnel serving in Air
Defense Task organizations in ('ONUS
who require immediate access pending
fulfillment of clearance requirements will
be granted such access by the Command-
ing General, U.S. Army Air Defense
Command (ARADCOM). Prior to
granting immediate access ARADCOM
will insure that the appropriate invest i-
gativo action has been requested. In addi-
tion, ARADCOM will advise the
CONUS army having security clearance
responsibility over the subject individual
of each immediate access authorization
granted. In the event the CONUS army
concerned receives information suffi-
ciently derogatory to constitute a basis for
denial of security clearance, CGARAD-
COM will be informed immediately.

g. Reports of investigation to tlie Civil Sen-ice
Commission. In order to comply "with sedion 9(b),
Executive Order 10450, when the investigative
agencies of the Department of the Army conduct
background investigations on civilian employees
for personnel security purposes, the investigative
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agency will prepare Standard Form 79 (Notice of
Security Investigation) and will submit it to the
Civil Service Commission on the same day the in-
vestigation is initiated.

k. Forwarding results. The requesting command
will indicate the estimated reporting date on in-
vestigative requests when the results are to be re-
turned to a gaining command for action. If, upon
receipt of such results, the gaining command can-
not locate the subject individual within H days of
his estimated reporting date, the investigative
results will be returned to the original requester.
The original requester will locate the individual
and forward the investigative results to the correct
address.

21. Recording of security clearances. ~faa,
Interim and final security clearances granted un-
der the provisions of this regulation will be made u.
matter of record on DA Form 873 (Certificate of
Clearance and/or Security Determination Under
EO 10450) (except that CONFIDENTIAL
clearance granted military personnel need only bo
recorded on DA Form 60 or DA Form 20 in ac-
cordance with c below). A.1I copies of DA Form
873 will hp signed by authority of the commander
authorized to grant clearance. Final security clear-
ance certificates, once granted, remain valid unices
revoked for cogent reason (s) or become invalid
by reason of uptrr-idincr the degree of security
clearance (e.g., SECRET to TOP SECRET), dis-
charge, resignation, or retirement. When a valid
DA Form 873 is already filed in the Military Per-
sonnel Record? Jacket- (DA Form 201) or civilian
personnel folder, clearance authorities may con-
tinue to permit an individual access to classified
information, if required, subject to the provisions
of paragraph 22. The distribution of certificates of
clearance will lw as follows:

(1) Interim- clearance certificates.
(a) Military personnel. One copy will be

filed in the- Military Personnel Records
Jacket until removed for cause or re-
placed by a cert ificate of final clearance.

(&) Civilian personnel. One copy -\vill be
filed on the left side of the official
civilian personnel folder until removed
for cause or replaced by a certificate of
final clearance.

(2) final clearance certificates.
(a) Military personnel. The original will

be p\5_ced in the "Field TTi\e Section of
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tie individual's Military Personnel
Records Jacket, Only current certifi-
cates of security clearance will be re-
tained in the jacket. Previously issued
certificates will be removed and de-
stroyed. "When member is separated
from the service, certificates will be re-
moved and destroyed.

(b) Civilian personnel. The original will be
filed on the loft side of the official
civilian personnel folder and retained
therein until replaced by a more cur-
rent certificate, removed for cause, or
the employee is separated from the
Army rolls. Only current certificates
will be. retained in the folder. Previ-
ously issued certificates will l>e removed
and destroyed.

(c) One copy will be forwarded to the
Chief. U.S. Army Investigative Rec-
ords Repository, Fort Holabird, Aid.
21219, for inclusion in the individual's
USAIRR dossier. Clearances granted
solely on the basis of a favorable NAC
or EKTXAC will not be forwarded
since dossiers are not maintained in
such cases. (The record, in (lie form of
an index history card of the favorable
XAC or EXTNAC, is maintained by
tho DCII.)

(d) In the case of civilian employees who
are also members of the Army Na-
tional Guard or tT.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:

J. One copy to the adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or the Dis-
trict of Columbia in the case of Xa-
tional Guard personnel.

£. One copy to the Reserve unit con-
cerned in the case of USAR person-
nel.

(3) Additional distribution. Where neces-
sary, additional distribution to other
agencies within the Department of De-
fense and the Army National Guard is au-
thorized, provided a record of distribu-
tion is maintained on the certificate of
clearance.
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I. Execution, maintenance, and filing of clear-
ance certificates except as provided above is pro-
hibited.

c. For military personnel, entries reflecting in-
vestigation conducted and security clearance
granted will be made on DA Form 66 (Officer
Qualification Record) or DA Form 20 (Enlisted
Qualification Record) in accordance- with AR
Gil-103 and AR 600-200. Such entries do not con-
stitute basis for issuing DA Forms 873 (Certificate
of Clearance and/or Security Determination
Under EO10450).

•fc-22. Validation of final security clearances.
a. Clearance authorities specified in paragraph
G and their delegated representatives who propose
to continue access to classified information on the
part of newly assigned military and civilian per-
sonnel on the basis of previously granted final TOP
SECRET or SECRET clearances will take the
following action:

(1) TOP SEC RET
(a) Check local files sj>ecified in paragrapli

20# and, within 60 days of the arrival
of the newly assigned member, conduct
a USAIRR file check to-determine that,
the scope, date, investigating agency,
dossier number and results of previous
investigation's) are correctly indicated
on the individual's DA Form 873.

(6) Validate the clearance by completing
Part VI of the DA Form 873. Enter
the dafe USAIRR verification cherk
was accomplished.

(2) SECRET
(a) Check local files specified in paragraph

20.1.
( b ) "Within 60 days, validate clearance by

completing Part VI of the DA Form
873 and entering thereon the date,
USAIRR verification was completed,

Xote. US AIR R ver i f i cn t iOD, as required
for TOP SECRET validation, iiiny be nct-om-
pHshed at tbe discretion of the dourin^
authorities,
if accomplished.

b. The requirements in a(l) and (2) above are
applicable only if the, gaining command proposes
to continue access on the basis of a previously
granted clearance. No validating action is required
in those instances where the individual is to be
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t

to italics which do not require access to
classified information.

23. Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nona-filiation
With Certain Organizations (DA Form 1111).
a. 'Military personnel. Prior to the initiation of a
request for a personnel security investigation upon
which to base a clearance action, or prior to the
granting of a security clearance when investiga-
tion is not required, the command having custody
of the unit personnel records of the individual
concerned will ascertain whether a DD Form 98
has been accomplished. Whenever examination of
the individual's unit; personnel record reveals that
a DD Form 98, up to date as of the current enlist-
ment or tour of duty, lias been accomplished, and
no action --.der AR 001-10 is pending or con-
templated, a request for clearance action may be
initiated. Whenever examination of the unit per-
sonnel records reveals that an up-to-date DD Form
OH has not been accomplished, the commander hav-
ing custody of the individual 's records will direct
that the form be accomplished and will take the
following action:

(1) If the DD Form 9S is completed without
qualification, investigative or clearance
action may be initiated. The DD Form
1>8 will be filed in the individual's field
military 201 file.

(2) If the individual refuse? to execute the
form in its entirety, or makes an entry
therein indicating that information
within the criteria outlined in paragraph
14. AR 004-30. mnv exist, action will be

C 3, AR 604-5

taken in accordance "with the provisions
of AR 604-10.

6. Civilian personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveals that, a DA
Form 1111 has been completed during the current
period of employment ar\d no action under SR
020-220-1 is pending or contemplated, a request
for clearance action may be initiated. "Whenever
the record reveals that an up-to-date DA Form
1111 has not been accomplished, the commander
will direct that the form be accomplished and will
take the following action:

(1) If the. DA Form 1111 is completed with-
out qualifications, investigative or clear-
ance action may be initiated. The DA
Form 1111 will be filed as prescribed in
CPR Rl.

(2) If the individual refuses to execute the
form in its entirety or makes an entry
thereon, indicating that information
within the- criteria outlined in paragraph
17, %R 620-220-1, may exist, action will
bo taken in accordance with SR 620-
220-1.

(3) Failure or refusal to execute and submit
DA Form 1111 is a basic disqualification
for employment and clearance will not be
<r ranted.

22.V

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP



clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with the request;

(a) All general officers of divisions and
brigades.

(b) General and special stall' officers of
divisions and brigades.

(vO Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.

(d) Adjutants general or commanding
generals of troops of the respective
States, territories, and the District of
Columbia.

(e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants gen-
eral of the States, territories, and the
District of Columbia. If an adverse
determination is rendered by the major
commander, the case file, together with
the major commander's determination
will be forwarded to the Chief, National
Guard Bureau, for his determination for
appointment or retention in the National
Guard.

(3) National Guard personnel serving in
Air Defense Task organizations in
CONUS who require immediate access
pending fulfillment of clearance require-
ments will be granted such access by the
Commanding General, U.S. Army Air
Defense Command (ARADCOM).
Prior to granting immediate access,
ARADCOM will insure that the appro-
priate investigative action has been re-
quested. In addition, ARADCOM will
advise the CONUS army having security
clearance responsibility over the subject
individual of each immediate access au-
thorization granted. In the event the
CONUS army concerned receives infor-
mation sufficiently derogatory to consti-
tute a basis for denial of security clear-
ance, CGARADCOM will be informed
immediately.

C 2, AR 604-5

g. Reports of investigation to the Civil Service
C'ommi&sion. In order to comply with section
9(b), Executive Order 10450, when the investiga-
tive agencies of the Department of the Army
conduct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will prepare Standard Form
79 (Notice of Security Investigation) and will
submit it to the Civil Service Commission on the
same day the investigation is initiated.

A. Forwarding rexitfts. The requesting com-
mand will indicate the estimated reporting date
on investigative requests when the results are to
IK>, returned to a gaining command for action. If,
upon receipt of such results, rhe gaining command
cannot locate the subject individual wi thin 14 days
of his estimated reporting date, the investigative
results will be returned to the original requester.
The original requester wil l locate the indiv idual
ft ud forward the investigative results to the cor-
rect address.

. Recording of security clearances, a.
Interim and final security clearances granted un-
der the provisions of this regulation will Ue made
a mat t e r of record on DA Form 87u (Certificate
of Clearance and/or Security Determination Un-
der EO 10450) (except tha t CONFIDENTIAL
clearance, granted military personnel need only be
recorded on DA Form 6(i or DA Form 20 in ac-
cordance with c below). All copies of DA Form
873 will be signed bv authorkv of the commandero v *•

authorized to grant clearance. When a valid DA
Form 873 is already h'led in the field Military
Personnel Records Jacket (DA Form 201) or civil-
ian personnel folder, it may be validated as set
forth in paragraph 22. The distribution of cer-
tificates of clearance will be as follows:

( 1 ) Interim clearance certificate*. One copy
will be filed in the field Military Person-
nel Records Jacket or civilian personnel
folder until removed for cause or re-
placed by a certificate of final clearance.

(2) Final clearance certificate*.
(a) The original will be placed in the in-

dividual's field Military Personnel
Records Jacket (DA Form 201) or
official civilian personnel folder and
maintained as a. semipermanent rec-
ord.
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(b) One copy will be forwarded to the
Chief, U.S. Army Investigative Rec-
ords Repository, Fort Holabird, Md.
21219, for inclusion in the individual's
USAIKR dossier. Clearances granted
solely on the basis of a favorable NAC
or ENTNAC will not be forwarded
since dossiers are, no longer maintained
in such cases. The record, in the form
of an index history card of the favora-
ble NAC and ENTNAC will be main-
tainodbythoDCIL

(c) In the case of civilian employees who
are also members of the Army Na-
tional Guard or U.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:

/. One copy to the, adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or the Dis-
trict of Columbia in the case of Na-
tional Guard personnel.

8. One copy to the Reserve unit con-
cerned in the case of USAR person-
nel.

(3) Additional distribution. Where neces-
sary under exceptional circumstances,
additional distribution to other agencies
within the Department, of Defense is au-
thorized, provided a record of distribu-
tion is maintained on the certificate of
clearance.

&. Execution, maintenance, and filing of clear-
ance certificates except as provided above is pro-
hibited.

c. For military personnel, entries reflecting in-
vestigation conducted and secuvay clearance
granted will be made on DD Form 60 (Officer
Qualification Record) or DA Form 20 (Enlisted
Qualification Record) in accordance with AR OH-
IO.'* and AR 600-200. Such entries do not consti-
tute basis /or issuing DA Forms 873 (Certificate
of Clearance and/or Security Determination
Under EO 10450).

7 -̂22. Validation of final security clearances.
Clearance authorities specified in paragraph 0 and
their delegated representatives are authorized to
accept (validate) final security clearance certifi-
cates issued by previous commanders, contingent
upon the following:

22

a. Clearances to be validated must have betai
granted in accordance wilh the prerequisites set
forth in paragraph 13.

b. Kucli validation will l«x. based, in pai't, on the
results of a check of local files indicated in para-
graph 20#.

c. In addition, validation of u TOP SECRET
security clearance must be based upon a verifica-
tion of the data shown on the individual's current
DA Form 873. This verification will consist of a
USAIRR file check to establish that the scope,
date, investigating agency, TJSAIRK dossier num-
ber, and results of previous investigation (s) are
correct ly indicated on the DA Form 873 being vali-
dated. This verification will be accomplished
within 60 days of f i i e arrival of a member newly
assigned to the jurisdiction of those, commanders
specifically listed in paragraph 0.

<l Validation of a SECRET security clearance,
will be accomplished by the authorized clearing au-
thority, primary or delegated, within 60 days of
the arrival of members whose records reflect
SECRET clearances, within said clearing author-
ity's jurisdiction. USAIRR verification, as re-
quired for TOP SKCRET validation, may be ac-
complished at the discretion of the clearing au-
thorities.

c. A clearance authority may afford an individ-
ual access based on DA Form H73 and action set
forth in a and l> above, pending validation, for a
period of 00 clays subsequent to the member's re-
porting to the clearance authority's command for
duty.

/. Interim clearances will not be validated.
Validation accomplished pursuant to this regula-
tion will be, recorded by annotation of Part VI of
the DA Form 873, as follows:

(Degree of clearance.) Clearance validated in ac-
cordance with paragraph 22, AR GO-1-5; USAIRR verifi-
cation check was (made) or (not made) bv (validating
headquarters) on (date of validation), by (signature,
typed nnine, grade, title of validating authority).
23. Armed Forces Security Questionnaire

(DD Form 98) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111).
a. Military personnel. Prior to the initiation of
ft request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the command having cus-
tody of the unit personnel records of the individual
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of Columbia in the case of Na-
tionH<Juard personnel.

J. One copyto the Reserve unit concerned
in the caseN?f USAR personnel.

c. Where necessary uncier exceptional circum-
stances, additional distribution to other agencies
within the Department of Defense is authorized
provided a record of distribution is maintained on
the certificate- of clearance.

d. Execution, maintenance, and^ling of clear-
ance certificates except, as provided a^ove is pro-
hibited.

24. Denial or revocation of security clear-
,ances. a. Security clearances will remaij . effeo-
'rive as stated in paragraph 33o7 They are not to
1« revoked merely to reflect a change in an in-
dividual's assignment, to duties that do not re-
quire access to the same or lower degree of classi-
fied information.

b. Whenever it is proposed to deny or revoke a
security clearance, the commander concerned nor-
mally will so notify the affected military member
or civilian employee of the Department of the
Army, explain the reason for the pending action,
and offer the individual every reasonable opportu-
nity to refute or explain the derogatory informa-
tion which is the basis for the action. A final
decision will be made only after consideration of
such refutation or explanation. Exceptions to this
procedure may be authorized in specific cases by
the Under Secretary of the Army on a showing
that release of the information (1) is prohibited
by a non-Department, of the Army agency which
furnished it., (2) would compromise an investiga-
tion in progress or a confidential or family source,
or (3) is otherwise contrary to the national in-
terest. When such an exception is requested by
the. commander, the pertinent facts will be for-
warded through intelligence channels to the As-
sistant Chief of Staff for Intelligence, ATTN:
ACSI-DSP, Department of the Army, Washing-
ton, D.C.. 20310. In cnses where the reasons for
adverse action are withheld to avoid compromise
of an in vest .got ion in progress, the individual will
be offered the opportunity of refutation or expla-
nation where the probability of compromise, no
longer exists and an adverse security determina-
tion is still considered necessary.

c. As soon as the commander concerned makes
a final decision to deny or revoke a clearance, he

will forward to the Commanding Officer,
£Rf?j Fort Holabird, Md., 21210, a letter report
marked "FOR OFFICIAL USE ONLY" or
classified in accordance with AR 380-5, which
will—

(1) Identify the individual affected, includ-
ing the individual's date and place of
birth;

(2) Either affirm that before the final deci-
sion was made, the individual was notified
of the tentative decision to revoke or deny
the security clearance, was furnished an
explanation of the reasons therefor, and
was given an opportunity to refute or
explain the derogatory information which
led to die tentative decision; or affirm that
in accordance with authority received
from tlio Under Secretary of the Army
the individual was not advised of the
reasons for the tontat ive denial or
revocation;

(3) State, the reasons for the denial or revo-
cation, including the commander's con-
clusion regarding any explanation or ref-
utation offered by the individual;

(4) Advise what disciplinary or further
administrative action concerning the indi-
vidual has been undertaken or is con-
templated;

(5) Further advise, if the individual is a
commissioned or warrant officer, what ac-
tion concerning him lias been undertaken
or is contemplated pursuant to AR
604^11; and

(6) Request, if the decision is to revoke the
clearance, that (.he clearance certificate
contained in the individual's USACRF
dossier bo voided.

d. When the decision is to revoke the clearance,
the commander concerned will, in addition to the
procedures stated above, withdraw and destroy
the DA Form 873 contained in the individual's
field military 201 file or official civilian personnel
folder, line out entries on the DA Form 66 or DA
Form 20 regarding the clearance, and forward an
unclassified letter to each agencyon distribution
for DA Form 873 (except USA^jRK?), notifying
it of the revocation action and requesting that all
clearance certificates on file concerning the indi-
vidual be destroyed.
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e. When tho individual concerned is an officer or
warrant officer, an information copy of the letters
in d above will be forwarded promptly to the ap-
propriate career management branch, Department
of the Army.

/. Whenever a civilian employee of a class II
installation or activity whose duties require access
to classified defense information is denied clear-
ance on the basis of adverse suitability informa-
tion and the installation or activity commander
determines that the individual will not be sepa-
rated, the case will be forwarded to the head of
the appropriate Department of the Army agency
having command responsibility to determine
whether personnel action in accordance with CPR
Si is appropriate,

g. When the individual concerned is a senior
grade enlisted man (E-7, E-8, or E-9), an infor-^

to execute a security termination statement in ac-
cordance with the provisions of AR 380-5.

25. DA Form 2545 (Cryptographic Access
Authorization, Briefing Certificates), a. Parts
I and II of DA Form 2545 will be accomplished
for all personnel requiring access to classified
cryptographic information by the command au-
thorizing access (except under conditions stated
in para 19e). The forms will bo attached to the
DA Form 873 filed in the individual's field mili-
tary 201 file or official civilian personnel folder.
DA Form 2545 will be retained as a semiperma-
nent part of the individual's field 201 file unless
it is removed for cause under 6 below.

&. If an individual's security clearance is re-
voked for cause, each DA Form 2545 in tho indi-
vidual's field file, if any, will be forwarded as anr *^. _

er inclosure to the letter report forwarded to the
mation copy of the letter in d above will bo for-
warded promptly to the Chief of Personnel
Operations, TCPD, Senior Enlisted Control
Branch, ATTN: EPADS, Department of the
Army, Washington, D.C., 20315.

k. When a security clearance is revoked, tho
commander concerned will insure, whenever pos-
sible, that the individual is debriefed and required

[ACSI]

as required by paragraph 24c.
c. If for any reason an individual no longer re-

quires access to classified cryptographic informa-
tion to perform his official duties, an appropriate
entry indicating that debriefing was accomplished
in accordance with AR 380-5 and the date will
be made under part III "Remarks"' of DA Form
2545. If debriefing cannot be accomplished, rea-
sons therefor will be entered in part III.

24
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SECTION I

GENERAL

L Purpose. This regulation prescribes the pol-
icy and establishes the procedures for the grant-
ing, denial, suspension, or revocation of security
clearances to Department of the fi_rmy personnel
for access to classified defense information includ-
ing RESTRICTED DATA and cryptographic in-
formation.

2. Relation to other regulations. While this
regulation covers the general procedure for the
granting, denial, suspension, or revocation of se-
curity clearances, AR 381-130 and CPR-12 arc
closely associated with this regulationWnd must be
consulted for complete, information concerning re-
quests for and scope of personnel secumty investi-
gations incident to clearance for access to classi-
fied defense information.

3. Applicability. This regulation is applicable
to personnel of the Department of the Army, in-
cluding U.S. Army Reserve personnel net on ac-
tive duty, and to persons employed by, hired on an
individual contractual basis, or serving in an ad-
visory capacity to the Department of tha Army
whether on a permanent, temporary, or part-time
basis and whether or not they are compensated for
their services from appropriated or nonappro-
priated funds. This includes citizens of the United
States, aliens in the United States with or without
immigration visa for permanent residencet and
aliens employed in oversea areas. This regulation
is also applicable in those cases where clearance is
requested for members and employees of the Aqmy
National Guard.

4. Explanation of terms. & Department\ of
the Army. Defined in AR 320-5.

b. Classified defense information. Official
formation which requires protection in the inl
ests of national defense and which is classified fir
such purpose by appropriate classifying authority
in accordance with AR 880-5. t

c. Cryptographic information. Knowledge or
facts pertaining to cryptographic and cryptoA
analytic processes, methods, equipment, ciypto-l
systems, cryptopublications, and related material.;

d. National security. The protection and pres- \
ervation of the military, economic, and productive \
strength of the United States, including the se- '
curity of the Government in domestic and foreign

TAGO 1183 A

affairs, against or from espionage, sabotage, and
subversion, and any and all other acts designed to
weaken or destroy the United States.

e. Sensitive position. Any position within the
Department of the Army the occupant of which
could bring about by virtue of the nature of the
position a material adverse effect on the national
security. Such positions including the following:

(1) Any position, the duties or responsibility
of which require access to defense infor-
mation classified under AR 380-5 as TOP
SECRET, SECRF.T, or CONFIDEN-
TIAL.

(2) Positions filled by commissioned officers
or warrant officers.

(ii) Personnel engaged in troop information
or troop education activities.

(4) Any other position so designated by the
Secretary of tho Army or by any of the
officials listed in paragraph 6.

/. Sensitive position (critical). A position that
in addition to meeting the criteria set forth in e
above involves responsibility for the development
of war plans; development or approval of plans or
particulars of future major special operations of
war; development or approval of critical and ex-
tremely important items of war; development or
approval of policies and programs which affect the
overall operations of the Department of tho Array,
the Department of Defense, or the other military
departments; or as a member of a security screen-
ing, hearing, or review board regardless of tho
degree of clearance required. SceCPftI2.

g. Ultra-Sensitive Positions (USP). A posi-
tion which affords the incumbent continuing access
to TOP SECRET information of the highest level
of sensitivity requiring special handling and pro-
tection. Such positions will be designated in writ-
ing by the officials listed in paragraph So. Care
will be exercised to restrict the USP designation
to positions which are genuinely the most sensitive.
Included in this category are—

(1) High-level sensitive-critical positions.
(2) Positions whose incumbents have nuclear

weapon stockpile data as noted in AR
S80-157.

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP



AR 604-5

(3) Positions whose incumbents have author-
ity to make decisions or influence policies
which could significantly affect the na-
tional defense posture.

h. Commander. For the purpose of this regula-
tion, the term "commander" includes persons oc-
cupying the positions listed in paragraph 6<z and
all others to whom authority to grant clearances
has been properly delegated.

i. Alien. Any person not a citizen or national
of the United States.

;". Immigrant alien. Any alien lawfully ad-
mitted into the United States under an immigra-
tion visa for permanent residence.

k. National of the United States.
(1) A citiy^en of the United Statfcs, or
(2) A person who, though not a citizen of the

United States, owes permanent allegiance
to the United States.

1. Foreign national. A national of a foreign
country who is not also a citizen of the United
States.

m. Limited aocesx authorization. Limited ac-
cess authorization as used herein means the formal
authority granted in accordance with this regula-
tion for aliens, or immigrant aliens, upon whom
some aspects of a background investigation may
not be possible of achievement because of geo-
graphical or political limitations, to have access to
specifically prescril>ed classified defense informa-
tion for a specified period not to exceed 1 year.

n. Polygrapfi, examination. For the purpose
of this regulation, a polygraph examination is on
examination of an individual on a voluntary basis
conducted by qualified operators using the Lie
Detecting Set AJN/USS -C2(C) or other polygraph
instruments or equipment approved by the Depart-
ment of the Army. The examination, as a mini-
mum, will consist of verification of questionable
and critical information contained in the State-
ment of Personal History (DD Form 398) or
Immigrant Alien Questionnaire (DD Form 49).
Tho polygraph may be used to verify other perti-
nent information available or to provide leads for
further investigations.

o. Derogatory information. Information of
such nature as to constitute a possible basis for
denial or revocation of security clearance, rejec-
tion for or separation from service or employment
with the Department of the Army. It includes—

(1) Adverse loyalty information. Informs
tion which reflects unfavorably upon the
loyalty of an individual to the United
States.

(2) Adverse suitability information. In-
formation which, though not reflecting
on on individual's loyalty to the United
States, casts doubt upon his good charac-
ter, trustworthiness, or reliability and
hence raises a doubt that access to classi-
fied information would be clearly consist-
ent with national security or which might
serve as a bar to any favorable personnel
action. Examples of adverse suitability
information are contained in paragraphs
17a (16) through (21).

y. Suspension of a security clearance. The tem-
porary withdrawal of an individual's authorized
access to classified defense information when in-
formation becomes known which indicates the
individual may be a security risk. Following
appropriate inquiry or investigation and adjudica-
tion of the results, the individual's security clear-
ance will either be reinstated or revoked.

q. Revocation of security clearance. The per-
manent withdrawal and cancellation of an indi-
vidual's security clearance for cause (para 175).

5. Policy, a. No person is entitled to knowl-
edge of, possession of, or access to classified
defense information solely by virtue of his office,
position, grade, or security clearance. Such infor-
mation may be entrusted only to those individuals
whose official military or other governmental
duties require such knowledge or possession and
who have been investigated as required and cleared
for access in accordance with the minimum stand-
ards prescribed by this regulation. Clearances
serve to indicate that the persons conccrnexi are
eligible for access to classified defense information
should their official duties so require.

6. No person will be granted a security clear-
ance unless it is affirmatively determined, as pro-
scribed herein, that such clearance is clearly con-
sistent with the interests of national security.

c. No person will be granted an interim security
clearance or an access pending authorization un-
der the provisions of this regulation until such
time as the clearing authority has initiated the
action necessary for final clearance. The granting
of interim clearances will be kept to the absolute
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minimum required to fulfill the mission of the U.S.
Army.

d. Aliens, other than immigrant aliens, and for-
eign nationals arc not eligible for security clear-
a-nces but, may in exceptional cases be granted
limited access authorizations for access to classified
defense information under the provisions of para-
graph 16.

e. An immigrant, al ien may be granted a final
security clearance upon completion of a back-
ground investigation, as outlined in appendix II
of AR 381-130. provided that it, discloses no de-
rogatory information indicating that such access
would not be clearly consistent with the interests
of national security. The use of the polygraph is
authorized when it is necessary to verify informa-
tion furnished by the individual which cannot be
verified through the use of normal investigative
methods, provided the individual consents in
writing. Interim clearance for TOP SECRET
and .SECRET is not authorized. Interim clear-
ance for CONFIDENTIAL is authorized after
completion of a national agency check (KAC)
which reveals no derogatory information and after

\ initiation of a background investigation.
/. The minimum investigative requirements pre-

scribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by the authorities listed in
paragraph Go. The U.S. Army Intelligence Com-
mand (USA1NTO) and oversea commands func-
tioning as control offices for the conduct of investi-
gations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in this regulation unless sufficient justi-
fication is furnished with the request,

g. A prerequisite for assignment of an indi-
vidual to on USP is a TOP SECRET security
clearance based on a favorably completed back-
ground investigation less than 5 years old. To
assist commanders and supervisors in their obli-
gation to be knowledgeable of a subordinate's
continued suitability for access to highly sensitive
information, those individuals selected for assign-
ment, to positions designated Ultra-Sensitive
(para kg) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on a background investigation more than 5 years
old. The, security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be

TAOO 780A
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reevaluated 5 years from the date of their last
security investigation. The reevaluation will be
based on the results of a current reinvestigation
under the. provision of AR 381-130, a review of the
individual's personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. During the interview, the in-
dividual will be questioned concerning his physi-
cal, mental, and emotional health, and reminded
of the serious nature of his security responsibili-
ties. His motivation towards his assignment will
also be ascertained.

h. Reinvestigations directed in the preceding
paragraph of individuals in the USP category
will not routinely be conducted on persons in posi-
tions of a lesser degree of sensitivity. Command-
ers will request reinvestigation at any time credible
derogatory information concerning a cleared indi-
vidual is received. See paragraph 17&.

.. Strict application of the need-to-know prin-
ciple wi l l be adhered to when granting access to
highly sensitive code-name projects or other areas
of special security interest. Individuals requiring
such access will have been the subject of an ap-
propriate investigation in accordance with the pro-
visions of this regulation and be currently cleared
for access to at least the category of classification
assigned to the project or area. Special security
clearance criteria and categories of classification,
other than those provided for in AR 380-5, will
not be utilized. This policy does not abrogate any
special requirements established by law or higher
authority.

j. Any person selected for duties in connection
with programs involving the education and orien-
tation of military personnel will have been the
subject of a favorable NAC prior to his assignment
in accordance with the provisions of AR C04r-20.

/.-. Any person selected to serve with a board,
committee, or other group responsible for adjudi-
cating personnel security cases will have been the
subject of a favorable background investigation
prior to his assignment, except that, military per-
sonnel who have been granted a final TOP
SECRKT in accordance with the provisions of
paragraph 136(1) (6)2, and on whom a back-
ground investigation has been initiated, may be
selected for service on military personnel security
boards. This requirement applies to boards which
pass upon alleged disloyal, subvev&wfe, or dis-
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affected civilian and military personnel. The
basic qualifications, applicable to all officer posi-
tions, regardless of command or staff level, for
personnel engaged in the adjudication processing
of security cases are prescribed in AR 604-13.

I. Personnel security investigations favorably
completed on ROTC cadets, after enrollment in
the ROTC advanced course, are valid for tho pur-
pose of issuing security clearances for 1 year sub-
sequent to date of commissioning as ai\ officer.
Pending completion of a new investigation, in-
terim SECRET clearances may be issued to
ROTC graduates who enter active duty after 1
year, but less than 18 months from the date of
commissioning. An ROTC graduate who does
not enter active duty until after 12 months from
the date of commissioning will have a new NAC
or a bring-up background investigation initiated
by the appropriate major Army commander at
the time the officer is ordered to active duty.

wt. Authority for granting security clearances
to civilian and military members of the Depart-
ment of the Army is limited to the Department
of the Army.

j f n . Keview oi: a general officer's U.JS. Army
Investigative Records Repository (USAIRR)
dossier, when required pursuant to this regulation
{e.g., as required for USP personnel), will l>e
conducted at Headquarters, Department of the
Army level only. Requests for such review may
bo submitted only by the clearance authorities
specifically listed in paragraph 6. Such requests
will be in writing to the Assistant Chief of Staff
for Intelligence, ATTN: DSPO, Department of
the Army, Washington, D.G. 20310, and will con-
tain the general officer's full name, date and place
of birth, and specific reason for dossier review.
This policy docs not preclude the review of a gen-
eral officer's USAIRR dossier by a superior officer.
Requests for this purpose will be addressed as
above and will be authenticated by the intended
reviewer. Paragraph 6<z(5), AR 381-50 applies.

6. Clearance authority, a. The Secretary of
the Army hereby delegates authority to the, follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: Tfio Under Secretary, Assistant Sec-
retaries, and Special Assistants to the Secretary
of the Army; Chief of Staff of the Army; Heads
of Department of the Army General and Special

Staff agencies; Commanding Generals. U.S. Army
Air Defense Command, U.S. Army Combat De-
velopment (Command, U.S. Army Materiel Com-
mand, U.S. Army Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinental Anny Command, U.S. Army Intelligence
Command; major oversea commands, Army
components of unified and specified commands,
OONUS armies, Mi l i ta ry District of Washington,
U.S. Army; Military Traffic Management andTer-
mina.1 Service, DA; and Commandant, National
War College. Tlic.se officials may rcdelegate
security cle-.u-anee authority to commanders of
subordinate field elements in order to expedite per-
sonnel security rlcur.mce actions. Notwithstand-
ing such delegation, the. persons holding the afore-
mentioned positions continue to be vesjxmsible for
all security clearance actions taken within their
respective jurisdiction.

I. Each person authorized to grant clearance:;
must himself have been subject, of an invest igat ion
meeting the- requirements for a f ina l TOP SE-
CRET clearance.

<?. Clearance certificates on "commanders^ to
whom tho Secretary of the Army ha.s delegated
authority to grant-clearances in a above 111113* be
executed within their own headquarter provided
the requirements of b above are met. Further,
these commanders may appoint a .staff officer to act
for them in the execution of clearance cert.ificai.es
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant, clearance. Each commander is re-
sponsible for insuring that his stuff officer who is
acting for him in this capacity is himself cleared
for TOP SECRET and is qua l i f ied by t ra in ing
and experience to make valid security clearance
determinations.

(/. Each commander will, before authorizing ac-
cess to defense information, insure (.hat the indi-
vidual is familiar with the provisions of AR 380-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who have access to classified
information. Whenever a valid reason exists for
believing that an individual's conduct, activities,
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or a t t i tude may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance and to effect his immediate reassignment
to duties not requiring access to classified informa-
tion. Appropriate- actions under pertinent per-
sonnel regulations \vill be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances, a. In response to DOD
policy guidance, Army clearance authorities arc
encouraged to accept from other commands, serv-
ices and agencies oil a mutual and reciprocal basis
(1) the results of previous investigations and (2)
previous clearances which have been granted by
appropriate authority, provided the previous
clearances have been based on investigative re-
quirements which are in consonance with current
standards. Such reciprocation, will avoid the repe-
t i t ious fi l ing of personal history .statement, the
time and expense of multiple investigations and
multiple clearances. However, this applies only
\yhere a prior investigation by an investigative
agency of the Government, meets the standards
prescribed herein. If the prior investigation does
not. meet such standards, supplemental or addi-

\ tional investigation will be conducted.
b. Generally the validity of a clearance of an

individual granted by another service or agency
will not be questioned. However, clearance au-
thorities have the right to review investigative
and personnel files pertaining to the individual in
question. When deemed necessary additional in-
vestigation may be requested before authorizing
tho individual's access to classified defense- infor-
mation. Requests for additional investigation will
be precise and describe specifically what additional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment of the Army to authorize access to classified
information in its custody to a member of another
service or agency who has not previously been
cleared or is in need of a higher degree of clear-
ance, the parent service/ or agency will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
granted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service or agency.

C 2, AR 604-5
b. Should it be determined that it would not be

in the best, interests of the national security to
permit the individual to ha-ve access to classified
defense information in Army custody, the com-
mander may reassign the individual to nonsensi-
tive duties within his organization or if appro-
priate, revoke the detail or assignment, and advise
the parent, service or agency of the- reasons there-
for. The responsibility to suspend or revoke a
security clearance and initiate security proceed-
ings rests with the parent service or agency.

c. Whenever Department of the Army pei-son-
nel or members are. assigned or detailed for duty
with another service or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its attention which relates to the individual's
continued eligibility for access to classified defense
information. Should the using service, or agency
determine that the individual cannot have access
to classified defense information in its custody, k
\vill reassign the individual to other duties within
its own organization or, if desired, revoke, the
detail or assignment, and request the Chief of Per-
sonnel Operations, ATTN: EPD, Department of
the. Army, Washington, P.O. 20315, to furnish re-
assignment orders. The responsibility to suspend
or revoke a security clearance and initiate security
proceedings on Department of the Army members
or personnel rests with the Department of the
Army.

d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOD agencies and unified
and specified commands follows.

(1) The U.S. Army Personnel Security
Group, Fort Holabird, Md. 21219, is
designated the Department of the Army
element for granting or denying person-
nel security clearances to Army members
who are assigned and joined to other serv-
ices, the Joint Chiefs of Staff, the Office
of the Secretary of Defense and other
Department of Defense agencies.

(2) Army component commanders of unified
and specified commands are designated
Department of the Army elements for
granting or denying personnel security
clearances to Army members assigned

joined to their commands.
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9. Security clearance of separated Depart-
ment of the Army personnel, a. Clearances
granted under this regulation become invalid upon
termination of the individual's service with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Retired general officer personnel may partici-
pate in classified conferences, or a particular ac-
tivity or project, under the supervision and at the
request of one of the officials designated in para-
graph C>a provided clearances in effect, at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by the Assistant Chief of Staff for
Intelligence, Department, of the Army.

10. Implementation of class II installations

and activities. The heads of Headquarters, De-
partment of the Army Stuff' agencies having com-
mand responsibilities and the. commanders-of sep-
arate commands directly subordinate to Head-
quarters, Department of the Army, are responsible
for the implementation of this regulation at class
II installations and activities under their respec-
tive jurisdictions.

•£11. Combat operations. Under combat con-
ditions, or similar m i l i t a r y exigencies, authorities
listed in paragraph G« may waive such provisions
of tliis regulation as are operationally necessary
and warranted by the circumstances. In all such
cases the commander granting the waiver will in-
sure that, the, investigative or other prerequisites
waived are complied with as soon as circumstances
permit.
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SECTION H

INVESTIGATIONS

*

12. Types of investigations required for ac-
cess. £a. The types of personnel security investi-
gations normally required as a basis for granting
access to classified defense information are listed
below. The definition of each of these investiga-
tions is contained in AR 381-130.

(1) National Agency Check (NAC) .
(2) Entrance National Agency Check

(ENTNAC).
(!J) National Agency Check, plus writte.ii in-

quiries (NACI).
(4) Background Investigation (HI).

b. As indicated in paragraph 13, the type in-
vestigation required in an}' instance will depend
on the defense classification of the information to
which a clearance for access is required, the mili-
tary or civilian status of the individual concerned,
and his citizenship st atus.

(?. Additional investigation is not required for
those individuals granted final security clearances
under procedures in effect prior to the date of this
regulation.

13. Types of investigation required for access
to each category of classified defense informa-
tion. a. General. Department of the Army mili-
tary members and civilian personnel may be de-
clared eligible for access to classified defense infor-
mation and granted a personnel security clearance
under the minimum requirements set forth below
for each category of defense information, provided
that no derogatory information based upon the
criteria outlined in paragraph 17 is developed,
which is of sufficient gravity to justify an overall
commonsenso determination that the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vari-
ous classifications of defense information are set
forth in b through d below.

b. TOP SEC RET.
( 1 ) Final clearance.

(a) Civilian per s o n n c I — U^. citizens.
Background Investigation.

(b) Military personnel— UJ8, citizens.
1. Background Investigation, or
8. National Agency Check, plus

(a) Continuous honorable active duty
as a member of the Armed Forces,

or a combination of such active
duty and civilian employment in
the Federal Government service on
a continuous basis, with no break
greater than 6 months, for a mini-
mum of 15 consecutive years im-
mediately preceding the date of
the current investigation, or cur-
rent need for clearance, plus

(b) Check of the military field 201 file,
local intelligence files, provost
marshal files, and medical records.

(c) Immigrant aliens (civilian or mili-
tary) . Background Investigation.

(2) Interim clearance.
(a) Civilian personnel—UJS. citizens. Na-

tional Agency Check. Only in case of
emergency will an interim clearance
be granted to employees occupying or
persons being considered for assign-
ment to sensitive critical or ultra-sen-
sitive- positions. Approval for grant-
ing such clearances must be made by the
Secretary of the Army or his designee
and must be made a matter of record;
and, a National Agency Check with sat-
isfactory results must have been com-
pleted.

(b) Military personnel—U*S. citizens.
National Agency Check.

(c) Immigrant aliens (civilian or mili-
tary). No interim clearance author-
ized.

c. SECRET.
(1) Final clearance.

(a) Civilian personnel—UjS. citizens.
1. National Agency Check, plus written

inquiries to appropriate local law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continu-
ously employed for a period of 5
years (with no break greater than 6
months) immediately preceding the
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C I, AR 60t-5
date of the current investigatfan, or
current need for clearance.

8. A Background Investigation is re-
quired'for employees occupying sen-
sitive positions (critical).

(b) Military personnel—U£. citizens.
•^•/. National Agency Check or an En-

trance National Agency Check.
•Note, in ENTNAC is not valid tor

the purpose of granting an Interim TOP
SECRET clearance.

3. Check of the military field 201 file, lo-
cal intelligence files, provost marshal
files, and medical records.

(c) Immigrant aliens (civilian or mill-
tary). Background Investigation.

(d)- N onapproprlated fund employees and
employees of tlie A rmy National
Gf-uard—UJS. citizen*. National Agen-
cy Check.

(2) Interim clearance.
(a} Civilian personnel—UJS. citizen*.

1. National Agency Check.
2. In case of emergency, interim clear-

ance for access to SKCRKT may be
granted for a limited period pro-
vided a National Agency Check has
l>een initiated and tho Secretary of
the Army or an authority listed in
paragraph 6 finds that such action is
necessary in the interests of national
security and makes a record of such
findings. In every case, this action
will be based upon a check of avail-
able records to include those listed in
paragraph 20<z.

( b ) til ilitary person ncl— U.S. citizens.
Continuous honorable active duty as
a member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the date of the
current investigation, plus a check of
tho military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in the case of per-
sonnel with Jess than 2 years service-—

1. A check of files required above, plus
£. A check of the Federal Bureau of In-

vestigation Investigative and Identi-
fication Files.

(c) Immigrant aliens (civilian or mili-

10

tary). No interim clearance author-
ized.

d. CONFIDENTIAL.
(1) Final clearance.

(a) Civilian personnel—VJS.citiaens. Na-
tional Agency Check, plus written in-
quiries to appropriate local law en-
forcement agencies, former employers
and supervisors, references, and schools
attended, except that the written in-
quiries portion of the investigation may
Ixi dispensed with for employees who
have been continuously employed for a
period of 5 years (with no break greater
than G months) immediately preceding
the date of the current investigation.

(b) Military personnel—U.S. citizens. A
check of the military field 201 file,, local
intelligence files, provost marshal files,
and medical records.

(c) Immigrant- aliens (civilian or mili-
tary) . Background Investigation.

(2) Interim clearance.
(a) Chilian personnel—UJS. citizen*.

1. National Agency Check.
2. In case of emergency, interim clear-

ance, may be granted for a limited
period provided a National Agency
Check has been initiated and an au-
thority listed in paragraph 6 finds
that such action is necessary in the
interests of national security and
makes a record of such finding. In
every case tliis action will l>e based
upon a check of available records to
include those listed in paragraph 20a.

(b) Military personnel—U.S. citizens. In-
terim clearance not authorized.

(c) Immigrant aliens (civilian or mili-
tary) . National Agency Check to in-
clude a cheek of the files of the Central
Intelligence Agency plus initiation of
a full Background Investigation.

e. TOP SECRET and SECRET clearances
granted prior to C February 1963 (wherein serv-
ice performed in active U.S. Army Reserve and
Army National Guard units was counted as "ac-
tive duty" time in computing the number of con-
secutive years of continuous active duty) remain
in effect,

14. Access pending clearance requirements—
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U.S. citizens, a. When immediate access to clas-
sified defense information is required in an emer-
gency in order for the individual concerned to
carry out his assigned task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph fi
may authorize such access to U.S. citizens, based
on a favorable check of the individual's military
field 201 file or civilian personnel record, local in-
telligence, medical, and provost marshal files.

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such action may
jeopardize the accomplishment of the mission of
the organizations authorizing the access. In each
such case of granting emergency immediate access,
a record of the authorization will be made and the
commander, or responsible authority concerned,
will have initiated the action necessary for final
clearance.

c. Pei-sons occupying positions defined in para-
graplis 4/ and g will not- be granted access pend-
ing clearances.

15. Acceptance of investigations conducted
by other governmental agencies for clearance
purposes. a. Prior investigation. Whenever *
prior investigation by any investigative agency of
the Federal Government is equal in scope and
meets the standards prescribed in AH 381-130.
clearance may be granted upon review of the prior
investigation provided that service with the Fed-
eral Government has been continuous with no
break in service longer than 0 consecutive months
since completion of this prior investigation, and
an inquiry of the agency of prior employment dis-
closes no reason why clearance should not be
granted. If the prior investigation does uot meet
the requirements of AR 381-130, supplemental or
additional investigation will be conducted.

b. Acceptance of investigations conducted for
civilian employment.

*(1) The following investigations may be
accepted for clearance purposes within
the Department of the Army provided the
person has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
in service longer than C mouths since- the
completion of the investigation, and an
inquiry to the agency of prior employ-

TAfiO 7 90A
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ment discloses no reason why clearance
should not be granted.

(a) National Agency Check including FBI
fingerprint check conducted by a U.S.
governmental agency pursuant to Ex-
ecutive Order 10450, may be accepted
as the equivalent of a National Agency
Check.

(b) A "Full Field Investigation" con-
ducted pursuant to Executive Order
10450 by a U.S. governmental agency
may be accepted, provided it is deter-
mined upon review of the investigative
report that it meets the scope pre-
scribed in appendix II of AK 3S1-130
for a background investigation.

(c) A National Agency Check with writ-
ten inquiries conducted by the Civil
Service Commission, provided—

7. Review of the employee's ofiicial per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under "Sec-
tion 3(a), Executive Order 10450";
or

if2. Certification is received from the
Civil Service Commission on CSC
Form 715 (Report of Clearly Favor-
able Results in DOD NACI Case)
that their investigation disclosed no
derogatory information. Upon com-
pletion of clearance action or action
required under part 111 of DA Form
873 (Certificate of Clearance and/or
Security Determination Under EO
10450) the requesting command will
forward the CSC Form 715 to the
U.S. Army Count.erintelligence Rec-
ords Facility, Fort Holabird, Md.
21219, for inclusion in the individ-
ual's USAIRR dossier.

(2) AVhere a background investigation of a
civilian employee is required under the
provisions of this regulation, the National
Agency Check component of the back-
ground investigation need not be dupli-
cated if it is determined that a U.S. gov-
ernmental agency is conducting or has
completed a National Agency Check that
meets the scope prescribed in appendix. I

11
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C 2, AR 604-5
of AR 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in service longer
than G consecutive months since comple-
tion of the National Agency Check.

16. -^-Access by aliens and foreign nationals.
Aliens and foreign nationals are not eligible for
security clearances. (See para 5e for policy con-
cerning immigrant aliens.) Such personnel may
be granted limited access authorizations but only
under the conditions and procedures set forth in a
through o below. A limited access authorization is
not to be considered a security clearance. (The.
term "alien" used throughout this paragraph re-
fers to both aliens and foreign nationals.)

a. Policy. Appropriate authority as defined in
c below may grant on alien a limited access au-
thorization when it is determined that the employ-
ment of on alien in duties requiring access to
certain classified defense, information is necessary
in the interests of national security. The classi-
fied mission of the command, agency, or installa-
tion, is secondary to the interest of national
security in establishing authorization. It is
therefore essential that strict limitations be placed
on the type of positions in which aliens may bo
utilized and the type of information which may
be disclosed. In no case will a limited access
authorization bo granted if the investigation dis-
closes information which raises a reasonable doubt
concerning the character, integrity, or trustworthi-
ness of the individual or if investigation reveals
possible disaffection for the United States or tho
intentional withholding or concealment of perti-
nent information pertaining to the individual's
personal history.

b. Investigation. The minimum scope of in-
vestigation to be conducted for the purpose of
granting a limited access authorization under the
provisions of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual's life- which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided the individual consents
in writing. Individuals who refuse to be
polygraphed will not. be granted limited
access authorizations.

c. Authorization. Authorization to grant ac-
cess as provided in this paragraph has been dele-
gated as follows:

(1) TOP SECRET—Secretary of the Army.
(2) SECRET—Authorities listed in para-

graph Off.
(3) CONFIDENTIAL—Authorities listed

in paragraph Ga or their designers.
d. Interim limited access authorisation* There

is no authority for the granting of an interim lim-
ited access authorization.

ifC. Use and disposition of DA Form 3028-R.
The appropriate authority indicated in c above
upon granting a limited access authorization will
execute DA Form 3028-R (Limited Access Au-
thorization (Aliens, Immigrant. Aliens, Foreign
Nationals)) (fig. 1). Each DA Form 3028-R
will include a statement specifying in detail
the specific type of classified information to
which the individual is authorized access and
that, such access is necessary in the interests of
national security. A job description wi l l be added
us an inclosure to each DA Form ,'i028--R. This
authorization will remain.in effect, for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
ing Officer, USAIRR, Fort Holabird, Md. 21219,
for inclusion in the individual's UtfAlRR dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during the period of authorization but need not
include an additional polygraph examination un-
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SECTION in

CRITERIA

17. Criteria for application of policy, a. Tho
ultimate determination of whether the granting of
a clearance is clearly consistent with the interests
of national security must be an overall common-
senso determination hosed upon all available in-
formation, both favorable and unfavorable. Tho
granting, denial, or revocation of a security clear-
ance may be a matter of far-reaching consequences
to the Department of tho Army as well as to tho
individual concerned. Therefore, arbitrary and
perfunctory decisions must be avoided. The ac-
tivities and associations listed below, whether cur-
rent or past, may, depending upon the degree of
seriousness, be the. basis for denial of access to
classified defense information, or revocation of
clearance.

(1) Commission of any act of sabotage, es-
pionage,, treason, or sedition, or attempts
thereat or preparation therefor; or con-
spiring with or aiding or abetting another
to commit or attempt to commit, any act of
sabotage, espionage, treason, or sedition.

(2) Establishing or continuing a sympat hetic
association with a saboteur, spy. traitor,
seditioni.-t, anarchist, or revolutionist, or
with an espionage or other secret agent or
representative of a foreign nation, or any
representative of a foreign nation whose
interesLs are inimical to the interests of
the United States, or with any person who
advocates the use of force or violence to
overthrow the Government of the United
States or the alteration of the form of
Government of the United States by un-
constitutional means.

(3) Advocacy of use of force or violence to
overthrow the Government of the United
States or of alteration of tho form of
Government of the United Slates by un-
constitutional means.

(4) Membership in, or affiliation or sympa-
thetic association with, any foreign or
domestic organization, association, move-
ment, group or combination of persons
which is totalitarian, Fascist, Communist,
or subversive, or -which has adopted, or
shows, a policy of advocating or approv-

ing the commission of acts of force or
violence to deny other persons their rights
under tho Constitution of the United
States, or which seeks to alter the form
of Government of the United States by
unconstitutional means. (An organiza-
tion movement, or group, officially des-
ignated by the Attorney General of the
United States to be, totalitarian, Fascist,
Communist., or subversive, to advocate or
approve foro.ihlt; ur violent denial of con-
stitutional rights or to seek alteration of
the form of Government of the United
States by unconstitutional means, shall be
presumed to be of a character thus des-
ignated unt.il the contrary be established.)

(5) Performing or attempting to perform his
duties, or otherwise acting, so as to servo
tho interests of another government in
preference to the interests of the United
States.

(0) Failure or refusal to sign DD Form 98
(Armed Forces Security Questionnaire)
or DA Form l i l t (Statement of Non-
Afliliution With Certain Organizations)
as applicable, pleading protection of the
Fifth Amendment or of Article 31, Uni-
form Codo of Military Justice, in refus-
ing to completely answer questions con-
tained in DD Form 98, DD Form 398,
or DA Form 1111, or otherwise failing or
refusing to answer any pertinent ques-
tion propounded in the course of an offi-
cial investigation, interrogation, or exam-
ination, conducted for the purpose of
ascertaining the existence or extent, or
both, of conduct of the nat ure described in
(1) through (5) above, and (7) through
(13) below.

(7) Participation in tho activities of an orga-
nization established as a front for an or-
ganization referred to in (4) above when
his personal views are sympathetic to the
Subversive purposes of such organization.

(8) Participation in the activities of an orga-
nization with knowledge that it had been
infiltrated by members of subversive
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groups under circumstances indicating
that the individual was a part of, or
sympathetic to, the infiltrating element
or sympathetic to its purposes.

(9) Participation in tho activities of an orga-
nization referred to in (4) above, in a
capacity where he should reasonably have
had knowledge of the subversive aims or
purposes of the organization.

(10) Sympathetic association with a member
or members of an organization referred
to in (4) above or sympathetic interests
in totalitarian, Fascist, Communist, or
similar subversive movements.

(11) Currently maintaining a close continu-
ing association -with a person who has
engaged in activities or associations of tho
typo referred to in (1) through (9) above.
A close continuing association may be
considered to exist if the, individual lives
with, frequently visits, or frequently com-
municates with such person.

(12) Close continuing association of the type
described in (11) above, even though later
separated by distance, if the circum-
stances indicate that renewal of the asso-
ciation is probable.

(13) Any facts other than as set forth in (14)
through (19) l>elow, which furnish reason
to l>elieve that the individual may he sub-
jected to coercion, influence, or pressure
which may cause him to act contrary to
the best interests of national security.
Among matters which should be consid-
ered in this categoiT would be the pres-
ence of a spouse, parent,, brother, sister,
or offspring in a nation, a satellite there-
of, or an occupied area thereof, whoso
interests are inimical to the interests of
tho United States.

(14) Willful violation or disregard of secu-
rity regulations.

(15) Intentional unauthorized disclosure to
any person of classified information, or
of other information disclosure of which
is prohibited by law.

(16) Any deliberate misrepresentation, falsi-
fication, or omission of material fact.

(17) Any criminal, infamous, dishonest, im-
moral, or notoriously disgraceful conduct,

habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

(18) Acts of a reckless, irresponsible, or wan-
ton nature which indicate such poor judg-
ment and instability as to suggest that
the individual might disclose security in-
formation to unauthorized persons or
otherwise assist such persons, whether de-
libe.rate or inadvertently, in activities
inimical to the security of the United
States.

(10) All other behavior, activities, or asso-
ciations which tend to show that the per-
son is not reliable or trustworthy.

(20) Any illness, including any mental con-
dition, of a nature which in the opinion
of competent medical authority may
cause significant defect in the judgment,
or reliability of the individual, with due,
regard to the transient or continuing ef-
fect, of the illness and the medical findings
in such case.

(21) Any excessive, indebtedness, recurring
financial difficulties, unexplained aiHnei-ce
or repetitive absences without leave
which furnish reason to believe that the.
individual may act contrary to the best
interests of national security.

(2-2) Refusal to take the Oath of Allegiance
or Oath of Service and Obedience.

b. Commanders and supervisors at all echelons
including company, separate detachment, or equiv-
alent level will take immediate act ion to suspend an
individual's access to classified information when-
ever credible derogatory information within the,
scope of a above is received. In this connection,
full use will be made of medical and military po-
iico reports. The responsible official withdrawing
access will promptly notify the clearance author-
ity of such action and initiate or request appropri-
ate investigation in order to permit expeditious
restoration of access or to provide a sound basis
upon which to effect revocation of the individual's
security clearance. Upon completion of appro-
priate inquiry or investigation and review of all
pertinent facts, both favorable and unfavorable,
the commander authorized to grant clearance, will
moke a positive determination whether to revoke
tho clearance or permit it to remain in force. If
the decision is to revoke, the clearance, the action
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described in paragraph 24 will be followed. In
addition, action will be in i t ia ted in accordance
with AR 600-31, AR 604-10, SR G20-220-1, AR
331-115, AR 230-15, AR GMO-D8, AR 004-1J, The
Uniform Code of Military Justice, CPR Si, or
other regulations, as appropriate. Commanders
and supervisors must be. alert on a continuing basis
to detect delinquent or irrational conduct on tin-
part of subordinates who have access to classified
information. This is particularly cr i t ical in cases
of personnel who occupy USP.

c:. In evaluating information of a suitabil i ty na-
ture, consideration should be given to the gravity
of the information in derogation, the age of the
individual at tho time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must
not be construed us pevn\a.\eut pvwrt ol' uureliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by an
appreciation of all the facts bearing on the case.

iftL When an NAC or EXTNAC develops un-
favorable information, any additional investiga-
tion required to resolve, the case wi l l be conducted
by USAINTC. When the NAC was conducted ns
•A basis for grunting a security clearance, the com-
mander concerned must, make a security deter-
mination under the provisions of this regulation.
When an ENTNAC or an NAC conducted for
purposes other than clearance develops derogatory
information which does not warrant unfavorable
personnel action, the remarks section of the indi-
vidual's DA Form GO or DA Form 20 will be
annotated "Paragraph I7rf, AR 604-5 applies."
The fact that this annotation was accomplished
will be noted on t he original copy of the DA Form
3027 which will be forwarded wi th the case file to
the USAIRR, Fort Holabird, Md. 21219. In tho
event of a subsequent need for a security clearance
by a member whose records are so annotated, tho
commander concerned will obtain and review the
individual's USAIRR investigative, dossier.
J.asecl on all the information available, both favor-
able and unfavorable, he will either—

(1) Issue a security clearance and grant ac-
cess to classified information as needed;

(2) Take action to deny security clearance as
outlined in paragraph 24; or

(3) Request additional investigation upon
which t.o base definitive action under (\)
or (2) above.

TAOO 790A
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18. Access to atomic energy information.
Access to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
14)54 (08 Sut. 921, us amended 42 U.S.C. 2011 et
seq.) within the Department of the Army will be
governed by the clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAL defense information as set forth in
paragraph 13 of this regulation and AR 380-150.

19. Access to classified cryptographic infor-
mation, a. Authority. Authorities listed in
paragraph G«. or their designees, are, responsible
for determining that an individual has the need-
to-know ami meets eligibility requirements prior
to authorizing such individual access to classified
cryptographic information.

b. Determination of eligibility.
(1) U.S. citizen personnel must, possess a se-

curity clearance granted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
the cryptographic, information to which
access is required. However, as an addi-
tional requirement, a favorable National
Agency Check will have been completed
for those individuals who as members of
the National Guard or Reserve forces re-
quire access to CONFIDENTIAL cryp-
tographic information in connection with
short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final type security clearance based on a
background investigation may be au-
thorized access to CONFIDENTIAL
cryptographic in formation. They will
not be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(b) Appointed as cryptographic custodians
or as cryptographic security officers.

(c) Given aci-css to safes where crypto-
graphic keying material and related
equipment are stored; and

(d) Authorized access to research and de-
velopment information concerning
cryptographic*, information.
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(3) All other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United States
has AU agreement may be granted access
to classified cryptographic information
which has been released to that govern-
ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

c. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
tf above will formally authorize the individual's
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will
be completed and made a matter of record as pre-
scribed in paragraph 25.

d. Termination of access. When it is deter-
mined that the individual no longer meets clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such

withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information, and that
ho is subject to penalties prescribed for its willful
or inadvertent, disclosure. Termination of access
will bo accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access. To meet operational require-
ments, U.S. citizen personnel whose primary duties
are not cryptographic in nature, but who may be
required to have access to certain types of crypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers), may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;
(2) They have security clearances for access

to the classification category equal to or
higher than that of the material to be
released;

(3) They are thoroughly instructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

(4) The Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirement.
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SECTION iv

ADMINISTRATION
20. Request tor investigation, Jfa. Submis-

sion. A commanding officer, his representative, or
higher authority, upon determining that a person-
nel security investigation is required in conjunction
with a security clearance action, will request such
investigation in accordance with AR 381-130,
(Civilian employee preappointrncnt and preas-
signment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR 12.) A separate request will be sub-
mitted for each investigation specifying the type
investigation desired and the highest classification
of the information and material to which the in-
dividual will bo allowed access. It will be, accom-
panied by the appropriate forms prescribed in
AR 381-130. In addition, the requester will in-
dicate the results of a check of the following local
files: field military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
medical records (when medical records arc avail-
able on civilian personnel they will be cheeked).
Local file checks will not be, conducted when re-
questing a routine National Agency Check on
nonprior service Regular Army personnel and
inductees undergoing basic training. However,
local file checks will be, conducted on such per-
sons prior to the granting of a security clearance.
If the results of the local file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regulations will be taken. When this check
indicates that, a case, has been processed on an in-
dividual under the provisions of AR 604-10 or
SR 620-220-1, no action will be taken to grant
interim or final clearance until a complete review
of the USAIRR dossier has been accomplished
and a determination made that such clearance is
clearly consistent with tlie interests of national
security. In no instance will an interim clearance
action be taken ou on individual or a request for
investigation necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual's DD Form 35)8, medi-

cal record, or other record or source indicates tile-
existence, ctirrent or past, of any mental or nervous
disorder, or emotional instability unless com-
petent medical authority certifies that the disorder
or instability has been overcome or is of such a
nature that it does not impair the subject's judg-
ment or reliability. Such certifications, if made,
will accompany the request for investigation and'
will become, an integral part of tho USAIRR dos-
sier of the individual concerned.

ifb. Retention of request for investigation. A
file copy of DA Form 2781 (Request For and
Results of Personnel Security Action) and/or a
copy of DA Form 3027 (U_S. Army Request for
Xalional Agency Check) will bo maintained in
the. individual's field personnel file. These copies
will be removed and destroyed when the results
of investigation are received and a positive de-
termination has been made as to whether the sub-
ject of investigation will be granted or denied a
security clearance.

(1) When a determination is made to deny a
security clearance, action will be taken
in accordance with paragraph 2i.

(2) When a clearance is granted ou tho basis
of a favorable Background Investigation,
the. original copy of DA Form 27S4 will
be annotated by the clearance authority
to reflect the, nature of the clearance
action taken and forwarded to the
USATRK.

(3) When a clearance is granted based .solely
on the results of a favorable XAC or
IENTNAC, the original copy of DA Form
3027 will be destroyed inasmuch as the
USAIRR will not maintain a dossier in
such cases.

c. Cancellation of investigation. When the need
for a background investigation previously re-
quested no longer exists because of such reasons
as dischargo, separation, death or in those cases
where the subject of the investigation has a history
of mental disorder, nervous disorder, or emotional
instability which competent medical authority is
unable to certify as having been overcome or is
currently of such nature as not to impair sub-
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C I, AR 604-5

ject's judgment or reliability, the control office
will be notified promptly in order that the investi-
gation may be canceled. Requests for NAC's al-
ready submitted will not be canceled. In the event
u change of assignment within Department of the
Army is effected during the course of any investi-
gation, the control office wijl be notified so that
the results of the investigation may be forwarded
by the control office to the gaining command.

d. Preliminary report. A preliminary report
will be furnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed either during the course of
any investigation or by the National Agency
Check portion of a background investigation.
Following submission of a preliminary report, the
investigation will be continued, except that in-
vestigations of military personnel, and DA civil-
ians which develop the existence, current or past,
of any mental disorder, nervous disorder or emo-
tional instability will be suspended. The suspen-
sion will remain in effect until the requester
furnishes the control office certification from com-
petent mediciil authority that the disorder has been
overcome or is of such a nature that it does not
impair subject's judgment or reliability. Prelim-
inary reports concerning contractor personnel will
l>e submitted to the Defense Industrial Security
Clearance Office (DISCO) but the investigation
on such personnel will not bo suspended regard-
less of the nature of the information developed.
Commanders receiving preliminary reports con-
taining derogatory information will take appro-
priate action to insure the security of their
commands pending receipt, of final reports.

e. Receipt of reports after change in status.
Should the requester receive a report of investiga-
tion subsequent to the subjects reassignment, re-
lease from active military duty, discharge from
military service, death, or termination of employ-
ment, he wiW dispose of such report through intel-
ligence channels as follows:

(1) If (lie subject of investigation has been
reassigned and a completely favorable
report is received by the requester, the
report will be forwarded directly to the
subject's new installation or activity.
However, unfavorable reports will be
forwarded through the appropriate com-
mand headquarters to the new command.

(2) If the person has been released from ac-
20

tive duty or his employment terminated,
and ho is a member of tho U.S. Army
Reserve, report will be forwarded for
appropriate action to the 21 army, MDW,
or major commander in whose area the
person's home of record is located.

(3) If the person has been released from ac-
tive military duty, or his employment
terminated, and ho is a member of the
Army National Guard, report, will be for-
warded to the major commander having
jurisdiction over the area iu which the
State, district, or territory National
Guard is located.

-fa (4) If the person is deceased, if ho has been
discharged from military service with no
U.S. Army Reserve commitment, or if
employment has been terminated and he
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the, USAIRR
in accordance with AR 381-45.

•A-(5) In the case specified in (1), (2),and (3)
above the commander to whom the report
of investigation is forwarded for appro-
priate action will, after completion of
such action, if any, forward the report to
USAIRR in accordance witii AR 381-45.

/. National Guard requests. The granting of
security clearances for access to TOP SECRET
and SECRET classified defense information to
members of the Army National Guard is the re-
sponsibility of commanders specified in t?(3) above.
The granting of security clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of those Stato adjutants gen-
eral to whom the Chief of the National Guard
Bureau has delegated such authority. Requests
for investigation of National Guard personnel not
on active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the Zl army, MDW, or oversea
command, major commanders will accept
for processing, requests for personnel se-
curity investigations submitted by the re-
spective adjutants general of the States,
territories, and tho District of Columbia,
in order to insure that achievement of
operational readiness by National Guard
units will not bo handicapped because of
a lack of security clearance. However,

TAQO 1037A

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP



\)
concerned will ascertain whether a DD Form 98
lias been accomplished. Whenever examination of
the individual's unit personnel record reveals that
a DD Form US, up to date as of the current enlist-
ment or tour of duty, has been accomplished, and
no action under AR GO-1-10 is pending or con-
templated, a request for clearance action may be
initiated. Whenever examination of the unit per-
sonnel records reveals that an up-to-date DD Form
08 has not been accomplished, the commander hav-
ing custody of the individual's records will direct,
that the form be accomplished and w i l l take the
following action;

(1) If the DD Form 1)8 is completed without
qualification, investigative, or clearance
action may be initiated. The DD Form
98 will be filed in the individual 's field
military 201 file.

(2) If the individual refuses to execute the
form in its entirety, or makes an entry
therein indicating t h a i information w i t h -
in the criteria o u t l i n e d in paragraph 14,
Ali GO-1-10, may exist, action will be taken
in accordance with the provisions of AR
004-10.

b. Civilian pe.i'&onnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to

C 2, AR 604-5

the granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the currant
period of employment, and no action under SR
G20-220-J is pending or contemplated, a request
for clearance action may be initiated. AVhenever
the record reveals that an up-to-date DA Form
1111 has not been accomplished, the commander
will direct, that the form be accomplished and will
lake the following action:

(1) It' the DA Form 1111 is completed with-
out qualifications, investigative or clear-
ance action may be initiated. The, DA
Form 1111 wil l be filed as prescribed in
CPRR1.

(2) 11 the individual refuses to execute the
form in its entirety or makes an entry
thereon, indicating that information
within the cri teria outlined in paragraph
IT, SR 620-^0-1, may exist, action will
be taken in accordance with Slv 020-
220-1.

(3) Failure or refusal to execute and submit
DA Form 1111 is a basic- disqualification
for employment and clearance will not be
granted.
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of theminimum reqi
U.S. Army.

d. Aliens, other than immigrant aliens, <and for-
eign nationals ore not eligible for security clear-
ances but may in exceptional -cases be granted
limited access authorizations for access to classified
•defense information under the provisions of para-
graph 16.

e. An immigrant alien Amy be granted a final
security clearance upon oojnpletion of a back-
ground investigation, as outlmed in appendix II
of AR 381-130, .provided that\t discloses no de-
rogatory information indicatingSthat such access
would not be clearly consistent with the interests
of national security. The use of th\ polygraph is
authorized when it is necessary to verify informa-
tion furnished by the individual whicht cannot bo
verified through the use of normal investigative
methods, provided the individual consents in
•writing. Interim clearance for TOP SECRET
and SECRET is not authorized. InterimYlear-
anco for CONFIDENTIAL is authorized Vfter
completion of a national agency check (IS^
which reveals no derogatory information and ar
initiation of a background investigation.

/. The minimum investigative requirements pre-
s.'ribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by tho authorities listed in
paragraph 6a. The U.S. Army Intelligence Com-
mand (USAINTC) and oversea commands func-
tioning as control offices for the conduct of investi-
gations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in. this regulation unless sufficient justi-
fication is furnished with the request.

g. A prerequisite for assignment of an indi-
vidual to an USP is a TOP SECRET security
clearance based on a favorably completed back-
ground investigation less than 5 years old. To
assist commanders and supervisors in their obli-
gation to be knowledgeable of a subordinate'so * *

continued suitability for access to highly sensitive
information, those individuals selected for assign-
ment to positions designated Ultra-Sensitive
(poru 4:p) will be reinve?tigated as a requisite for
such assignment if their security clearance is based
on a background investigation more than 5 years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will ho

A AR 604-5

^evaluated 5 years from the date of their last
«eonrity investigation. The reeralaation will 'be
"based cm fihe results of a current reinvestigation
underlie provision «f Afi'881-180, a review of the
individual'^ personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. During the interview, the in-
•dividual "will 'be questioned /concerning his physi-
cal, mental, and emotional health, And reminded
of the serious nature of his security responsibili-
ties. His motivation towards his assignment will
also be ascertained.

A, 3Jeinvestigations directed in the preceding
paragraph of individuals in the USP category
will not routinely be conducted on persons in posi-
tions of u lesser degree of sensitivity. Command-
ers wiD request reinvestigation at any time credible
derogatory information concerning a cleared indi-
vidual is received. See paragraph 17&.

i. Strict application of the need-to-know prin-
ciple will be adhered to when granting access to
highly sensitive code-name projects or other areas
of special security interest. Individuals requiring
such access will have been the subject -of an ap-
propriate investigation in accordance "with the pro-
visions of this regulation and be currently cleared

>„ for access to at least tho category of classification
\assigiied to the project or area. Special security

learance criteria and categories of classification,
other than those provided for in A_R 880-5, will
notioe utilized. This policy does notrabrogate any
special requirements established by law or higher
authority.

j. AnV person selected for duties in connection
with .programs involving the education and orien-
tation of military personnel will have been the
subject of *rf avorable NAC prior to his assignment
in accordance with the provisions of AR 604r-20.

k. Any person selected to serve with a board,
committee, or ether group responsible for adjudi-
cating personnel security cases will have been the
subject of a favorable background investigation
prior to his assignment, except that military per-
sonnel who haveXbecn granted a final TOP
SECRET in accordance with the provisions of
paragraph 136(1)(M£, and on whom a back-
ground investigation lias been initiated, may 'be
selected for service on military personnel security
boards. This requiremem applies to boards wluch
pass upon alleged disloyal, subversive, or dis-
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C 1. AR 6M-5

affected civilian and military personnel. The
basic qualifications, applicable to all officer posi-
tions, regardless of command or stafi level, for
personnel engaged in the adjudication processing
of security cases are prescribed in AR 604-13.

.. Personnel security investigations favorably
completed on ROTC cadets, after enrollment in
tho ROTC advanced course, are valid for the pur-
pose of issuing security clearances for 1 year subse-
quent to date of commissioning as an officer.
Pending completion of a new investigation, in-
terim SECRET clearances may be issued to
ROTC graduates who enter active duty after 1
year, but less than 18 months from the date of
commissioning. An ROTC graduate who does
not enter active duty until after 12 months from
the date of commissioning will have a new NAC
or a bring-up background investigation initiated
by the appropriate major Army commander at
the time the officer is ordered to active duty.

ifm. Authority for granting security clearances
to civilian and military members of the Depart-
ment of the Army is limited to the Department
of tho Army.

6. Clearance authority. *fca. The Secretary of
the Army hereby delegates authority to the follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant Sec-
retaries, and Special Assistants to the Secretary
of tho Army; Chief of Staff of the Army; Heads
of Department of the Army General and Special
Staff agencies; Commanding Generals, U.S. ^.rmy
Air Defense Command, U.S. Army Combat De-
velopment Command, U.S. Army Materiel Com-
mand, U.S. Army Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinent! Army Command, U.S. Army Intelligence
Command; major oversea commands, Army com-
ponents of unified and specified commands, ZI
armies, Military District of Washington, U.S.
Army; Military Traffic Management and Ter-
minal Service, DA; and Commandant, National
War College, These officials may redelegate se-
curity clearance authority to commanders of sub-
ordinate .field elements in order to expedite
personnel security clearance actions. Notwith-
standing such delegation, the persons holding the
aforementioned positions continue to be responsi-

ble for all security clearance actions taken within
their respective jurisdiction.

6. Each person authorized to grant clearances
must himself have been, subject of an investigation
meeting the requirements for a final TOP
SECRET clearance.

c. Clearance certificates on "commanders" to
whom the Secretary of the Army has delegated au-
thority to grant clearances in a above may be exe-
cuted within thoir own headquarters provided the
requirements of b above are met. Further, these
commanders may appoint a staff officer to act
for them in the execution of clearance certificates
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant clearance. Each commander is re-
sponsible for insuring that his stuff officer who is
acting for him in this capacity is himself cleared
for TOP SECRET and is qualified by training
and experience to make valid security clearance
determinations.

d. Each commander will, before authorizing ac-
cess to defense information, insure that the indi-
vidual is familiar with the provisions of AR 380-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the activities and be-
havior of personnel who have access to classified
information. Whenever a valid reason exists for
believing that aa individual's conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance and to effect his immediate reassignment
to duties not requiring access to classified informa-
tion. Appropriate actions under pertinent per-
sonnel regulations will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances.

'fro. In response to DOD policy guidance, Army
clearance authorities are encouraged to accept
from other commands, services and agencies on »
mutual and reciprocal basis (1) the results of pre-
vious investigations and (2) previous clearances
which have been granted by appropriate authority,
provided the previous clearances have been based
on investigative requirements which are in conso-
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nance T«-ithcurrent standards. Sucli reciprocation
will avoid the repetitious filing of personal liistory
statement, the time^nd exjjense-Gf iuulti^e investi-
gations a*id multiple elearanoes, JIowevers this
applies -only wliore a ficlor investigation by on in-
vestigative .agency -of -the Government meets the
standards prescribed herein. If the prior investi-
gation does not meet such standards, supplemental
or additional investigation will be conducted.

b. Generally the validity of a clearance of an
individual granted by another service or agency
will not bo questioned. However, clearance au-
thorities have the right to review investigative and
personnel files pertaining to the individual in ques-
tion. When deemed necessary additional investi-
gation may he requested before authorizing the
individual's access to classified defense informa-
tion. Requests for additional investigation will
be, precise and describe specifically what additional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment of the Army to authorize access to classified
info mint-ion in its custody to a member of another
service or agency who has not previously been
cleared or is in need of a higher degree of clear-
ance, the parent service or agency will be requested
to conduct the necessary investigation and grant
the desired clearance. Records of the security
clearance or certificate of access authorization
granted by tho parent service or agency will be
maintained in accordance vrith the administrative
procedures of that service or agency.

5. Should it be determined that it would not be
in the best interests of the national security to
permit the individual to have access to classified
defense information in Army custody, the com-
mander may reassign the individual to nonsensi-
tive duties within his organization, or if appro-
priate, revoke the detail or assigmneut, and advise-
the parent service or agency of the reasons there-
for. The responsibility to suspend or revoke a
security clearance and initiate .security proceed-
ings rests with f:ho parent service or agency.

c. Whenever Department of the Army person-
nel or members are assigned or detailed for duty
with another sen~ ice or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com,-

ing to its attention which relates toihe individual's
continued eligibility for access <to classified<le-fense
information. -Should the using service ,or agency
determine that -the individual uannot have access
to classified defense information in its .custody, it
will roaasign the individual,to'Other duties .within
its own organization, or, if desired, revoke the
detail or assignment, and request the Chief of Per-
sonnel Operations, ATTN: EPD, Department of
the Army, Washington, D.C., 20315, to furnish re-
assignment orders. The responsibility to suspend
or revoke a security clearance and initiate security
proceedings on Department of the Army members
or personnel rests with the Department of the
Army,

•&d. Responsibility for granting security clear-
ances to Army members who are assigned and
joined to other services, DOD agencies and unified
and specified commands follows,

(1) Tho U.S. A rmy Personnel Security
Group, Fort Holabird, Md., 21219, is
designated the Department of the Army
element for granting or denying personnel
security clearances to Army members who
are. assigned and joined to other services,
the Joint Chiefs of Staff, the Office of the
Socref-try of Defense and other Depart-
ment of Defense agencies.

(2) Army component commanders of unified
and specified commands aro designated
Department of the Army elements for
granting or denying personnel security
clearances to A rmy members assigned and
joined to their commands.

9. Security clearance of separated Depart-
ment of the Army personnel, a. Clearances
granted under this regulation become invalid upon
termination of the individual's service- with the
Department of the Army by reason of discharge,
resignation, or retirement.

b. Iletired general officer personnel may partici-
pate in classified conferences, or a particular activ-
ity or project, under the supervision and at the
request of one of the officials designated in para-
graph Qa provided clearances in effect at the time,
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by the Assistant Chief of Staff for
Intelligence, Department of the Army.
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C 1, AR 604-5
10. Implementation of class H installations

and activities. The heads of Headquarters, De-
partment of the Army Staff agencies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Department of the Army> are responsible
for the implementation of this regulation at class

II installations and activities under their re-
spective jurisdictions.

11. Combat operations. Under combat condi-
ditions or other military exigencies, authorities
listed in paragraph 60 may waive such provisions
of this regulation as aro warranted by the
circumstances.
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U.S. citizens, a. When immediate access to clas-
sified defense information is required in an emer-
gency in order for the individual concerned to
cany out his assigned task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph (>
may authorize such access to U.S. citizens, based
on a favorable check of the individual's military
field 201 file or civilian personnel record, local in-
telligence, medical, and provost marshal files.

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions whore failure to take such action may
jeopardize the accomplishment of the mission of
the organizations authorizing the access. In each
such oase of granting emergency immediate access,
a record of the authorization will be made and the
commander, or responsible, authority concerned,
will have initiated the action necessary for final
clearance.

c. Persons occupying positions defined in para-
graphs 4 / and g will not be granted access pend-
ing clearances,

15. Acceptance of investigations conducted
by other governmental agencies for clearance
purposes, a. Prior investigation. "Whenever a
prior investigation by any investigative agency of
the Federal Government is equal in scope and meets
the standards prescribed in AR 381-130, clearance
may be granted upon review of the prior investiga-
tion provided that service with the Federal Gov-
ernment has been continuous with no break in
service longer than 6 consecutive months since
completion of this prior investigation, and an in-
quiry of the agency of prior employment discloses
no reason why clearance should not be granted. If
the prior investigation does not meet the require-
ments of All 381-130, supplemental or additional
investigation will be conducted.

b. Acceptance of investigations conducted for
civilian employment.

•£(1) The following investigations may be
accepted for clearance purposes within
the Department of the Army provided the
pei-son has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
in service longer than 6 months since the
completion of the investigation, and an
inquiry to the agency of prior em ploy-

C 1, AR 604-5

ment discloses no reason why clearance
should not bo granted.

(a) National Agency Check including FBI
fingerprint check conducted by a U.S.
governmental agency pursuant to Ex-
ecutive Order 10450, may be accepted
as the equivalent of a National Agency
Check.

(b) A "Full Field Investigation" conducted
pursuant to Executive Order 10J50 by
a U.S. governmental agency may be ac-
cepted, provided it is determined upon
review of the investigative report that
it meets the- scope prescribed in appen-
dix II of AR 381-130 for a background
investigation.

(c) A National Agency Check with written
inquiries conducted by the Civil Service
Commission, provided —

2. Review of the employee's official per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under "Sec-
tion 3(a)» Executive Order 10-150";
or

TAGO 1D.T7A

. Certification is received from the
Civil Service Commission on CSC
Form 715 (Report of Clearly Favor-
able Results in DOD NACI Case,)
that their investigation disclosed no
derogatory information. Upon com-
pletion of clearance action or action
required under part III of DA Form
873 (Certificate of Clearance and/or
Security Determination Under EO
10450} the requesting command -will
forward the CSC Form 715 to the
U.S. Army Counter intelligence Rec-
ords Facility, Fort, Holabird, Md.,
2121!), for inclusion, in the individ-
ual's USAIRR dossier.

(2) Where a background investigation of a
civilian employee is required under the
provisions of this regulation, the National
Agency Check component of the back-
ground investigation need not he dupli-
cated if it is determined that a U.S. gov-
ernmental agency is conducting or has
completed a National Agency Check that
meets the scope prescribed in appendix I
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C 1, AR 604-5

of AR 381-1 SO, and providing that serv-
ice with the Federal Government has been
continuous with no break in service longer
than G consecutive months since comple-
tion of the National Agency Check.

16. Access by aliens, immigrant aliens, and
. foreign nationals. Immigrant aliens on whom

the completion of a background investigation is
not possible because of geographic, political, or
other considerations, aliens, and foreign nationals
arc not eligible for security clearances. Such per-
sonnel may be granted limited access authorization
but only under the conditions and procedures set
forth in a through c below. A limited access au-
thorization is not to be considered a security clear-
ance. For the purpose of brevity, the term
"alien" is used throughout this paragraph to cover
all categories of aliens mentioned above. See
paragraph 5c for security clearance policy con-
cerning immigrant aliens on whom full completion
of a background investigation is possible.

a. Policy. Appropriate authority as defined in
c below may grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien in duties requiring access to
certain classified defense information is necessary
in the interests of national security. The classi-
fied mission of the command, agenc3r, or installa-
tion is secondary to the interest of national
security in establishing authorization. It is
therefore essent ial that strict limitations be placed
on the type of positions in which aliens may be
utilized and the type of information which may
bo disclosed. In no cose will a limited access
authorization be granted if the investigation dis-
closes information which raises a reasonable doubt
concerning the character, integrity, or trustworthi-
ness of tho individual or if investigation reveals
possible disaffection for the United States or the
intentional withholding or concealment of perti-
nent information pertaining to the individual's
personal history.

b. Investigation. The minimum scope of in-
vestigation to be conducted for the purpose of
granting a limited access authorization under the
provisions of this regulation is as follows:

(1) Such components of a background in-

vestigation (see AR 381-130) as are pos-
sible of achievement, plus a check of tho
files of the Cejitral Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual's life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided the individual consents
in writing. Individuals who refuse to be
polygraphed will not be granted limited
access authorizations.

c. Authorization. Authorization to grant ac-
cess as provided in this paragraph has been dele-
gated as follows:

(1) TOP SECRET—Secretary of the Army.
(2) SECRET—Authorities listed in para-

graph G_t.
(3) CONFIDEXTIAI^—Authorities listed

in paragraph Ga or their designees.
d. Interim limited access authorisation. There

is no authority for the granting of an interim lim-
ited access authorization.

•jfc. Authorisation. The appropriate authority
indicated in c above upon granting a limited ac-
cess authorization will execute DA Form 3028-R
(Limited Access Authorization (Aliens, Immi-
grant Aliens, Foreign Nationals)) (fig. 1). Each
DA Form 3028-R will include a statement specify-
ing in detail the specific typo of classified informa-
tion to which the individual is authorized access
and that such access is necessary in the interests of
national security. A job description will be added
as an inclosure to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
ing Officer, USAIRR, Fort Holabird, Md., 2121!),
for inclusion in the individual's USAIRR dossier.
Renewal requests will be processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during the period of authorization but need not
include an additional polygraph examination un-
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described in paragraplx 24 will be followed. In
addition, action will be initiated in accordance
with AR GOO-31, AR 604^10, SR 680-220-1, AR
."81-113, AR 250-15, AR 640-98, Alt 60-t-ll, Tho
Uniform Code of Military Justice, CPR Si, or
other regulations, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delinquent or irrational conduct on the
part of sulwrdmates who have access to classified
information. This is particularly critical in cases
of personnel who occupy USP.

c. In evaluating information of a suitability na-
ture, consideration should l>e given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent behavior and performance of duty.
An isolated instance of youthful indiscretion must,
not IK>. construed us permanent proof of unreliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by an
appreciation of all the facts bearing on the case.

•fad. When nn ENTNAC develops unfavorable
information, additional investigation as requirwl
I o resolve (he case will h<> concluded by US A INTO.
In tho.se cases where the commander, after review
of the, case, determines that the derogatory infor-
mation is such that unfavorable personnel action
is not warranted, and that the individual has no
need for access to classified information, he, will
annotate tho remarks section of (he individual's
1>A Form SO: "Paragraph 17rf, Ali 60J- 5 applies,"
and forward the case Hie to the. USATRIZ, Fort,
Holnbird, Md,, 21210. In tho event of a subse-
quent need for granting persons in this category
access to classified information, the commander
concerned will call for and review the individual's
dossier, Itased upou (he- information available,
both favorable unU unfavorable, he will either- -

(1) Issue a security clearance and grant ac-
cess to classified information as needed;

(*_*) Propose to deny security clearance and
take action as outlined in paragraph !M
of (his regulation; or

(.">) Request additional investigation.
18. Access to atomic energy information.

Access to atomic energy information bearing the.
Hassificaiions TOP SECRET, SECRET, ami
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1054 (GS Slat, 9*21, as amended 42 U.S.C. 2011 e,t

C I, AR 604-5

scq.) within the Department of the Army will be
governed by the clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAL defense information as set forth in
paragraph 13 of this regulation and AR 380-150.

19. Access to classified cryptographic infor-
mation, a. Authority. Authorities listed in
paragraph Ga, or their designees, are responsible
for determining that an individual lias the need-
l.o-know and meets eligibility requirements prior
to authorizing such individual access to clarified
cryptographic information.

b. determination of eligibility.
(1) U.S. ciiizen personnel must possess a se-

curity clearance granted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
the, cryptographic information to which
access is required. However, as an addi-
tional requirement, a favorable National
Agency Cheek will have been completed
for those individuals who as members of
the National Guard or Reserve forc.es re-
quire access to CONFIDENTIAL cryp-
tographic informal ion in connection with
short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final type security clearance based on a
background investigation may bo au-
thorized access to CONTFinENTIAL
cryptogrnphic information. They will
not be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(b) Appointed as cryptographic custodians
or as cryptographic security officers.

(c) (Jiven access to safes where crypto-
graphic- keying material and related
equipment are stored; and

(d) Authorized access to research and de-
velopment information, concerning
cryptographic information.

(3) AU other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United Statesn

has an agreement may be granted access
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C 1, AR 604-5

to classified cryptograpliic information
which has been released to that govern-
ment in accordance therewith, provided
the foreign government certifies that the
individual has an appropriate clearance
and is authorized and designated to re-
ceive the information.

c. Authorization for access. Following the de-
termination that the individual has a need-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
a above will formally authorize the individual's
access. The authorization for access will include
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the special security regulations governing its han-
dling and protection, and the penalties prescril>ed
for the willful or inadvertent disclosure of such
information. Tho authorization for access will
be completed and made a matter of record as pre-
scril>ed in paragraph 25.

d. Termination of access. When it, is deter-
mined that the individual no longer meets clear-
ance requirements, or the need-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will be accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-

tion is important to the national security, that the
individual is still bound by all security regulations
pertaining to cryptographic information, and that
he is subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access. To meet operational require-
ments, U.S. citizen personnel whose primary duties
are not cryptograpliic in nature, but who may be
required to have access to certain types of crypto-
graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers) may be issued
such material without formal authorization for
access to cryptomaterial provided—

(1) They are properly identified;
(2) They have security clearances for access

to the classification category equal to or
higher than that of the material to be
released;

(3) They are thoroughly instructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

(4) Tho Director, National Security Agency
has designated the cryptomaterial as
exempt from the formal authorization
requirement.
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clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with the request:

(o) All general officers of divisions and
brigades.

(b) General and special staff officers of di-
visions and brigades.

(c) Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.

(d) Adjutants general or commanding gen-
erals of troops of the respective
States, territories, and the District of
Columbia.

(e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

'(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants general
of the States, territories, and the District
of Columbia. If an adverse determina-
tion is rendered by tho major commander,
the cose file, together with the major com-
mander's determination will be forwarded
to the Chief, National Guard Bureau, for
his determination for appointment or re-
tention in the National Guard.

•^•(3) National Guard personnel serving in
Air Defense Task organizations in
CONUS who require immediate access
pending fulfillment of clearance require-
ments will be granted such access by the
Commanding General, U.S. Army Air
Defense Command (ARADCOM).
Prior to granting immediate access,
ARADCOM will insure tJiat tho appro-
priate investigative action has been re-
quested. In addition, ARADCOM will
advise the 21 army having security clear-
ance responsibility over tho subject indi-
vidual of each immediate access authori-
zation granted. In the event the ZI
army concerned receives information suf-
ficiently derogatory to constitute a
basis for denial of security clearance,
CGAIiADCOM will be immediately
informed.

</. Reports of iwve&tigation to tlw Civil Service
Ccmvmi&sion. In order to comply with, section.
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9(b), Executive Order 10450, when the investiga-
tive agencies of the Department of tlie Army
conduct background investigations on civilian
employees for personnel security purposes, the in-
vestigative agency will prepare' Standard Form
79 (Notice of Security Investigation) and will
submit it to the Civil Service Commission on the
same day the investigation is initiated.

k. forwarding results. The requesting com-
mand will indicate the estimated reporting date
on investigative requests when tho results are to
be returned to a gaining command for action. If,
upon receipt of such results, tho gaining command
cannot locate the subject individual within 14 days
of his estimated reporting date, the investigative
results will be returned to the original requester.
Tho original requester will locate the iudividual
and forward the investigative results to the cor-
rect address.

21. Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nona filiation
With Certain Organizations (DA Form 1111).
a. Military personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
the granting of a security clearance when investi-
gation is not required, the command having cus-
tody of tho unit personnel records of the individ-
ual concerned will ascertain whether a DD Form
98 has been accomplished. Whenever examina-
tion of the individual's unit personnel record re-
veals that a DD Form 98, up to date as of tho
current enlistment or tour of duty, has been ac-
complished, and no action under AR 604-10 is
pending or contemplated, a request for clearance
action may be initiated. Whenever examination
of the unit personnel records reveals that an up-to-
date DD Form 98 has not been accomplished, the
commander having custody of tho individual's
records will direct that the form be accomplished
and will take the following action:

(1) If the DD Form 98 is completed without
qualification, investigative or clearance
action may be initiated. The DD Form
98 will be filed in tho individual's field
military 201 file.

(2) If the individual refuses to execute the
form in its entirety, or makes an entry
therein indicating that information with-
in the criteria outlined in. paragraph 14,
AR 604r-10, may exist, action will be*
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taken in accordance svifch the provisions

Priorto theinitiaiaen-of
a request .for :a personnel security investigation
mpon •which to base -a;deanmce. action,. or yriorsto
the granting of a security clearance when -investi-
gation is tnot "required, "the commander -w ill nscer-
tain whetlier DA 'Form 1111 has been accom-
plished. Wheaiever tlie records reveal that a. DA
Form 1111 lias been completed during the current
period -of 'employment and no action under SR
6204220-1 ds pending or contemplated, a request
for clearance action may be initiated. Whenever
1ihe record reveals that ;an up-to-date DA Form
0111 has not^been .accomplished, the commander
will direct that the form lie accomplished and will
take the folio wing.action :

.(1) If the DA Form 1.111 is completed with-
out qualifications, investigative or clear-
ance action may be initiated. The DA
Form 1111 will be iiled as prescribed in
•CPRR1.

(2) If the individual refuses to execute tho
form in its entirety or mates an entry
thereon, indicating that information
within the criteria outlined in paragraph
17, SR 620-220-1, may exist, acLion will
bo taken in accordance with SR 620-
220-1.

(3) Failure or refusal to .execute and submit
DA Form 1111 is a basic disqualification
•for employment and clearance will not be
granted.

*22. Validation of DA Form 873 (Certificate
-of Clearance and/or Security Determination
Under EG 10450). a. When a gaining command,
•or agency, accepts a previous security clearance
-ssued by another command, agency, or activity,
and a review of the individual's USAJI-R investi-
•gative dossier has not been made, part VI of the
DA Form 873 contained in the individual's mili-
tary field 201 *file or civilian personnel folder will
1)0 validated as follows:

Validated in awtordance with paragraph 22a, AR OOi-5,
by (validating headquarters) on (date of validation) by
(signature, typed name, grade, title of validating au-
thority).

$. When a -gaining command -or -agency accepts
a previous security clearance issued fey another
<ommimd,tigency,-or activity, and a review of the
individual's USAIRR investigative -dossier has

'22

'beenmade, part $Tjof-the :D_4-.-Form-873 contained
in 4_he individuals field military SOI -fileror civilian
personnel folder will be 'Validated<as -follows:

Validated in accordanceTwithtparagcaph 226, AR C04-5
by (mandating headquarters) ,on ^date of validation) by
(signature, typed or Btarai*d name, rrnnh, title of validat-
ing authority).

c. Prior to validating a previous clearance, the
following local files will be reviewed:

(1) Field military 201 file-or civilian person-
nel folder.

(2) Medical records (-when -medical records
of civilian personnel are available, they
will I)o checked).

d. The provisions of a above-do not apply when
validating the clearance of an individual selected
for assignment to a USP. The USAIRR dossier
as well as the Ales listed in c aoove will be reviewed
in each such case.

23. Record of security clearance, -fra. In-
terim and final security clearances granted under
this regulation will be made a -matter of record
and a copy of the most recently issued -final clear-
ance (DA Form 873) will become a permanent
part of the individual's USAIRR file and a semi-
permanent part of his field military 201 file or
official civilian personnel folder, as appropriate.
In the case of military personnel, entries must also
bo made on DA Form 66 (Officer 'Qualification
Record) or DA Form 20 (Enlisted Qualification
Record) in accordance with AR 611-103 and AR
600-200.

b. An unclassified DA Form 873 will be exe-
cuted on all interim and final security clearances
for access to TOP SECRET, SECRET, and
CONFIDENTIAL information unless an appro-
priate certificate of final clearance, based upon cur-
rent investigative standards, is already posted in
the field military 201 file or civilian personnel
folder (except that CONFIDENTIAL clearance
granted military personnel need only-be recorded
on the DA Form 66 or DA Form 20 in accord-
ance with a- above). All copies will be signed
by authority of the commander authorized to
grant clearance. Final clearance certificates once
granted remain valid unices revoked for cogent
reason (s) or-become invalid by reason of upgrad-
ing 'the degree of -security clearance (e.g., SE-
CRET to TOP SECRET), discharge, resignation,
-*r retirement. The dietribdtjion-of certificates of
•clearanoe will be as f oflowfi-
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(1) Interim clearance certificates. One copy
will bo placed within the field military
201 file or official civilian personnel
foldor until removed for cause or replaced
by a certificate granting final clearance.

(2) Final clearance certificates.
(a) The original will be placed in the indi-

vidual's field Personnel Records Jacket
(DA Form. 201) or official civilian per-
sonnel folder and maintained as a semi-
permanent record.

One copy will be forwarded to the*
Chief, U.S. Army Investigative Rec-
ords Repository, Fort Holabird, Md.,
21219, for inclusion Ln the individual's

C 1, AR 604-5

USAIRR dossior. Clearances granted
solely on the basis of a favorable NAC
or ENTNAC will not be forwarded
since USAIRR no longer maintains a
dossier in such cases.

(c) In the case of civilian employees who
are also members of tho Army Na-
tional Guard or U.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of the military status of
the individual will be made as follows:

1. One copy to the adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or the Dig-
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minimum required to fulfill the mission of the

d. .Athens, other than immigrant aliens, and for-
eign nationals arc not eligible for security clear-
ances butNnay in exceptional cases be granted
limited acce^authorizations for access to classified
defense information under the provisions of
paragraph 16.

e. AJI immigrant alien may be granted a final
security clearance upon completion of a back-
ground investigation,\s outlined in appendix II
of AR 381-130, provided that it discloses no de-
rogatory information indicating that such access
would not be clearly consistent with the interests
of national security. The use-of the polygraph is
authorized when it is necessary do verify informa-
tion furnished by the individual \ehich cannot be
verified through the use of nonnctk investigative
methods, provided the individual-consents in
writing. Interim clearance for TOP-SECRET
and SECRET is not authorized. Interim clear-
ance for CONFIDENTIAL is authori/A after
completion of a national agency check (NAC)
which reveals no derogatory information and alter
initiation of a background investigation.

/. The minimum investigative requirements
scribed herein may be raised in any particular case
or category of cases, if deemed essential from a
security standpoint by the authorities listed in
paragraph 60. The U.S. Army Intelligence Com-
mand (USAINTC) and oversea commands func-
tioning as control offices for the conduct of investi-
gations will deny requests for those personnel
security investigations of a scope beyond that pre-
scribed in this regulation unless sufficient justifi-
cation is furnished with the request.

g. A prerequisite for assignment of an indi-
vidual to an USP is a TOP SECRET security
clearance based on a favorably completed back-
ground investigation less than 5 yeurs old. To
assist commanders and supervisors in their obli-
gation to l» knowledgeable of a subordinate's
continued suitability for access to highly sensitive
information, those individuals selected for assign-
ment to positions designated Ultra-Sensitive
(para 40) will be reinvestigated as a requisite for
such assignment if their security clearance is based
on, a background investigation more than 5 years
old. The security clearance of personnel occupy-
ing positions designated Ultra-Sensitive will be re-

AR 604-5

evaluated 5 years from the date of their last secu-
rity investigation. The revaluation will be based
on the results of a current reJnvestigation under
the provision of AR 381-130, a review of the indi-
vidual's personnel and medical records, and a
personal interview by the commander/supervisor
authorizing access. During the interview, the in-
dividual will be questioned concerning his physi-
cal, mental, and emotional health, and reminded
of the serious nature of his security responsibili-
ties. His motivation towards his assignment will
also be ascertained.

7t. Reinvcstigations directed in the preceding
paragraph of individuals in the USP category
will not routinely be conducted on persons in posi-
tions of a lesser degree of sensitivity. Command-
ers will request reinvestigation at any time credible
derogatoi-y information concerning a cleared indi-
vidual is received. JSee paragraph 17J.

i. Strict application of the need-to-know prin-
ciple will bo adhered to when granting access to
liighly sensitive code-name projects or other areas
of special security interest Individuals requiring
such access will have been the subject of an ap-
propriate investigation in accordance with the pro-
visions of this regulation and be currently cleared
for access to at least the category of classiCitation

signed to the project or area. Special security
zHtt criteria and categories of classification,

oth.tr than those provided for in AR 380-5, will
not Dfet utilized. This policy does not abrogate any
specialVequirements established by law or higher
authority

;. Any person selected for duties in connection
with progran^s involving the education and orien-
tation of military personnel will have been the
subject of a favorable NAC prior to his assignment
in accordance with the provisions of AR 604^20.

k. Any person selected to serve with a board,
committee, or other ghpup responsible for adjudi-
cating personnel security cases will have been the
subject of a favorable background investigation
prior to his assignment, exfcept that military per-
sonnel who have been granted a final TOP
SECRET in accordance witavthe provisions of
paragraph 13&(1)(&)£, and onxwhom a back-
ground investigation has been initiated, may be
selected for service on military personnel security
boards. This requirement applies to wsards which
pass upon alleged disloyal, subversive, or dis-

TAQO 1183A

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP

PezhmanP



AR 604-5

affected civilian and military personnel. The basic
qualifications, applicable to all officer positions,
regardless of command or staff level, for personnel
engaged in the adjudication processing of security
cases are prescribed in AR 604^13.

L Personnel security investigations favorably
completed on ROTC cadets, after enrollment in
the ROTC advanced course, are valid for the pur-
pose of issuing security clearances for 1 year subse-
quent to date of commissioning as an officer.
Pending completion of a new investigation, in-
terim SECRKT clearances may be issued to ROTC
graduates who enter active duty after 1 year, but
less than 18 months from the date of commis-
sioning. An ROTC graduate- who does not enter
active duty until after 12 months from the date
of commissioning will have a new NAO or a
bring-up background investigation initiated by the
appropriate major Army commander at the time
the officer is ordered to active duty.

6. Clearance authority, a. The Secretury of
tho Army hereby delegates authority to tho follow-
ing to clear personnel within their specific areas
of jurisdiction for access to classified defense in-
formation: The Under Secretary, Assistant. Sec-
retaries, and Special Assistants to the Secretary
of the Army; Chief of SraiF of the Army; Heads
of Department of the Army General and Special
St ii ff agencies; Commanding Generals, U.S. Army
Air Defense Command, U.S. Army Combat De-
velopment. Command, U.S. Army Materiel Com-
mand, U.S. Array Security Agency, U.S. Army
Strategic Communications Command, U.S. Con-
tinental Army Command, U.S. Army Intelligence
Command; major oversea commands, Army com-
ponents of unified and specified commands, ZI
armies, Military District of "Washington, U.S.
Army; and Commandant, National War College.
The*e officials may redelegate security clearance
authority to commanders of subordinate field ele-
ments in order to expedite personnel security clear-
ance actions. Notwithstanding such delegation,
the persons holding the aforementioned positions
continue to be responsible for all security clear-
ance actions taken within their respective jurisdic-
tion.

b. Each person authorized to grant clearances
must himself have been subject of an investigation
meeting the requirements for a final TOP SE-
CRET clearance.

f. Clearance certificates on "commanders" to

whom the Secretary of the Army has delegated au-
thority to grant clearances in a above may be exe-
cuted within their own headquarters provided the
requirements of b above are met. Further, these
commanders may appoint a staff officer to act
for them in the execution of clearance certificates
on personnel within their respective commands,
agencies, or activities and on subordinate com-
manders to whom they further delegate author-
ity to grant clearance. Each commander is re-
sponsible to insure that his staff officer who is act-
ing for him in this capacity is himself cleared for
TOP SECRKT and is qualified by training and
experience to make valid security clearance deter-
minations.

d. Each commander will, before authorizing ac-
cess to defense information, insure that the indi-
vidual is familiar with the provisions of AR 880-5,
AR 381-12, and other pertinent directives govern-
ing the safeguarding of classified information.

e. Upon the granting of clearance, the com-
mander is responsible for continuing close super-
vision and observation of the, activities and be-
hnvior of personnel who have access to classified
information. Whenever a valid reason exists for
believing that, an individual's conduct, activities,
or attitude may jeopardize security, prompt action
will be taken to suspend or revoke his security
clearance and to effect his immediate reassignment
to duties not- requiring access to classified informa-
tion. Appropriate actions under pertinent, per-
sonnel regulaUons will be undertaken immediately.

7. Reciprocal acceptance of previous investi-
gations and clearances, a. Responsible authori-
ties within the Armed Forces and other agencies of
the Department of Defense will accept from each
other on a mutual and reciprocal basis the results
of previous investigations and previous clearances
which have l>een based on investigative require-
ments which are in consonance with current stand-
ards. Such reciprocation will avoid the repeti-
tious filing of personal history statements, and the
time aud expense of multiple, investigations and
multiple clearances. This, however, applies only
where a prior investigation by an investigative
agency of the Government meets the standards
prescribed herein. If the prior investigation does
not meet such standards, supplemental or addi-
tional investigation will be conducted.

b. Generally the validity of a clearance of an
individual granted by another service or agency
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will not bo questioned. Iloweve.r, clearance au-
thorities have tho right to review investigative and
personnel files pertaining to the individual in ques-
tion. When deemed necessary additional investi-
gation may be requested before authorizing the
individual's access to classified defense informa-
tion. Requests for additional investigation will
be precise and describe specifically what addit ional
investigation is deemed necessary.

8. Granting access to classified information
to individuals of another service or agency.
a. Whenever it becomes necessary for the Depart-
ment, of the Army to authorize access to classified
information in its custody to a member of another
service or agency who has not previousl}' been
cleared or is in need of a higher degree of clear-
ance, the parent service or agency will be requested
to conduct, the necessary investigation and grant,
tho desired clearance. Records of tho security
clearance, or certificate of access authorization
granted by the parent service or agency will be
maintained in accordance with the administrative
procedures of that service or agency.

b. Should it be determined that it would not be,
in the best interests of tho national security to
permit the individual to have access to classified
defense information in Army custody, (.lie com-
mander may reassign tho individual to nonsensi-
tive duties within his organization, or if appro
priate, revoke the detail or assignment, and advise,
tho parent service or agency of the reasons there-
for. The responsibility to suspend or revoke a
security clearance and initiate security proceed-
ing rests with the parent service or agency.

c. Whenever Department- of the Anny jpersoji-
nel or meinlwrs are assigned or detailed for duty
with another service or agency, it is Department
of the Army responsibility to advise the using
service or agency of any adverse information com-
ing to its attention which relates to the individual's
continued eligibility for access to classified defense,
information. Should the using service or agency
determine that the individual cannot have access
to classified defense information in its custody, it
will reassign the individual to other duties within
its own organization, or, if desired, revoke the
detail or assignment, and request the Chief of Per-
sonnel Operations, ATTN: EPD, Department of
the Army, Washington, B.C., 20JV15, to fur nisi, re-
assignment orders. The responsibility to suspend

AR 604-5

or revoke a security clearance and initiate security
proceedings on Department of tho Army members
or personnel rests with the Department of the
Army.

d. (1) The Joint Chiefs of Staff have author-
ized commanders in chief of unified and
specified commands to grant interim
clearances to members of the Department,
of the Army within their specific areas of
jurisdiction. Before granting interim
clearances the CINO's have l>een directed
to assure that the minimum requirements
established for such clearances have been
met. and the Department of the Army has
been requested to in i t i a te a final clearance
of the sonic degree.

(2) Army component commanders of unified
and specified commands are designated
Department of the. Army elements to ac-
complish the parent, service duties for
processing and granting final security
clearances to Army personnel assigned to
their commands.

9. Security clearance of separated Depart-
ment of the Army personnel, a. Clearances
granted under this regulation become invalid upon
termination of the individual's service wiih the
Department of the, Army by reason of discharge,
resignation, or retirement.

b. Retired general officer jHjrsonncl may partici-
pate in classified conferences, or a part.icuhir activ-
ity or project, under the supervision and at the
request of one of the officials designated in para-
graph Qa provided clearances in ettoct at the time
of retirement would be adequate for the particu-
lar conference, activity, or project. Such clear-
ances remain valid for this purpose until
terminated by the. Assistant Chief of Staff for
Intelligence, Department of the Army.

10. Implementation of class II installations
and activities. Tho heads of Headquarters, De-
partment of the Army Staff agencies having com-
mand responsibilities and the commanders of
separate commands directly subordinate to Head-
quarters, Department of the Army, are responsible
for the implementation of this regulation at class
II installations and activities under their re-
spective jurisdictions.

11. Combat operations. Under combat condi-
tions or other military exigencies, authorities
listed in paragraph 6a may waive such provisions
of this regulation as are warranted by the
circumstances.
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SECTION II

INVESTIGATIONS

12. Types of investigations required for ac-
cess, a. The types of personnel security investi-
gations normally utilized incident to granting ac-
cess to classified defense information are listed be-
low. The definition for and the component parts
of each of these investigations are contained in
AR 381-130.

(J ) National agency check (NAC).
(ii) National agency check, plus written in-

quiries (XACI).
(H) Background investigation (151).

b. As indicated in paragraph 13, t.he type in-
vestigation required in any instance will depend
on the- defense classification of the information to
which a clearance for access is required, the mi l i -
tary or civilian status of the individual concerned,
and his citizenship status.

c. Additional investigation is not required for
ihosc individuals gran red iinal securit3' clearances
under procedures in elTe«-£ prior to the date of tins
repilat-ioii.

13. Types of investigation required for access
to each category of classified defense informa-
tion, a. General. Department of the Army inili-
Uiry members and civilian personnel may be de-
clared eligible for access to classified defense infor-••j

ination and grunted a personnel security clearance
under the minimum requirements set. forth below
forcarh category of defense, information, provided
that no derogatory information based upon the
criteria outlined in paragraph 17 is developed,
which is of sufficient gravity to justify an overall
commotisense determination that, the clearance of
the individual is not consistent with the interests
of national security. Requirements for the vnri-
ous classifications of defense information are set
forth in b through d below.

b. TOP SECRET.
(1) Final clearance,.

(a) Civilian personnel— U.K. citizens.
Background investigation.

(b) Military personnel—-UJS. citizens.
1. Background investigation, or
$. National agency check, plus

(a) Continuous honorable active duty
as a member of the Armed Forces,
or a combination of such active

TA«O

duty and civilian employment in
the Federal Government service on
a continuous basis, with no break
greater tlian 6 months, for a mini-
mum of 35 consecutive j'ears im-
mediately preceding the date of
the current investigation, or cur-
rent need for clearance, plus

(b) Check of the military field 201 file,
local intelligence files, provost,
marshal files, and medical records.

(c) Immigrant aliens (civilian or mili-
tary) . Background investigiuion.

(2) Interim clearance.
(a) Civil-ism personnel—U.S. citizens. Na-

tional agency check. Only in case of
emergency will an interim clearance
l>e granted to employees occupying or
persons being considered for assign-
ment to sensitive-critical or ultra-sen-
sitive positions. Approval for grant-
ing such clearances must be made by the
Secretary of the Army or his desl^meo
and must be made a matter of record;
and, a national agency check with sat-
isfactory results must have heon com-
pleted.

(b) Military personnel—U^S. citizen*. Xu-
i.Jonal agency check.

(c) Immigrant aliens (civilian or mili-
tary). No interim clearance author-
ised.

c. SECRET.
(1) Final clearance.

(a) Civilian personnel—UJS. citizen*.
J. National agency check, plus written

inquiries to appropriate local law en-
forcement agencies, former employ-
ers and supervisors, references, and
schools attended, except that the writ-
ten inquiries portion of the investiga-
tion may be dispensed with for
employees who have been continu-
ously employed for a period of 5
years (with no break greater than 6
months) immediately preceding the
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date of the current investigation, or
current need for clearance.

S. A background investigation is re-
quired for employees occupying sen-
sitive positions (critical).

(6) MiUtary personnel—U£. citizens.
1. National agency check.
S. Check of the military field 201 file, lo-

cal intelligence files, provost marshal
files, and medical records.

(c) Immigrant aliens (civilian or mili-
tary). Background investigation.

(d) Nonappropriated fund employees and
employees of the A rmy National
Guard—U.S. citizens. National agency
chock.

(2) Interim clearance.
(a) Civilian personnel—U.S. oV/:cn.v.

1. National agency check.
S. In case of emergency, interim clear-

ance for access to SECRET may be.
granted for a limited period provided
a national agency check has been
initiated and tho Secretary of the
Army or an authority listed in para-
graph G finds that such act ion is nec-
essary in the interests of national
security and makes a record of such
findings. In every case, this action
will be based upon a check of avail-
able records to include those listed in
paragraph 20a.

(b) Military personnel—U^S. citizen*.
Continuous honorable active duty as
a member of the Armed Forces, for a
minimum of 2 consecutive years im-
mediately preceding the date of tho
current investigation, plus a check of
the military field 201 file, local intel-
ligence files, provost marshal files, and
medical records; or, in tho case of per-
sonnel with less than 2 years sen-ice—

1. A check of files required above, plus
S. A check of the Federal Bureau of In-

vestigation Investigative and Identi-
fication Files.

(c) Immigrant aliens (civilian or mili-
tary). No interim clearance author-
ized.

d. CONFIDENTIAL.
(1) Final clearance.

(a) Civilian personnel—t/jS. citizens. Na-
tional agency check, plus written in-
quiries to appropriate local law en-
forcement agencies, former employers
and supervise^ references, and schools
attended, except that the written in-
quiries portion of the investigation may
be dispensed with for employees who
have been continuously employed for a
period of 5 years (with no break greater
than 6 months) immediately preceding
the date of the current investigation.

(b) Military personnel—--7-5. citizens. A.
check of the military field 201 file, local
intelligence files, provost marshal files,
and medical records.

(c) Immigrant aliens (civilian or mili-
tary). Background investigation.

(2) Interim clearance.
(a) Civilian personnel—UjS. citizens.

1. National agency check.
£. In cose of emergency, interim clear-

ance may be granted for a limited
period provided a national agency
check has been initiated and an au-
thority listed in paragraph G finds
that such action is necessary in the
interests of national security and
makes a record of such finding. In
every case this action will be based
upon a check of available records to
include those listed in paragraph 20<z.

(b) MHitary personnel—U^S. citizens. In-
terim clearance not authorized.

(c) Immigrant aliens (civilian or m3-i
tary). National agency check to in-
clude a check of the files of the Central
Intelligence Agency plus initiation of
a full background investigation.

e. TOP SECRET and SECRET clearances
granted prior to 6 February 1963 (wherein sen'-
ice performed in active U.S. Army Reserve and
Anny National Guard units was counted as "ac-
tive duty** tune in computing the number of con-
secutive years of continuous active duty) remain
in effect.

14 Access pending clearance requirements—
U.S. citizens, a. When immediate access to clas-
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sified defense information is required in an.emer-
gency in order for tho individual concerned to
carry out his assigned task and, because of excep-
tional circumstances, the delay caused by awaiting
interim clearances would be harmful to the na-
tional interest, authorities listed in paragraph 6
may authorize such access to U.S. citizens, based
on a favorable check of the individual's military
field 201 file or civilian personnel record, local in-
telligence, medical, and provost marshal files.

b. Immediate access to classified defense infor-
mation will be granted only under emergency con-
ditions where failure to take such action may
•jeopardize the accomplishment of the mission of
the organizations authorizing the access. In each
such case of granting emergency immediate access,
a record of the authorization will be made and the
commander, or responsible' authority concerned.
will have initiated the action necessary for final
clearance.

c. Persons occupying positions defined in para-
graphs 4 / and g will not, be granted access pend-
ing clearances.

15. Acceptance of investigations conducted
by other governmental agencies for clearance
purposes, a. Prior investigation. Whenever a
prior investigation by any investigative agency of
the Fedora] Government is equal in scope and meets
the standards proscribed in AR 381-130, clearance
may be granted upon review o f the prior investiga-
tion provided that service with the Federal Gov-
ernment has been continuous with no break in
service longer than 0 consecutive months since
completion of this prior investigation, and an. in-
quiry of the agency of prior employment discloses
no reason why clearance should not be granted. If
the prior investigation does not meet the require-
ments of AR 381-130, supplemental or additional
investigation will be conducted.

b. Acceptance of investigations conducted for
civilian employment.

(1) The following investigations may be ac-
cepted for clearance purposes within the
Department of the Army provided the
person has been continually in the employ
of the executive branch of the Federal
Government and there has been no break
longer than 6 months since the completion,
of the investigation, and an inquiry to the
agency of prior employment discloses no

reason why clearance should not be
granted. However, a new national
agency check will be completed in cases
wherein the previous investigation was
completed 5 years prior to date of current
clearance requirement.

(a) National agency check including FBI
fingerprint check conducted by a U.S.
governmental agency pursuant to Ex-
ecutive Order 10450, may be accepted
as the equivalent of a national agency
check.

(b) A "Full Field Investigation" conducted
pursuant to Executive .Order 10450 by
a U.S. governmental agency may bo ac-
cepted, provided it is determined upon
review of the investigative report that
it meets the scope prescribed in appen-
dix II of AR 381-130 for a background
investigation,

(c) A national agency check with written
inquiries conducted by the Civil Service
Commission, provided—

1. Review of the employee's official per-
sonnel folder reveals his Application
for Federal Employment bears a
stamped notation indicating the ap-
plication was processed under "Sec-
tion 3(a), Executive Order 10450";
or

#. Certification is received from the Civil
Service Commission on CSC Form
715 (Report of Clearly Favorable
Results in DOB NACI Case) that
their investigation disclosed no de-
rogatory information. Upon com-
pletion of clearance action or action
required under part III of DA Form
873 (Certificate of Clearance and/or
Security Determination Under EO
10450) the requesting command will
forward the CSC Form 715 to the
U.S. Army Counter intelligence Rec-
ords Facility, Fort Holabird, Md.,
21219, for inclusion in the individ-
ual's USACRF dossier.

(2) Where a background investigation of a
civilian employee is required under the
provisions of this regulation, the national
agency check component of the back-
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ground investigation need not be dupli-
cated if it is determined that a U.S. gov-
ernmental agency is conducting or has
completed a national agency check that
meets the scope prescribed in appendix I
of AH 381-130, and providing that serv-
ice with the Federal Government has been
continuous with no break in service longer
than 6 consecutive months since comple-
tion of the national agency check.

16. Access by aliens, immigrant aliens, and
foreign nationals. Immigrant aliens on whom
tlie completion of a background investigation is
not possible because of geographic, political, or
other considerations, aliens, and foreign nationals
are- not eligible for security clearances. Such per-
sonnel may be granted limited access authorization
but only under the conditions and procedures set
forth in a through c below. A limited access au-
thorization is not to be considered a security clear-
ance. For the purpose of brevity, the term
"alien" is used throughout this paragraph to cover
all categories of aliens mentioned above. See
paragraph 5e for security clearance policy con-
cerning immigrant aliens on whom full completion
of a background investigation Ls possible.

a. Policy. Appropriate authority as denned in
c below many grant an alien a limited access au-
thorization when it is determined that the employ-
ment of an alien in duties requiring access to cer-
tain classified defense information is necessary in
tho interests of national security, Tho classified
mission of the command, agency, or installation is
secondary to the interest of national security In
establishing authorization. It is therefore essen-
tial that strict limitations be placed on the type of
positions in which aliens may bo utilized and the
type of information which may be disclosed. In
no case will a limited access authorization bo
granted if the investigation discloses information
which raises a reasonftble doubt concerning tho
character, integrity, or trustworthiness of the in-
dividual or if investigation reveals possible disaf-
fection for the United States or the intentional
withholding or concealment of pertinent informa-
tion pertaining to the individual's personal his-
tory.

b. Investigation, The minimum scope of in-
vestigation to I)e conducted for the purpose of

granting a limited access authorization under tho
provisions of this regulation is as follows:

(1) Such components of a background in-
vestigation (see AR 381-130) as are pos-
sible of achievement, plus a check of the
files of the Central Intelligence Agency,
plus

(2) A polygraph examination to cover that
portion of the individual's life which
cannot be investigated because of geo-
graphical, political, or other considera-
tions, provided tie individual consents
in writing. Individuals who refuse to be
polygraphed will not bo granted limited
access authorizations,

c. Autliorizaiion. Authorization to grant access
as provided in this paragraph has been delegated
as follows:

(1) TOP SECRET—Secretary of the Army.
(2) SECRET—Authorities listed in para-

graph 60.
(3) COOTIDENTIAI, -Authorities listed

in paragraph 6a or their designees,
d. Interim limited access authorization. There

is no authority for the granting of an interim lim-
ited access authorization.

e. Authorization, The- appropriate authority
indicated in c above upon granting a limited ac-
cess authorization will execute DA Form 3028-R
(Limited Access Authorization (Aliens, Immi-
grant Aliens, Foreign Nationals)) (fig. 1). Each
DA Form 302&-R will include a statement specify-
ing in detail the specific type of classified informa-
tion to which tho individual is authorized access
and that such access Js necessary in the interests of
national security. A job description will be added
as an inclosure to each DA Form 3028-R. This
authorization will remain in effect for 1 year un-
less sooner revoked or rescinded by reason of
change of duties, termination of employment, or
similar circumstances. If revoked or rescinded, a
letter reporting the circumstances of the revoca-
tion or rescission will be directed to the Command-
ing Officer, USACRF, Fort Ilolabird, Aid., 21219,
for inclusion in the individual's USACRF dossier.
Renewal requests will bo processed through the
channels provided for original requests. Rein-
vestigation will be accomplished every 3 years
during tie period of authorization but need not
include an additional polygraph examination un-
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described in paragraph 24 will be followed. In
addition, action will be initiated in accordance
with AR 000-31, AR 604-10, SR 620-220-1, AR
381-115, AR 230-15, AR 640-98, AR 604-11, The
Uniform Code of Military Justice, CPR Si, or
other regulations, as appropriate. Commanders
and supervisors must be alert on a continuing basis
to detect delinquent or irrational conduct on tho
part of subordinates who have access to classified
information. This is particularly critical in cases
of personnel who occupy USP.

c. In evaluating information of a suitability na-
ture, consideration should bo given to the gravity
of the information in derogation, the age of the
individual at the time the incident occurred, and
his subsequent Ixihavior and performance of duty.
An isolated instance of youthful indiscretion must
not, be construed as i>ermanent proof of unreliabil-
ity or lack of character. Any determination in-
volving such information must be tempered by an
appreciation of all the facts bearing on tile case.

18. Access to atomic energy information.
Access to atomic energy information bearing the
classifications TOP SECRET, SECRET, and
CONFIDENTIAL, including RESTRICTED
DATA as defined in the Atomic Energy Act of
1954 (G8 Stat. 921, as amended 42 U.S.C. 2011 et
seq.) within the Department of (-he Army will be
governed by tho clearance procedures prescribed
for final TOP SECRET, SECRET, and CON-
FIDENTIAL defense information as sot forth
in paragraph l.'l of this regulation and AR .ISO-
ISO.

19. Access to classified cryptographic infor-
mation, a. Authority. Authorities listed in
paragraph fi<x, or the.ir designees, are responsible
for determining that an individual has the netid-
to-know find meets eligibility requirements prior
to authorizing such individual access to classified
cryptograpliic information.

b. Determination of eligibility.
(1) U.S. citizen personnel must possess a se-

curity clearance grunted in accordance
with this regulation for access to classi-
fied defense information of the same or
higher classification category as that of
tho cryptographic information to which.
access is required. However, as an addi-
tional requirement, a favorable national
agency check will have been completed

AR 604-5

for those individuals who as members of
the National Guard or Reserve forces re-
quire access to CONFIDENTIAL cryp-
tographic information in connection with
short periods of active duty or for train-
ing purposes while not on active duty.

(2) Immigrant aliens who have been granted
a final type security clearance based on a
background investigation may be author-
ized access to CONFIDENTIAL crypto-
graphic information. They will not be—

(a) Authorized access to cryptographic in-
formation classified TOP SECRET or
SECRET.

(b) Appointed as cryptographic custodians
or as cryptographic security officers.

(c) Given access to safes where crypto-
graphic keying material and related
equipment arc stored; and

(d) Authorized access to research and
development information concerning
cryptographic information.

(3) All other aliens are ineligible for access
to classified cryptographic information,
except that representatives of a foreign
government with which the United States
has an agreement may bo granted access
to classified cryptographic informa-
tion which has been released to that
government in accordance therewith, pro-
vided tho foreign government certifies
that tho individual has an appropriate
clearance and is authorized and desig-
nated to receive the information.

c. Authorization for access. Following the de-
termination that the individual has a new_-to-know
and is eligible for access to classified cryptographic
information, appropriate authority referred to in
a above will formally authorize the individual's
access. The authorization for access will includo
an indoctrination concerning the unique nature of
cryptographic information, its unusual sensitivity,
the sjKicial security regulations governing its han-
dling and protection, and the penalties prescribed
for the willful or inadvertent disclosure of such
information. The authorization for access will be
completed and made a matter of record as pre-
scribed in paragraph 25.

d. Termination of access. When it is deter-
mined that the individual no longer meets clear-
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ance requirements, or the necd-to-know no longer
exists, authorization for access to classified cryp-
tographic information will be withdrawn. Such
withdrawal will bo accompanied by a debriefing
which includes instruction and reminders that the
safeguarding of classified cryptographic informa-
tion is important to the national security, that tho
individual is still bound by all security regulations
pertaining to cryptographic information, and that
he i.s subject to penalties prescribed for its willful
or inadvertent disclosure. Termination of access
will be accomplished and made a matter of record
as prescribed in paragraph 25.

e. Limited access* To meet operational require-
ments, U.S. citizen personnel whose primary duties
are not cryptographic in nature, but who may ho
required to have access to certain types of crypto-

graphic material (e.g., operation codes, authenti-
cation systems, call sign ciphers) may be issued
such material without formal authorization for
access to cryptom a ferial provided—

(1) They are properly identified;
(2) They have .security clearances for access

to the classification category equal to or
higher than that, of the material to be
released;

(JJ) They are thoroughly instructed in the
proper handling and safeguarding of the
cryptographic information concerned;
and

(4) The Director, Nat ional Security Agency
has designated the cryptomuferial as
exempt, from the formal authorix-ation
requirement.
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SECTION IV

ADMINISTRATION

20. Request for investigation, a. Submission,
A commanding officer, his representative, or higher
authority, upon determining that a personnel se-
curity investigation is required in conjunction with
a security clearance action, will request such in-
vestigation in accordance with AR 381-130. (Ci-
vilian employee preappointment and preassign-
ment NAC requests will be processed directly
from the employing installations to the appropri-
ate Civil Service Commission office in accordance
with CPR 12.) A separate request will be sub-
mitted for each investigation specifying the type
investigation desired and the highest classification
of the information and material to which the in-
dividual will be allowed access. It will be accom-
panied by the appropriate forms prescribed in
AR 381-130. In addition, the requester will in-
dicate the results of a check of the following local
files: field military 201 file or civilian personnel
folder, intelligence files, provost marshal files,
7/iedical records (u-hen medical records are
available on civilian personnel they will be
checked). Local file checks will not be conducted
when requesting a routine national agency check
on nonprior service Regular Army personnel and
inductees undergoing basic training. However,
local file checks will be conducted on such per-
sons prior to the granting of a security clearance.
If tho results of the local file check reveal infor-
mation concerning the individual which obviously
disqualifies him for a security clearance, an in-
vestigation for the purpose of granting access to
classified information will not be initiated. If
appropriate, however, command action under
other regulations will be token. When this check
indicates that a case has been processed on an in-
dividual under the provisions of AR 604^10 or
SR 620-220-1, no action will be taken to grant
interim or final clearance until a complete review
of tho USACRF dossier has been accomplished
and a determination made that such clearance is
clearly consistent with the interests of national
security. In no instance will an interim clearance
iiction bo taken on an individual or a request for
investigation necessary to satisfy final clearance
requirements be forwarded when information ob-
tained from the individual's T)D Form 398, medi-
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cal record, or other record or source- indicates the
existence, current or post, of any mental or nerv-
ous disorder, or emotional instability unless com-
petent medical authority certifies that the disorder
or instability has been overcome or is of such a
nature that it does not impair the subject's judg-
ment or reliability. Such certifications, if made,
will accompany the request for investigation and
will become an integral part of the USACRF dos-
sier of the individual concerned.

b. Retention of reo~uest for investigation. A file
copy of DA Form 2784 (Request for and Results
of Personnel Security Action) and/or a copy of
DA Form 3027 (U.S. Army Request for National
Agency Check) will be maintained in the indi-
vidual's field military 201 file or official civilian
personnel folder. These copies will be removed
and destroyed when the investigation has been
completed and a positive determination has been
made as to whether the subject of tho investigation
will bo granted or denied a security clearance.
The original copies of these forms will be anno-
tated by the clearance authority to reflect tho na-
ture of the clearance action taken and forwarded
to USACRF.

c. Cancellation of investigation. When the need
for a background investigation previously re-
quested no longer exists because of such reasons as
discharge, separation, death or in those coses where
tho subject of the investigation has a history of
mental disorder, nervous disorder, or emotional
instability which competent medical authority is
unable to certify as having been overcome or is
currently of such nature as not to impair subjects
judgment or reliability, the control office will be
notified promptly in order that the investigation
may be canceled. Requests for NAC's already sub-
mitted will not bo canceled. In the event a change
of assignment within Department of the Army is
effected during the course of any investigation, the
control office will be notified so that the results of
tho investigation may be forwarded by the con-
trol office to the gaining command.

d. Preliminary report* A preliminary report
will be furnished the requester whenever unfavor-
able information which might warrant a denial of
clearance is developed either during the course of
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any investigation or by the national agency check
portion of a background investigation. Follow-
ing submission of a preliminary report, the inves-
tigation will be continued, except that investiga-
tions of military personnel, and DA civilians which
develop the existence, current or past, of any
mental disorder, nervous disorder or emotional
instability will be suspended. The suspension will
remain in effect un t i l the requester furnishes tho
control office certification from competent medical
authority that the disorder has been overcome or js
of such a nature that it does not impair subject's
judgment or reliability. Preliminary reports con-
cerning contractor jnirsonnel will be submitted io
the Defense Industrial Security Clearance Office
(DISCO) but the investigation on sucli per-
sonnel will not be suspended regardless of the
nature of the information developed. Command-
ers receiving preliminary reports containing de-
rogatory information will take appropriate action
to insure the security of their commands pending
receipt of final reports.

e. Receipt of reports after c/tange in slatutt.
Should the requester receive a report of investiga-
tion subsequent to the subject's reassignment, re-
lease from active military dufy, discharge from
military service, death, or termination of employ-
ment, he will dispose of such report through intel-
ligence channels as follows:

(1) If the subject of investigation has l>een
reassigned and a completely favorable
report is received by the requester, the
report will be forwarded directly to the
subject's new installation or activity.
However, unfavorable reports will be
forwarded through the appropriate com-
mand headquarters to the new command.

(2) If tho person has been released from ac-
tive duty or his employment terminated,
and he is a member of the U.S. Army
Reserve, report will be forwarded for
appropriate action to the ZI army, IfDW,
or major commander in whose area the
person's home of record is located.

(3) If the person has been released from ac-
tive military duty, or his employment
terminated, and he is a member of the
Army National Guard, report will be for-
warded to the major commander having
jurisdiction over the area in which the

20

State, district, or territory National
Guard is located.

(4) If the person is deceased, if he has been
discharged from military service with no
U.S. Army Reserve commitment, or if
employment lias been terminated and he
has no U.S. Army Reserve affiliation, re-
port will be forwarded to the USACRF
in accordant -with AR 381-45.

(5) If the case specified in (1), (2), and (3)
above the commander to whom the report
of investigation is forwarded for appro-
priate action will, after completion of
such action thereon, if any, forward the
report to I'SACRF in accordance wi th
AR 381-45.

/. National Guard requests. The granting of
security clearances for access to TOP SKCR1CT
and SECRET classified defense information to
members of the Army National Guard is the re-
sponsibility of commanders specified ine(3) alxive.
Tho granting1 of secm-Uy clearances for access to
CONFIDENTIAL classified defense information
is the responsibility of those State adjutants gen-
eral to whom the Chief of the Xntional Guard
Bureau has delegated such authority. Requests
for investigation of National Guard personnel not
on active duty will be processed as follows:

(1) In accordance with procedures estab-
lished by the ZI army, MDW, or oversea
command, major commanders will accept
for processing requests for personnel se-
curity investigations submitted by the re-
spective adjutants general of the States,
territories, and the District, of Columbia,
in order to insure that achievement of
operational readiness by National Guard
units will not be handicapped because of
a lack of security clearance. However,
clearances for access to TOP SECRET
information will be limited to the follow-
ing unless cogent reasons are furnished
with the request:

(a) All general officers of divisions and
brigades.

(b) General and special staff officers of di-
visions arid brigades.

(c) Commanding officers of separate units
as deemed necessary by the respective
State adjutants general.
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(d) Adjutants general or commanding gen-
orals of troops of the respective
States, territories, and the District of
Columbia.

(e) Individuals whose duties require access
to nuclear weapons or critical RE-
STRICTED DATA.

(2) Under no circumstances will copies of
reports of investigation or specific details
thereof be furnished the adjutants general
of the States, territories, and tho District
of Columbia. If an adverse determina-
tion is rendered by the major commander,
the case file, together with the major com-
mander's determination will be forwarded
to the Chief, National Guard Bureau, for
his determination for appointment or re-
tention in the National Guard.

g. Reports of investigation to the Civil Service
Commission. In order to comply with section
9(b), Executive Order 10450, when the investiga-
tive agencies of the Department of the Army
conduct background investigations on civilian
employees for personnel security purpo.ses, the in-
vestigative agency will prepare Standard Form
79 (Notice of Security Investigation) and will
submit it to the Civil Service Commission on the
same day the investigation is initiated.

h. Forwarding results. Tho requesting com-
mand will indicate the estimated reporting date
on investigative requests when the results aro to
be returned to a gaining command for action. If,
upon receipt of such results, the gaining command
cannot locate tho subject individual within 14 days
of his estimated reporting date, the investigative
results will be returned to the original requester.
The original requester will locate the individual
and forward the investigative results to the cor-
rect address.

21. Armed Forces Security Questionnaire
(DD Form 98) and Statement of Nonaffiliation
With Certain Organizations (DA Form 1111).

a. Military personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
tho granting of a security clearance when investi-
gation is not required, the command having cus-
tody of the unit personnel records of the individual
concerned will ascertain whether a DD Form 98
has been accomplished, "Whenever examination of

TAOO 1183A

AR 604-5

the individual's unit personnel record reveals that
a DD Form 98, up to date as of the current enlist-
ment or tour of duty, has been accomplished, and
no action under AR 604^10 is pending or con-
templated, a request for clearance action may be
initiated. Whenever examination of the unit per-.
sonnel records reveals that an up-to-date DD Form
98 has not been accomplished, the commander hav-
ing custody of tho individual's records will direct
that tho form be accomplished and will take the
following action:

(1) If the DD Form 98 is completed without
qualification, investigative or clearance
action may be initiated. The DD Form
98 will bo filed in tho individual's field
military 201 file,

(2) If the individual refuses to execute the
form in its entirety, or makes an entry
therein indicating that information with-
in the criteria outlined in paragraph 14,
AR 604—10, may exist, action will be taken
in accordance with the provisions of AR
604.-10.

b. Civilian personnel. Prior to the initiation of
a request for a personnel security investigation
upon which to base a clearance action, or prior to
tho granting of a security clearance when investi-
gation is not required, the commander will ascer-
tain whether DA Form 1111 has been accom-
plished. Whenever the records reveal that a DA
Form 1111 has been completed during the current
period of employment and no action under SRl
620-220-1 is pending or contemplated, a request
for clearance action may be initiated. "Whenever
tho record reveals that an up-to-date DA Form
1111 has not been accomplished, the commander
will direct that, the form bo accomplished and will
tako the following action:

(1) If tho DA Form 1111 is completed with-
out qualifications, investigative or clear^
ance action may be initiated. Tho DA
Form 1111 will be filed as prescribed in
CPR Rl.

(2) If the individual refuses to execute the
form in its entirety or makes an entry
thoreon, indicating that information
within the criteria outlined in paragraph
17, SR 620-290-1, may exist, action will
be taken in accordance with SR 620-
220-1.
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AR 604-5

(3) Failure or refusal to execute and submit
DA Form 1111 is a basic disqualification
for employment and clearance will not bo
granted.

22. Validation of DA Form 873 (Certificate
of Clearance and/or Security Determination
Under EO 10450). a. When a gaining command,
or agency, accepts a previous security clearance
issued by another command, agency, or activity,
and a review of the individual's USACRF investi-
gative dossier has not been made, part VI of the
£>A Form 873 contained in the individual's mili-
tary field 201 file or civilian personnel folder will
be validated as follows:

Validated in accordance with paragraph
22o, AR 604-fi, by (validating headquarters)
on (date of validation) by (signature, typed
name, grade, title of validating authority).
b. When a gaining command or agency accepts

a previous security clearance issued by another
command, agency, or activity, and a review of the
individual's USACRF investigative dossier has
been made, part VI of the DA Form 873 contained
in the individual's field military 201 file or civilian
personnel folder will be validated as follows:

Validated in accordance with paragraph
226, AH 604-5 by (validating headquar-
ters) on (date of validation) by (signature,
typed or stamped name, rank, title of validat-
ing authority).
c. Prior to validating a previous clearance, the

following local files will be reviewed:
(1) Kield military 201 file or civilian person-

nel folder.
(2) Medical records (when medical records

of civilian personnel are available, they
will bo checked).

d. The provisions of a above do not apply when
validating the clearance of an individual selected
for assignment to a USP. The USACRF dos-

*sicr as well as the files listed in c above will be
reviewed in each such case.

23. Record of security clearance, a. Interim
and final security clearances granted under this
regulation will be made a matter of record and a
copy of the most recently issued final clearance
(DA Form 873) will become a permanent part of
tho individual's USACRF filo and a semiperma-
nent part of his field military 201 file or official
civilian personnel folder, as appropriate. In the
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case of military personnel, entries must also be
made on DA Form 66 (Officer Qualification
Record) or DA Form 20 (Enlisted Qualification
Record) in accordance with AR Gil-103 and AR
600-200.

b. An unclassified DA Form 873 will be exe-
cuted on all interim and final security clearances
for access to TOP SECRET, SECRET, and
CONFIDENTIAL information unless an appro-
priate certificate of final clearance, based upon cur-
rent investigative standards, is already posted in
the field military 201 file or civilian personnel
folder (except that CONFIDENTIAL clearance
granted military personnel need only be recorded
on the DA Form 06 or DA Form 20 in accord-
ance with a above). All copies will be signed
by authority of tho commander authorized to
grant clearance. Final clearance certificates once
granted remain valid unless revoked for cogent
reason (s) or become invalid by reason of upgrad-
ing the degree of security clearance (e.g., SE-
CRET to TOP SECRET), discharge, resignation,
or retirement. The distribution of certificates of
clearance will be as follows:

(1) Interim clearance certificates. One copy
will be placed within (he field military
201 file or official civilian personnel
folder unt il removed for cause or replaced
by a certificate granting finul clearance.

(2) Final clearance certificates.
(a) The original will be placed in the indi-

vidual's field Personnel Records Jacket.
(DA Form 201) or official civilian per-
sonnel folder and maintained as a semi-
permanent recoi'd.

(b) One copy will be forwarded to the
Commanding Officer, U.S. Army
Counterintelligence Records Facility
(USACRF), Fort Ilolabird, Md., for
inclusion in the individual's USACRF
dossier.

(c) In tho case of civilian employees who
are also members of the Army Na-
tional Guard or U.S. Army Reserve,
additional distribution bearing a nota-
tion thereon of tho military status of
the individual will be made as follows:

1. One copy to the adjutant general of
the appropriate State, Common-
wealth of Puerto Rico, or tho Dis-
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